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AN ANALYTICAL STUDY ON THE PRIVACY AND 

DATA PROTECTION IN INDIA 
 

AUTHORED BY: R SNEGHA1, M HARINI2 & PROF. SAJI SHIVAN3 

 

 

ABSTRACT: 

Digital technology has put various issues of privacy and data protection into focus. Privacy is 

a fundamental human right, representing an individual's power over personal information. In 

the Indian Constitution, privacy is not expressly addressed; however, it is implied under Article 

21, which forms part of personal liberty. The fast pace of technological development places 

great emphasis on privacy, along with adequate data protection. 

 

Data protection relates to a wide array of sensitive, including financial records, health data, 

commercial offers, intellectual property, and any other critical secret data. However, in terms 

of data protection, there is a tragic contradiction between the need to safeguard the right to 

privacy and the measure in which such data is managedmatters, as data protection tends to 

intrude upon the personal domain by external entities. The Information Technology 

(Amendment) Act, 2008, while largely concerned with data protection and privacy, does not, 

unfortunately, meet the myriad challenges imposed by the digital age. 

 

This paper hence intends to start an earnest dialogue from an Indian perspective regarding the 

question of the right to privacy and the urgent demand for an exclusive data protection law. It 

aims to re-assert the vital constitutional recognition of privacy as a fundamental legal 

necessity, replacing the inadequacies of the existing statutes addressing the modern threats 

posed by technology. The paper appeals for the urgent establishment of separate, strong, and 

distinct data protection legislation that aims to bridge the gap between individual freedom and 

technological governance. 

 

KEYWORDS: 

Privacy, Data protection, Constitution, Technology. 

                                                             
1 4th Year law Student from Vellore Institute of Technology, Chennai. 
2 4th Year law Student from Vellore Institute of Technology, Chennai. 
3 Law Professor from Vellore Institute of Technology, Chennai. 
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INTRODUCTION: 

The concept of privacy in India, though not ancient, is deeply rooted in the nation’s cultural 

and philosophical heritage. Ancient Indian teachings, as articulated in the Upanishads, highlight 

the significance of uninterrupted meditation, which inherently respects personal privacy. 

Similarly, classical works like the ‘Arthashastra’ and epics such as the ‘Ramayana’ reflect a 

societal acknowledgment of personal space, exemplified by practices such as the use of 

curtains. Over time, this intrinsic regard for privacy has evolved to adapt to the complexities of 

modern life. 

 

Privacy serves as a cornerstone of public life, shaping an individual’s values, ethics, and 

integrity. A compromised private life can undermine societal contributions, underscoring the 

interconnectedness of personal and public domains. With the emergence of the modern 

administrative state, the line between private and public life has increasingly blurred. Today, 

interactions between individuals and governments necessitate the sharing of vast amounts of 

personal data for administrative purposes, policy formulation, and ensuring national security. 

Governments routinely gather personal information to provide welfare services, combat 

organized crime, and safeguard sensitive sectors such as defense, foreign affairs, and nuclear 

energy. 

 

In the contemporary world, the right to privacy has become a multi-faceted concept, gaining 

recognition both legally and socially. Article 21 of the Indian Constitution enshrines the right 

to privacy, reinforcing the dignity of the individual. However, the growing reliance on digital 

technologies has heightened concerns about the extensive personal data stored in computerized 

systems. This data, which includes personal interests, communications, medical histories, and 

financial records, is vulnerable to inaccuracies, unauthorized access, and potential misuse, 

often with minimal effort and high efficiency. 

 

The rapid advancement and convergence of technologies have further complicated the 

landscape of privacy and data protection. While these innovations bring significant advantages, 

they also create challenges in balancing the individual’s right to privacy with the need for data 

usage. This tension underscores the necessity of robust data protection frameworks to reconcile 

these competing interests without infringing upon privacy rights. Therefore, a thorough 

analytical study on privacy and data protection in India is crucial to comprehending these 
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evolving dynamics and developing measures to uphold individual rights in the digital era. 

 

RIGHT TO PRIVACY AND ITS EVOLUTION: 

The debate over whether the right to privacy a fundamental right in India is or not has been 

ongoing for decades. This journey can be traced through several landmark judgments that have 

progressively shaped and defined this right: 

 

1. M.P. Sharma v. Satish Chandra4 

The Supreme Court first addressed whether the right to privacy is a fundamental right 

in this case. An eight-judge bench, deliberating on the issue of search and seizure, held 

that the power of search and seizure takes precedence over the right to privacy to ensure 

social security. The Court observed that since the Constitution's framers did not include 

such a right explicitly, there was no justification for its inclusion through strained 

interpretation. 

2. Kharak Singh v. State of UP5 

In this case, the constitutionality of certain provisions in the UP Police Regulations 

authorizing domiciliary visits and surveillance of individuals with criminal records was 

challenged before a seven-judge bench. The majority deemed these regulations 

unconstitutional and violative of Article 21. However, they also held that the right to 

privacy is not explicitly guaranteed as a fundamental right under the Constitution. 

Justice Subba Rao, in his dissenting opinion, equated personal liberty with privacy, 

emphasizing that the concept of liberty under Article 21 extends beyond mere freedom 

of movement to include freedom from intrusions into one’s private life. 

3. Govind v. State of Madhya Pradesh6 

Similar to the Kharak Singh case, this case involved the constitutional validity of certain 

Madhya Pradesh Police Regulations that allowed surveillance of individuals suspected 

of being habitual offenders. The Court upheld the validity of Regulations 855 and 856 

under reasonable restrictions while partially recognizing the right to privacy as a 

fundamental right. Justice Mathew noted that the right to privacy should be developed 

gradually through careful observation and judicial interpretation. 

                                                             
4 AIR 1954 SC 300. 
5 AIR 1963 SC 1295. 
6 AIR 1975 SC 1378.= 
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4. R. Rajagopal v. State of Tamil Nadu7 

This case examined the conflict between freedom of the press and the citizens' right to 

privacy. The Supreme Court held that the right to privacy is implicit in Article 21 and 

includes the "right to be let alone." It ruled that a citizen has the right to safeguard 

personal matters such as family, marriage, motherhood, procreation, childbearing, and 

education. Publishing such details without consent, whether true or not, constitutes a 

violation of privacy. 

5. People’s Union for Civil Liberties v. Union of India8 

The Court ruled that wiretapping infringes on an individual's right to privacy under 

Article 21 and should only be permitted in extreme cases, such as public emergencies. 

It also laid down specific guidelines for exercising surveillance powers to prevent 

abuse. 

6. Justice K.S. Puttaswamy (Retd.) v. Union of India9 

The Aadhaar scheme’s collection of biometric and demographic data was challenged in 

this landmark case. Justice K.S. Puttaswamy, a retired High Court judge, contended that 

such data collection violated his right to privacy under Article 21. A nine-judge bench 

unanimously declared that the right to privacy is a fundamental right. However, the 

Court clarified that this right is not absolute and is subject to reasonable restrictions. It 

emphasized that the right to privacy emanates from the right to life and personal liberty 

enshrined in Article 21. Justice Khanna remarked that human existence goes beyond 

mere animal survival; every individual deserves a dignified life, and privacy is integral 

to this dignity. 

 

CONCEPT OF PRIVACY: 

The concept of privacy and the right to privacy are complex and vary across contexts. Tom 

Gaiety10 defines the right to privacy as encompassing bodily integrity, inviolability, and 

personal identity, including marital privacy. Jude Cooley11 equates privacy to "the right to be 

let alone," emphasizing individual autonomy. Edward Shils12 describes privacy as a "zero 

relationship," where interaction or communication between individuals occurs only by choice.  

                                                             
7 AIR 1995 SC 264. 
8 1997 1 SCC 301. 
9 2017 10 SCC 1. 
10 Tom Gaiety, “Right to Privacy” Harvard Civil Rights Civil Liberties Law Review 233. 
11 Thomas M Cooley, A Treatise on the Law of Torts, 2nd edition, 1888. 
12 Edward Shils, “Privacy: Its Constitution and Vicissitudes”, Law and Contemp Problems, 1966. 
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Warren and Brandeis13 argue that the idea of privacy arises from the distinction between the 

"outer" and "inner" aspects of a person, allowing individuals to develop and maintain their true 

selves within a private sphere. Modern society acknowledges privacy as a fundamental concept, 

both legally and culturally, though its interpretation varies among legal systems, which 

emphasize different aspects. Privacy can be seen as a neutral relationship between individuals 

or groups, and it is considered a cultural and social condition aimed at fostering individual or 

collective self-realization. 

 

In India, the Constitution implicitly guarantees the right to privacy through provisions such as 

the right to freedom of speech and expression14, allowing individuals to freely express their 

views15. The right to life and personal liberty under Article 21 ensures that this liberty can only 

be restricted by law. These provisions collectively provide individuals and groups with a 

foundational right to privacy. Article 2116, with its broad interpretation, protects various aspects 

of personal liberty17, including secrecy18, autonomy, human dignity19, self-expression, limited 

communication, and restricted exposure. These facets contribute to privacy and have been 

recognized as fundamental rights, such as the right to life, liberty, freedom of movement, and 

speech under Article 1920. Furthermore, Article 2121 safeguards privacy while enhancing 

individual dignity, affirming an individual’s ability to control the dissemination and use of their 

personal information. In essence, privacy is an evolving concept that serves to uphold personal 

freedom, dignity, and autonomy within a legal and cultural framework. 

 

1. Women's Liberty and Privacy: 

The right to privacy encompasses not only protection against the misrepresentation of 

personal life but also the right to prevent unwarranted disclosure of private matters. This 

includes the dignity and autonomy of women. Even individuals with a perceived "easy 

virtue" are entitled to privacy22, emphasizing that modesty, self-respect, and personal 

choices must be respected. For instance, a woman’s decision regarding relationships or 

                                                             
13 Samuel Warren and Louis D. Brandeis, “The Right to Privacy”, Harvard Law Review, 1980. 
14 Article 19(1)(a) of the Constitution of India. 
15 Article 19(2) of the Constitution of India. 
16 Article 21 of the Constitution of India. 
17 Kharak Singh v. State of U.P, AIR 1963 SC 1295 & Govind v. State of M.P., AIR 1975 SC 1378. 
18 Allgeyer v. Louision, 165 U.S. 578, 1897. 
19 Maneka Gandhi v. Union of India, AIR 1978 SC 597. 
20 Article 19 of the Constitution of India. 
21 Article 21 of the Constitution of India. 
22 State of Maharashtra v. Madhuker Narayan Markikar, AIR 1991 SC 207. 
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marriage is her personal choice, deserving societal acknowledgment. Rape is a grave 

crime that not only violates a woman's privacy and integrity but also inflicts severe 

psychological and physical harm. It is an assault on the victim's entire personality and 

societal values23. The right to privacy is thus intertwined with human dignity, morality, 

and decency, serving as a safeguard for individuals against such violations. 

In Sareetha v. Venkata Subbaih24, the Andhra Pradesh High Court declared Section 9 

of the Hindu Marriage Act, which pertains to the restitution of conjugal rights, 

unconstitutional for violating Article 21. Conversely, in Harvinder Kaur v. Harmander 

Singh25, the Delhi High Court upheld the constitutionality of Section 9, emphasizing 

that marriage involves shared life experiences beyond sexual relations. The Supreme 

Court affirmed this view in Saroj Rani v. Sudarshan Kumar Chandha26, missing an 

opportunity to adapt marital laws to evolving societal norms. The Law Commission of 

India highlighted that the essence of marriage lies in shared joys and sorrows, requiring 

the right to privacy to be viewed in the context of family life. 

 

2. Press, E-Media, and Privacy: 

Freedom of the press, though not explicitly stated in Article 19 of the Indian 

Constitution, is inferred from it. In R. Rajagopal v. State of Tamil Nadu27, the Supreme 

Court allowed the publication of a life story based on public records without the subject's 

consent but emphasized that going beyond public records could infringe upon the 

subject's right to privacy. Article 19(2) enumerates the grounds for restricting freedom 

of expression, but privacy is not included among them. For instance, victims of crimes 

such as sexual assault or abduction should not face further indignity by having their 

identities published in the media.28  

While the freedom of speech and expression under Article 19(1)(a) allows authorities 

to seize materials deemed infringing, this may conflict with privacy rights29. Journalists 

and the media are expected to aid law enforcement in crime detection and justice 

delivery, yet withholding such information cannot be defended as a right to privacy. 

There is no dedicated legislation in India that directly protects against media intrusions 

                                                             
23 Rajinder v. State of H.P., 2009 16 SCC 69. 
24 AIR 1983 AP 346. 
25 AIR 1984 Del 66. 
26 AIR 1984 SC 1562. 
27 AIR 1995 SC 264. 
28 R. Rajagopal v. State of Tamil Nadu, AIR 1995 SC 264. 
29 State of Maharashtra v. Sangharaj Damodar Rupawate, 2010 7 SCC 398. 
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into privacy. 

E-media, encompassing television, radio, the internet, and electronic journalism, serves 

as a bridge between government policies and public concerns. In Destruction of Public 

& Private Properties v. State of Andhra Pradesh30, the Supreme Court underscored that 

media reporting must adhere to principles of neutrality, objectivity, and sensitivity, 

especially concerning crimes, protests, national security, and issues involving women 

and children. However, phenomena like the "casting couch" expose gaps in regulation 

and directly infringe on individual privacy. There is a pressing need for comprehensive 

guidelines to address such issues. 

 

3. Information Privacy: 

Information privacy concerns the collection, dissemination, and safeguarding of 

personal data. In Union of India v. Association of Democratic Reforms31, the Supreme 

Court recognized the right to information as intrinsic to democracy and flowing from 

Article 21. This right complements Article 19(1)(a) but has a broader scope. Similarly, 

in People’s Union for Civil Liberties v. Union of India32, the Court prioritized citizens' 

right to information over an individual's privacy when it serves the larger public interest. 

The question of a voter’s right to know about a candidate’s private life highlights the 

balance required between privacy and public interest. While privacy entails controlling 

the communication of personal information, it must coexist with the public's right to 

know, especially in democratic processes. Maintaining this balance is vital to fostering 

a healthy interplay between societal good and individual liberty. 

 

4. Health and Privacy: 

Privacy in the health sector involves safeguarding sensitive personal health information. 

While the right to life often supersedes privacy concerns, medical ethics require doctors 

to maintain patient confidentiality unless disclosure is necessary to prevent harm to 

others. In Mr. X v. Hospital Z33, the Supreme Court upheld that while doctor-patient 

relationships are confidential, revealing an individual's HIV-positive status to their 

prospective spouse's family was justified as it served a larger societal interest. The Court 

                                                             
30 AIR 2009 SC 2266. 
31 AIR 2002 SC 2112. 
32 AIR 2003 SC 2363. 
33 AIR 1999 SC 495. 
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ruled that such disclosure does not infringe upon the patient's rights. 

In Selvi v. State of Karnataka34, the Supreme Court examined involuntary narco-

analysis, lie- detection, and BEAP tests, ruling that these violate constitutional privacy 

protections. However, in cases where DNA tests are essential to ascertain the truth, 

courts may order medical examinations, albeit cautiously, to balance privacy with 

public interest. Thus, the interplay between individual rights and societal needs requires 

a balanced approach, ensuring harmony between constitutional guarantees and broader 

social welfare. 

 

5. Telephone Tapping and Privacy: 

Advancements in technology have significantly impacted the right to privacy, 

especially concerning personal correspondence. The issue of telephone tapping and the 

interception of communication has become a contentious topic, often used for political 

or investigative purposes. Provisions such as Section 5(2) of the Indian Post Office Act 

and Section 26(1) of the Indian Telegraph Act allow the central and state governments 

to intercept postal and telegraphic communications during public emergencies for 

public safety. 

In R.M. Malkani v. State of Maharashtra35, the Supreme Court held that law 

enforcement must not employ unlawful or irregular methods, as such practices imperil 

citizens' rights. The Court acknowledged that telephone tapping infringes on the rights 

to privacy and freedom of speech under Articles 21 and 19(1)(a) of the Indian 

Constitution. Similarly, in People’s Union for Civil Liberties v. Union of India36, the 

Supreme Court emphasized the right to hold private telephonic conversations without 

interference, describing it as an essential aspect of the right to privacy. The Court laid 

down guidelines for lawful interceptions, mandating a high-level review committee to 

ensure relevance and legality. However, instances of unauthorized phone tapping, such 

as the Neera Radia tape case, underscore the absence of rigorous oversight, leading to 

gross violations of democratic principles. 

The Supreme Court, in State of Maharashtra v. Bharat Shanti Lal Shah37, clarified that 

while interception constitutes an invasion of privacy, it can be justified if conducted 

                                                             
34 2010 8 SCC 633. 
35 AIR 1973 SC 157. 
36 AIR 1997 SC 568. 
37 2008 13 SCC 5. 
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under fair, just, and reasonable procedures established by law. This ensures a balance 

between individual rights and the state's interests in maintaining security and order. 

 

ANALYSIS OF PUTTASWAMY JUDGEMENT: 

The legal reasoning behind the verdict, the judges' interpretations of previous cases has its 

broader impact. In Justice K.S. Puttaswamy v. Union of India38, the Supreme Court ruled that 

the right to privacy is inherently protected under Article 21, forming a crucial part of personal 

liberty and the fundamental rights guaranteed in Part III of the Constitution. 

 

 JUSTICE D.Y. CHANDRACHUD 

Justice D.Y. Chandrachud, writing on behalf of himself and Justices J.S. Khehar, R.K. 

Agrawal, and Abdul Nazeer, critically examined the rulings in MP Sharma and Kharak 

Singh. He pointed out that the Kharak Singh judgment had incorrectly dismissed the 

right to privacy while simultaneously raising concerns about arbitrary surveillance. He 

highlighted inconsistencies in the ruling, particularly its failure to address the issue of 

unwarranted surveillance, and concluded that it should not be treated as a valid legal 

precedent. 

He also argued that MP Sharma, a case primarily focused on self-incrimination, did not 

sufficiently explore the concept of privacy and, therefore, could not be considered a 

binding precedent. Justice Chandrachud emphasized that privacy is a fundamental 

aspect of human dignity and personal freedom, forming a crucial part of the "golden 

triangle" of constitutional rights under Articles 14, 19, and 21. To explain his 

perspective, he used the analogy of a house: the bedroom represents the right to rest, the 

living room signifies personal space, and the study symbolizes the freedom to make 

private decisions. 

 

 JUSTICE S.A. BOBDE 

Justice S.A. Bobde viewed the right to privacy from a philosophical and natural law 

perspective. He believed that privacy is a fundamental right, inherently belonging to 

every individual, and deeply rooted in both natural law and common law traditions. He 

emphasized that privacy is not confined to any specific legal framework but is a 

universal human right, essential for maintaining dignity and personal freedom on a 

                                                             
38 2017 10 scc 1 
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global scale. 

 

 JUSTICE ROHINTON F. NARIMAN 

Justice Rohinton F. Nariman took a historical approach, referencing key dissenting 

opinions in cases like A.K. Gopalan v. State of Madras (1950), Kharak Singh (1962), 

and ADM Jabalpur v. Shivkant Shukla (1976). He pointed out that privacy rights must 

evolve in response to modern technological advancements, particularly in safeguarding 

personal data and information security. His perspective reinforced the idea that the 

Constitution must be interpreted in a way that adapts to contemporary challenges and 

the changing nature of privacy concerns. 

 

 JUSTICE A.K. SAPRE 

Justice A.K. Sapre firmly linked privacy to human dignity, which he described as the 

foundation of the Indian Constitution. He saw privacy as an extension of the 

fundamental values of liberty, equality, and fraternity, as outlined in the Preamble. 

While he acknowledged the necessity of protecting individual privacy, he also 

emphasized that reasonable restrictions are needed to ensure a fair balance between 

personal rights and the broader interests of society and the state. 

 

 JUSTICE S.K. KAUL 

Justice S.K. Kaul focused on the growing risks to privacy posed by digital technology 

and non- state actors. He highlighted the importance of protecting personal autonomy 

and individual identity, particularly regarding sexual orientation, referencing the 

Supriyo Chakraborty case. His opinion stressed the urgent need for strong legal 

protections against modern privacy threats, ensuring that laws keep pace with evolving 

digital challenges. 

 

DATA PROTECTION LAWS IN INDIA: 

Data protection refers to a framework of privacy laws, policies, and procedures aimed at 

minimizing invasions of individual privacy caused by the collection, storage, and 

dissemination of personal data. Personal data includes information that can identify an 

individual, whether collected by private entities, organizations, or government agencies. 

Currently, India lacks a dedicated law for data protection. However, the Information 
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Technology (IT) Act, 2000, and the Information Technology (Reasonable Security 

Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011, 

address certain aspects of data protection and privacy. Additionally, Article 21 of the Indian 

Constitution provides implicit protection for personal data. The IT Act primarily deals with 

compensation and penalties for misuse or unauthorized disclosure of personal data. 

 Section 3039: Section 30 of the Information Technology Act, 2000 mandates certifying 

authorities to adhere to safety protocols in order to ensure the privacy and 

confidentiality of electronic signatures. This provision emphasizes maintaining the 

integrity and security of electronic signatures in digital transactions. 

 Section 4340: Section 43 of the IT Act provides compensation for unlawful access to an 

individual’s personal and private data. It considers the intrusion into one’s computer or 

computer system as an offense that entitles the concerned person to receive 

compensation. Several clauses of this section were amended by the IT Amendment Act 

(ITAA) 2008, including clause (a), clause (i), clause (j), and explanation (v), 

strengthening the legal framework for data protection. 

 Section 43A41: Section 43A was introduced by the IT Amendment Act of 2008, and it 

holds entities accountable for negligence in protecting sensitive personal data. If an 

entity possessing, distributing, or managing sensitive data fails to apply adequate 

security measures, leading to unfair loss or benefit, it is liable to pay compensation to 

the affected individuals. This provision specifically addresses the failure of data 

handlers in safeguarding personal information. 

 Section 6642: Section 66 of the Information Technology Act, 2000 addresses the 

protection of sensitive personal information stored within computer systems. It 

criminalizes the intentional decrease in the value of data stored on a computer resource, 

with penalties including imprisonment of up to three years. For instance, if a hacker 

accesses a computer system and transfers sensitive personal data to a competitor, 

resulting in a loss of value or business importance, it is considered an infringement of 

privacy. 

 Section 6943: Section 69 of the IT Act provides exceptions to privacy protection. It 

allows authorized government personnel to direct the interception, monitoring, or 

                                                             
39 Section 30 of the Information Technology Act, 2000. 
40 Section 43 of the Information Technology Act, 2000. 
41 Section 43A of the Information Technology Act and the Amendment Act, 2008. 
42 Section 66 of the Information Technology Act, 000. 
43 Section 69 of the Information Technology Act, 2000. 
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decryption of information stored, transmitted, or received through computer resources. 

Such actions can be justified in the interest of India's sovereignty, integrity, state 

security, public order, defense, or relations with foreign states, as well as for preventing 

or investigating cognizable offenses related to these interests. 

 Section 7244: Section 72 of the IT Act deals with violations of confidentiality and 

privacy. It makes it an offense for a government official to disclose or transfer digital 

information or data obtained in the course of their duties. The section applies to 

individuals authorized under the Act, including police officers, certification authorities, 

and other officials approved by specific regulations. However, its implementation is 

limited to these authorized personnel, ensuring control over the handling of sensitive 

information by trusted government officials. 

 Section 72A45: Under Section 72A, intentional and knowing disclosure of personal 

information without the individual's consent and in violation of a lawful contract is 

punishable with imprisonment of up to three years, a fine of up to five lakh rupees, or 

both. The IT Rules, 2011, focus on safeguarding sensitive personal information, 

including passwords, sexual orientation, financial details, and more. They also mandate 

corporate entities to publish an online privacy policy. 

 

Despite its provisions, the IT Act has limited scope and applicability in data protection. It does 

not specify a regulatory authority for overseeing data protection and lacks stringent penalties 

for data breaches beyond Section 72A. Consequently, it falls short in acting as a deterrent 

against violations. 

 

Following the landmark Supreme Court judgment in the case of Justice K.S. Puttaswamy, which 

recognized the right to privacy as a fundamental right, a committee led by Retired Justice B.N. 

Srikrishna was formed to draft comprehensive data protection legislation. This resulted in the 

introduction of the Personal Data Protection Bill, 2019, which is heavily influenced by the 

European Union's General Data Protection Regulation (GDPR). 

 

The Bill aims to enhance individuals' rights concerning their data, regulate the flow and usage 

of personal information, and foster trust between data processors and individuals. It introduces 

                                                             
44 Section 72 of the Information Technology Act,2000. 
45 Section 72A of the Information Technology Act and the Amendment Act, 2008. 
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norms for social media intermediaries, imposes substantial penalties for unauthorized data 

processing, and establishes a central data protection authority to address privacy-related issues. 

Referred to a Joint Parliamentary Committee (JPC) in December 2019 for further 

recommendations, the Bill, if enacted, will become India's first comprehensive legislation 

on personal data protection, marking a significant step in safeguarding digital privacy. 

 

RIGHT TO PRIVACY IN INDIAN CONSTITUTION: 

While the Indian Constitution does not explicitly mention the Fundamental Right to Privacy, 

judicial interpretations have recognized it under Part III of the Constitution. The following 

provisions are considered relevant to the right to privacy: 

 Article 19: Freedom of Speech and Expression 

Article 19(1)(a) of the Constitution guarantees all citizens the right to freedom of speech 

and expression. However, this right is subject to reasonable restrictions as outlined in 

Article 19(2). These restrictions allow the state to impose limitations on the exercise of 

this right in the interests of national sovereignty, security, friendly relations with foreign 

countries, public order, decency, or morality46. This provision acknowledges that 

privacy can be an important aspect of freedom of expression. 

 Article 21: Right to Life and Personal Liberty 

Article 21 of the Indian Constitution grants both citizens and non-citizens the right to 

life and personal liberty. Although the right to privacy is not explicitly mentioned in 

this article, the Supreme Court has interpreted it to include the right to privacy. Article 

21 states: “No person shall be deprived of his life or personal liberty except according 

to the procedure established by law.”47 This article is fundamental to safeguarding the 

freedom of individuals in India. The phrase "procedure established by law" has been a 

subject of extensive judicial interpretation, with the Indian judiciary emphasizing the 

need for such procedures to be just, fair, and reasonable, like the due process clause in 

the U.S. Constitution's Fifth Amendment. 

 

CONCEPT OF DATA PROTECTION: 

The Information Technology Act, which entered into force in 2000, is the sole legislation 

dealing with the most important areas of data protection, albeit not all of them in their entirety. 

                                                             
46 HM Seervai, The Constitutional Law in India: A Critical Commentary, Central book publication, 2003. 
47 JN Pandey, Constitutional Law of India, Central Law Agency, 2007. 
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The Information Technology (Amendment) Act, of 2008, was the Indian Parliament’s first 

legislation that enacted explicit provisions about data protection. 

 

According to Section 2(1)(o) of the Act, “Data” means any form of representation of 

information, knowledge, facts, concepts, or instructions that have been or are being compiled 

in an organized form for processing in a computer system or network. This data can take many 

forms, including computer printouts, magnetic or optical data storage media, punched cards, 

punched tapes, or as memory stored internally within a computer. Still, the Act doesn’t define 

“personal data,” so its “data” is more applicable within the context of cybercrime. Moreover, 

the IT Act lays down definitions of some of the important terms to do with the protection of 

data such as access48, computer49, computer network50, computer resource51, computer 

system52, computer database, electronic form, electronic record, information, intermediary, 

secure system, and security procedure. The most important underlying aim of such provisions 

is not to allow third parties to disseminate such information on the part of the one who has 

received secured access thereto. 

 

In addition, “third-party information” means any information dealt with by an intermediary 

while acting as an intermediary, and it would also not be out of place to interpret this restriction 

to include data and communication. Section 79 of the Act provides that an intermediary is not 

responsible for any third-party information, data, or communication link that they make 

available or host except as provided in subsection (2). The “personal data” In question is not 

part of the definitions provided in the IT Act. Additionally, the term “data” is defined in a 

cybercrime context. The term data protection refers to the application of the technical safeguard 

framework to manage data, without the risk of unintentional, unforeseen, malicious, or 

unauthorized exploitation of the information. 

 

CIVIL LIABILITY REGARDING DATA PROTECTION: 

As a part of the civil liability regime, the Information Technology (Amendment) Act, 2008, 

includes liability provisions for offenses that involve illegitimate computer database, digital 

copying, extraction, unauthorized downloading and privacy infringement. Section 43 outlines 

                                                             
48 Section 2(1)(a) of Information Technology Act 2008. 
49 Section 2(1)(i) of Information Technology Act 2008. 
50 Section 2(1)(j) of Information Technology Act 2008. 
51 Section 2(1)(k) of Information Technology Act 2008. 
52 Section 2(1)(l) of Information Technology Act 2008. 
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the liabilities concerning a number of infractions on the cyber law, including the following: 

(a) The execution of any matrix including a computer, computer system, network or 

resources without permission. 

(b) Copying, downloading and extracting any data from databases or other stored 

information without due authorization; Introduction of computer viruses or other 

computer contaminants into computer systems or networks. 

(c) Transmission of data, programs, or other information within a computer system or 

network without authorization. 

(d) Interference and disruption of computer databases, spamming, and other activities 

about cybercrime; 

(e) Denial of Services (DoS) attacks, stealing sensitive data, committing fraud, forgeries, 

and other forms of theft 

(f) Assumed identity and taking away sensitive information including passwords and other 

authentic logins. 

(g) Altering, deleting, and destroying information or any data, files. 

 

This clause allows any person to claim damages from a third party who did not manage the 

computer systems It, in effect, indemnifies a person from the disclosure, alteration, or 

destruction of his personal information by other people. This section can be used both by those 

in control of personal data and by other natural persons whose data is being processed, although 

the bases for their compensation may vary. Moreover, this provision also stipulates that every 

infringement of data accessed without permission is deemed to be a civil wrong. 

 

CRIMINAL LIABILITY AND DATA PROTECTION: 

The Information Technology (Amendment) Act, of 2008 set forth legal responsibility for 

computer database theft and privacy breaches, amongst other liabilities. A far-reaching 

enhancement of Chapter XI, particularly Sections 65 – 74, which cover certain cybercrimes is 

also a part of this Amendment. Unauthorized alteration of computer source documents, 

fraudulent or dishonest conduct as prescribed under Section 43, knowingly sending abusive 

messages through any communication service, wilfully receiving stolen computer or 

communication equipment forgery, identity fraud, computer resource impersonation, invasion 

of privacy, cyber war, and the electronic transmission of obscene materials, including that of a 

child, constitute these offenses. 
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Unauthorized interception, monitoring, or decryption of information via a computer resource, 

limiting public access to information, and wilful or knowing noncompliance with a controller's 

order are among the offenses listed in Section 43, Subsection (1), and relevant laws. 

Additionally, it covers intermediaries who violate Section 69B(2) by refusing to help 

government-authorized agencies monitor and collect data on cyber traffic, unauthorized access 

that affects critical information infrastructure, misrepresenting or suppressing material facts 

from the Controller or Certifying Authority, breaches of confidentiality and privacy, unlawful 

disclosure of information, and fraudulent issuance of electronic signature certificates. Aside 

from the IT Act, which gives authorities extensive authority to monitor and gather traffic data— 

possibly including other forms of data—India does not have any specific data protection laws. 

 

CONCLUSION: 

Privacy is a fundamental human right, and computer systems hold vast amounts of sensitive 

information. Chapters IX and XI of the Information Technology Act detail the responsibilities 

for breaches of data confidentiality and privacy, which include unauthorized access to 

computers, systems, networks, or resources, as well as unauthorized alteration, deletion, 

modification, destruction, duplication, or transmission of data and databases. This protected 

data can encompass financial information, health records, business proposals, intellectual 

property, and other sensitive details. 

 

In today’s digital age, however, information about individuals can be accessed from virtually 

anywhere at any time, creating significant risks to private and confidential data. Globalization 

has sped up the adoption of technology around the world, leading various countries to create 

legal frameworks like the UK’s Data Protection Act (DPA) 1998 and the USA’s Electronic 

Communications Privacy Act (ECPA) 1986. Furthermore, the U.S. has implemented specific 

privacy laws aimed at safeguarding student education records, children’s online privacy, 

individuals’ medical information, and private financial data. In both the UK and the U.S., self-

regulatory initiatives have played a role in enhancing privacy protections. 

 

While the right to privacy is acknowledged in the Constitution, its interpretation and 

development largely rely on judicial decisions. In our interconnected world, preventing 

unauthorized sharing of information is becoming increasingly challenging without imposing 

very strict measures. Although the Information Technology (Amendment) Act, of 2008 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 1 | Feb 2025        ISSN: 2581-8503 

  

addresses data protection and privacy, it does so in a limited way. The Act must establish clear 

standards for the collection, use, and protection of personal data, as well as the right to privacy. 

In summary, the IT Act falls short in providing sufficient data protection, underscoring the 

urgent need for separate legislation that strikes a balance between personal freedom and privacy 

rights. 
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