INTERNATIONAL LAW
JOURNAL

WHITE BLACK
LEGAL LAW
JOURNAL

ISSN: 258I-

- 8503

Peer - Reviewed ¢ Refereed Journal

The Law Journal strives to provide a platform for discussion of
International as well as National Developments in the Field of
Law.

WWW. WHITEBLACKLEGAL.CO.IN



http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 3 | Jan 2026 ISSN: 2581-8503

DISCLAIMER

No part of this publication may be reproduced, stored, transmitted, translated, or distributed in
any form or by any means—whether electronic, mechanical, photocopying, recording,
scanning, or otherwise—without the prior written permission of the Editor-in-Chief of White

Black Legal — The Law Journal.

All copyrights in the articles published in this journal vest with White Black Legal — The Law
Journal, unless otherwise expressly stated. Authors are solely responsible for the originality,

authenticity, accuracy, and legality of the content submitted and published.

The views, opinions, interpretations, and conclusions expressed in the articles are exclusively
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consequences arising from the use, interpretation, or reliance upon the information contained

in this publication.

The content published in this journal is intended solely for academic and informational
purposes and shall not be construed as legal advice, professional advice, or legal opinion. White
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ABOUT WHITE BLACK LEGAL

White Black Legal — The Law Journal is an open-access, peer-reviewed, and refereed legal
journal established to provide a scholarly platform for the examination and discussion of
contemporary legal issues. The journal is dedicated to encouraging rigorous legal research,

critical analysis, and informed academic discourse across diverse fields of law.

The journal invites contributions from law students, researchers, academicians, legal
practitioners, and policy scholars. By facilitating engagement between emerging scholars and
experienced legal professionals, White Black Legal seeks to bridge theoretical legal research
with practical, institutional, and societal perspectives.

In a rapidly evolving social, economic, and technological environment, the journal endeavours
to examine the changing role of law and its impact on governance, justice systems, and society.
White Black Legal remains committed to academic integrity, ethical research practices, and the

dissemination of accessible legal scholarship to a global readership.
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AIM & SCOPE

The aim of White Black Legal — The Law Journal is to promote excellence in legal research
and to provide a credible academic forum for the analysis, discussion, and advancement of
contemporary legal issues. The journal encourages original, analytical, and well-researched

contributions that add substantive value to legal scholarship.

The journal publishes scholarly works examining doctrinal, theoretical, empirical, and
interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal
professionals, researchers, scholars, and students who demonstrate intellectual rigour,

analytical clarity, and relevance to current legal and policy developments.

The scope of the journal includes, but is not limited to:
e Constitutional and Administrative Law
e Criminal Law and Criminal Justice
e Corporate, Commercial, and Business Laws
e Intellectual Property and Technology Law
e International Law and Human Rights
e Environmental and Sustainable Development Law
e Cyber Law, Artificial Intelligence, and Emerging Technologies

e Family Law, Labour Law, and Social Justice Studies

The journal accepts original research articles, case comments, legislative and policy analyses,
book reviews, and interdisciplinary studies addressing legal issues at national and international
levels. All submissions are subject to a rigorous double-blind peer-review process to ensure

academic quality, originality, and relevance.

Through its publications, White Black Legal — The Law Journal seeks to foster critical legal
thinking and contribute to the development of law as an instrument of justice, governance, and
social progress, while expressly disclaiming responsibility for the application or misuse of

published content.
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“SAFEGUARDING THE DIGITAL MARKETPLACE: A
COMPREHENSIVE ANALYSIS OF CYBERSECURITY
CHALLENGES AND SOLUTIONS IN E-COMMERCE”

AUTHORED BY - ANJITHA UNNITHAN
Assistant Professor
MKPM RV Institute of Legal Studies, Bengaluru.

ABSTRACT

With the advent of technology and its advancement, E-commerce has gained traction and thus
become an integral part of our lives. The deceptive arrival of E-commerce has been a
transformative phenomenon, reshaping the day-to-day activities of people, the operation of
business, and the functions of the economy. With the popularization of E-commerce, electronic
transactions have also raised significantly. However, this popularized digital landscape has also
attracted the attention of cyber criminals, leading to a significant increase in cyber threats and
many other fraudulent activities. This paper provides an overview of cyber security concerns

and fraud prevention in the realm of e-commerce.

Cyber security aims to protect individuals from these cybercrimes by ensuring their safety
while protecting their data. Also, it involves protecting individuals' information by preventing,
responding to, and detecting cyber threats and attacks. Cyber security measures include
ensuring the confidentiality and availability of sensitive and personal data exchanged during
E- transactions. Cyber security plays a vital role in the practical and smooth functioning of e-
commerce. Cyber security helps e-commerce by protecting customer data, assuring secure
transactions, maintaining the availability of the platform, and preventing cyber and malware
attacks. Various strategies like encryption, authentication protocols, and robust firewalls are
employed to baffle cyber-attacks. To prevent unauthorized access, biometric verification, and
two-factor authentications are implemented. Regular security audits and vulnerability
assessments enhance and strengthen the resilience of e-commerce platforms in the face of

emerging risks.

Fraud prevention in e-commerce mainly refers to the set of techniques, strategies, and measures
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implemented to detect, deter, and mitigate fraudulent activities during online interactions and
transactions. The fraud prevention mechanism plays a significant role in safeguarding and
protecting e-commerce platforms and their users. Fraud prevention helps maintain customer
trust, protecting customer information and data and safeguarding the integrity of electronic
transactions. The main goal is to preserve the e-commerce platforms and their customers from
these fraudulent activities and thus ensuring the integrity of the online businesses and
maintaining trust among its customers. Fraudulent actions in e- commerce include payment
fraud, unauthorized transactions, hacking, identity theft, account hijacking, account takeovers,
phishing, spoofing, etc. Fraud prevention in e-commerce is an evolving effort to fight against
fraudsters as they continuously adapt their tactics to exploit vulnerabilities. A comprehensive
fraud prevention strategy must be implemented to create a secure and trustworthy online
marketplace.

INTRODUCTION

“Data is the lifeblood of the modern global economy.” Digital trade and cross-border data flows

are expected to continue to grow faster than the overall rate of global trade. Data has emerged
as the backbone of the contemporary digital economy, driving innovation, trade, and economic
growth. The rapid expansion of e-commerce has revolutionised the manner in which goods and
services are exchanged, enabling seamless transactions across geographical boundaries.
However, the reliance on digital infrastructure has also rendered e-commerce ecosystems
vulnerable to cyber threats that jeopardise consumer privacy, financial security, and business
continuity. Cybercrime has evolved in sophistication and scale, posing serious challenges to
the safe functioning of online marketplaces.

In this context, cybersecurity has become a critical concern for governments, businesses, and
consumers alike. Ensuring the confidentiality, integrity, and availability of data is fundamental
to sustaining trust in digital transactions. Despite technological advancements, legal
frameworks have struggled to keep pace with the rapidly changing cyber threat landscape. This
paper seeks to examine the intersection of cybersecurity and e-commerce from a legal
perspective, with particular emphasis on the adequacy of existing regulatory mechanisms in

India.

The objectives of this study are: (i) To examine the nature and scope of cybersecurity

challenges in e-commerce; (ii) To analyze major cyber threats affecting digital marketplaces;
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(iii) To evaluate the role of cybersecurity technologies in facilitating secure e-commerce; (iv)
To critically assess the Indian legal framework governing cybersecurity and e-commerce; and

(v) To suggest legal and policy reforms for strengthening cybersecurity in e-commerce.

E-COMMERCE AND CYBER SECURITY

E-commerce refers to the buying and selling of goods and services through electronic networks,
primarily the internet. The digital nature of e-commerce necessitates robust cybersecurity
measures to protect sensitive information such as personal data, financial credentials, and
transactional records. Cybersecurity encompasses a range of practices, technologies, and
processes designed to protect computer systems and networks from unauthorised access,

damage, or disruption.

CYBERSECURITY THREATS IN E-COMMERCE AND THEIR LEGAL
IMPLICATIONS

E-commerce platforms face diverse cyber threats that undermine their operational integrity and
consumer confidence. Malware attacks enable unauthorized access to systems and data, while
ransomware encrypts critical information and demands payment for its release. Phishing and
spoofing attacks deceive users into disclosing confidential information, leading to financial
fraud and identity theft. Insider threats arising from authorized users further complicate
cybersecurity enforcement. Distributed Denial of Service (DDoS) attacks disrupt online

services, causing significant financial and reputational losses.*

The rapid expansion of e-commerce has significantly increased exposure to cyber-security
threats that directly impact consumer rights, data protection, and transactional integrity. These
threats not only cause financial and reputational harm but also raise serious questions of legal
liability under the Information Technology Act, 2000. A brief analysis of the major cyber-
security threats affecting e-commerce platforms, along with their legal implications, is
presented below.

Malware constitutes one of the most prevalent cyber threats in the e-commerce ecosystem. It
refers to malicious software designed to infiltrate systems, extract sensitive data, disrupt

operations, or gain unauthorised control over digital infrastructure. In the context of e-

1 Jerry Kang, Information Privacy in Cyberspace Transactions. 50 Stan. L. Rev. 1193 1997-1998.
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commerce, malware attacks often result in data breaches involving personal and financial
information of consumers. Such unauthorised access and damage to computer systems attract
civil liability under Section 43 of the Information Technology Act, 2000, and criminal liability
under Section 66 when the acts are committed dishonestly or fraudulently. E-commerce entities
that fail to implement reasonable security practices may also be held accountable for

negligence.

Ransomware represents a more sophisticated form of malware wherein critical data is
encrypted and rendered inaccessible unless a ransom is paid. Ransomware attacks severely
disrupt business continuity and compromise consumer data. From a legal standpoint, these
attacks involve unauthorised access, data manipulation, and extortion, thereby invoking
Sections 43, 65, and 66 of the Information Technology Act, 2000. Additionally, the failure of
an e-commerce platform to maintain adequate backup and recovery mechanisms may raise

questions regarding compliance with due diligence obligations.

Phishing and related social engineering attacks pose a substantial risk to consumers engaging
in online transactions. These attacks involve deceptive communications that induce users to
disclose confidential information such as login credentials, banking details, or one-time
passwords. Phishing-related fraud results in identity theft and unauthorised transactions,
causing direct consumer harm. Legally, such acts constitute cheating by personation using
computer resources and fall within the ambit of Sections 66C and 66D of the Information
Technology Act, 2000. ?Where intermediaries fail to adopt reasonable safeguards or respond

promptly to reported incidents, issues of intermediary liability under Section 79 may arise.

Insider threats constitute another significant challenge to e-commerce security. These threats
originate from employees, contractors, or authorised personnel who misuse access privileges
either intentionally or negligently. Insider-related data breaches undermine consumer trust and
expose platforms to legal consequences for failure to protect sensitive data. Breaches of
confidentiality arising from insider actions attract liability under Section 72A of the
Information Technology Act, 2000, particularly where personal information is disclosed

without consent in breach of lawful contracts.

Distributed Denial of Service (DDoS) attacks target the availability of e-commerce platforms

by overwhelming servers with excessive traffic, thereby rendering services inaccessible. Such
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attacks disrupt business operations, cause financial losses, and impair consumer access to
digital marketplaces. From a legal perspective, DDoS attacks amount to unauthorised
disruption of computer systems and attract liability under Sections 43 and 66 of the Information
Technology Act, 2000. E-commerce platforms are expected to implement adequate preventive

measures to ensure service continuity and mitigate such risks.?

The foregoing analysis demonstrates that cyber-security threats in e-commerce are not merely
technical concerns but raise substantive legal issues relating to liability, due diligence, and
consumer protection. Addressing these threats requires a coordinated approach that integrates

technological safeguards with a robust legal compliance framework.

To mitigate cyber risks, e-commerce platforms employ various cybersecurity techniques,
including encryption protocols such as SSL and TLS, multi-factor authentication, firewalls,
regular security updates, and secure backup systems. ldentity and Access Management (IAM),
security awareness training, and threat detection mechanisms such as SIEM and EDR play a
vital role in preventing and responding to cyber incidents. These measures collectively enhance

the resilience of digital marketplaces against evolving cyber threats.

LEGAL FRAMEWORK GOVERNING CYBERSECURITY IN INDIA

The Information Technology Act, 2000 forms the cornerstone of India’s cybersecurity and e-
commerce regulation. Sections 43 and 66 impose civil and criminal liability for unauthorised
access and data damage, while Section 72A addresses breaches of confidentiality and privacy.
Section 79 outlines intermediary liability and mandates due diligence by e-commerce
platforms. Despite these provisions, enforcement challenges and the absence of a
comprehensive data protection law have limited the effectiveness of the existing framework.
The evolving nature of cyber threats necessitates continuous legislative reform and stronger
regulatory oversight.

REGULATORY GAPS AND CHALLENGES
The current legal regime suffers from fragmented regulation, limited enforcement capacity, and
inadequate consumer awareness. Privacy policies and standard-form contracts often operate

unilaterally, offering limited bargaining power to users.

2 Julie E Cohen, Cyberspace as/and Space, Colum. L. 1, Vol. 107
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The lack of harmonisation with global data protection standards further exacerbates compliance

challenges for cross-border e-commerce transactions.

RECOMMENDATIONS

The study recommends strengthening the cybersecurity legal framework through
comprehensive data protection legislation, clearer liability standards for intermediaries,
mandatory cybersecurity audits, and enhanced regulatory coordination. Greater emphasis on
consumer rights, transparency in privacy policies, and cybersecurity awareness is essential to

foster trust in digital commerce.

CONCLUSION

A vital component of our digital life is cyber security. It entails guarding against unwanted
access, theft and damage to networks, computer systems, and sensitive data. The hazards and
concerns connected with cyber-attacks have risen along with society’s growing reliance on
technology and the internet. These attacks can come in a variety of shapes such as malware,
phishing, hacking, and ransomware that can seriously harm people, companies and even
countries. Technology based tools, governmental regulations, and operational processed all go
into effective cyber security safeguards. Firewalls, antivirus software, encryption, routine
backups, and personnel training are few examples. Cyber security incidents involving attacks,
research supports the most effective defense is a computer literate user. Many people connected
to the networks are beginning to worry cybercrimes, especially because of their concern for e-
commerce technologies. Integrity, Authenticity, and Authorization the IT Act 2000 has to be
amended to seek protection from cyber terrorists and privacy invaders, while maintaining the
availability of privacy and restricting access in escalating order to safeguard e-commerce's

existing success to save money.

Additionally, it is crucial to keep abreast of the most recent threats and vulnerabilities and to
continually monitor and assess how well security solutions are working. Numerous hazards,
including software and data manipulation, as well as manipulation of the transmission process
or of the communication partner, put the transaction process in danger. Data is encrypted so
that no one can decipher it without the appropriate key. The digital signature is a key component
in accomplishing safe financial transactions online. An intriguing and unresolved issue is

liability in the event of loss due to internet fraud. This paper concludes that although human
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behaviour, human aspirations, and psychological predispositions still represent a risk and are

vulnerable to change via education, technology can assist mitigate the impacts of cyber-attacks.

The basic principle on which contracts are entered is the principle of mutual acceptance,
whereby parties enter into an agreement” only after the terms and conditions are drafted and in
accordance with and safeguarding the interest of both parties. The parties can choose to decline
or give their assent to such conditions which they may find to be violated or something which
could potentially be detrimental to their interests in the future, however the alarming reality is
that something as fundamental and crucial as a privacy policy which is quintessential for the
protection of an individual in cyber space has become a purely one sided document which

needs to be undisputedly accepted in order to avail services or access websites or data.

The way companies are proceeding to make their privacy policies increasingly unilateral as
well as fool proof against any kind of liability to safeguard them from all spheres of litigation
in cases of violation of basic rights of people are a cause for concern. The problem does not
limit itself to only privacy policies, today there in an increasing trend whereby companies are
enforcing unilateral contracts which have no space for disputing any of the terms and conditions

laid out in that document for transactions executed online.
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