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ABOUT WHITE BLACK LEGAL

White Black Legal — The Law Journal is an open-access, peer-reviewed, and refereed legal
journal established to provide a scholarly platform for the examination and discussion of
contemporary legal issues. The journal is dedicated to encouraging rigorous legal research,

critical analysis, and informed academic discourse across diverse fields of law.

The journal invites contributions from law students, researchers, academicians, legal
practitioners, and policy scholars. By facilitating engagement between emerging scholars and
experienced legal professionals, White Black Legal seeks to bridge theoretical legal research
with practical, institutional, and societal perspectives.

In a rapidly evolving social, economic, and technological environment, the journal
endeavours to examine the changing role of law and its impact on governance, justice
systems, and society. White Black Legal remains committed to academic integrity, ethical
research practices, and the dissemination of accessible legal scholarship to a global

readership.
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AIM & SCOPE

The aim of White Black Legal — The Law Journal is to promote excellence in legal research
and to provide a credible academic forum for the analysis, discussion, and advancement of
contemporary legal issues. The journal encourages original, analytical, and well-researched

contributions that add substantive value to legal scholarship.

The journal publishes scholarly works examining doctrinal, theoretical, empirical, and
interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal
professionals, researchers, scholars, and students who demonstrate intellectual rigour,

analytical clarity, and relevance to current legal and policy developments.

The scope of the journal includes, but is not limited to:
e Constitutional and Administrative Law
e Criminal Law and Criminal Justice
e Corporate, Commercial, and Business Laws
e Intellectual Property and Technology Law
e International Law and Human Rights
e Environmental and Sustainable Development Law
e Cyber Law, Artificial Intelligence, and Emerging Technologies

e Family Law, Labour Law, and Social Justice Studies

The journal accepts original research articles, case comments, legislative and policy analyses,
book reviews, and interdisciplinary studies addressing legal issues at national and
international levels. All submissions are subject to a rigorous double-blind peer-review

process to ensure academic quality, originality, and relevance.

Through its publications, White Black Legal — The Law Journal seeks to foster critical legal
thinking and contribute to the development of law as an instrument of justice, governance,
and social progress, while expressly disclaiming responsibility for the application or misuse

of published content.
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ABSTRACT

Artificial Intelligence (Al) has rapidly evolved from an experimental technological concept
into an essential component of modern governance, finance, commerce, and communication.
Its integration into various sectors has enhanced efficiency, productivity, and decision-
making capabilities. However, the increasing reliance on Al technologies has also created
new opportunities for misuse, particularly in the context of illicit business activities. These
developments raise complex legal concerns regarding the attribution of criminal liability

when Al systems are used to facilitate unlawful conduct.

This study critically examines the relationship between Artificial Intelligence and criminal
liability, with particular focus on the challenges that arise when Al-enabled technologies
participate in criminal activities. Traditional criminal law principles such as mens rea (guilty
intent) and actus reus (guilty act) are based on human behavior and conscious intent. When
Al systems operate autonomously or semi-autonomously, the application of these principles
becomes increasingly difficult. Determining whether liability should rest with developers,
programmers, users, corporations, or multiple stakeholders presents a significant legal

challenge.

The study further evaluates the adequacy of existing legal frameworks, particularly the Indian
Penal Code, 1860, and the Information Technology Act, 2000, in addressing Al-enabled
crimes. It identifies major concerns such as regulatory gaps, jurisdictional limitations, and
enforcement challenges arising from the global and decentralized nature of Al technologies.

The research also reviews international regulatory approaches and ethical frameworks
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developed by global organizations to understand emerging best practices.

The findings indicate that current legal systems are not fully equipped to address the unique
complexities associated with Al-driven criminal conduct. The study therefore emphasizes the
necessity of adopting forward-looking legal reforms, strengthening regulatory oversight, and
developing comprehensive accountability frameworks. Ultimately, the research highlights the
importance of balancing technological innovation with legal responsibility to ensure that Al
technologies are used responsibly and in accordance with principles of justice and public

safety.

1. INTRODUCTION?

Artificial Intelligence has emerged as one of the most transformative technological
developments of the twenty-first century. By enabling machines to perform tasks traditionally
associated with human intelligence—such as reasoning, pattern recognition, and decision-
making—Al has significantly altered economic structures and social interactions. Industries
such as finance, healthcare, transportation, education, and law enforcement increasingly rely

on Al-driven systems to improve operational efficiency and enhance predictive capabilities.

Despite its numerous benefits, Artificial Intelligence has also introduced new risks. The same
technological capabilities that enhance productivity can be misused to facilitate illicit
business activities, including cyber fraud, identity theft, algorithmic manipulation, and digital
impersonation. These developments have created a pressing need for legal systems to

reassess existing doctrines governing criminal liability.

Traditional criminal law frameworks were developed to regulate human conduct. Liability
was typically assigned based on clear identification of a human offender who possessed
criminal intent and committed a wrongful act. However, Al systems complicate this model by
introducing automated processes capable of acting without direct human intervention. As a
result, the process of determining criminal responsibility becomes increasingly complex

when unlawful outcomes are produced by intelligent systems operating independently.

The central issue addressed in this research is the ambiguity surrounding the attribution of

2 Cybercrime and digital forensics by Thomas J.Holt
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criminal liability in cases involving Al-driven illicit activities. Multiple stakeholders—
including developers, programmers, users, and corporate entities—may contribute to the
operation of Al systems. When harm occurs, identifying the responsible party becomes a
complicated legal exercise. This layered involvement challenges traditional legal doctrines

and exposes significant gaps within existing frameworks.

Furthermore, the global nature of digital technologies introduces jurisdictional challenges.
Al-enabled crimes frequently cross national boundaries, making enforcement difficult and
raising questions about applicable law. The absence of universally accepted regulatory

standards further complicates legal responses to Al-driven offenses.

This study therefore seeks to examine the extent to which existing legal frameworks can
effectively address Al-related criminal activities. It also explores potential reforms aimed at
improving accountability, strengthening enforcement mechanisms, and ensuring that

technological advancements do not undermine legal order or public trust.

2. LITERATURE REVIEW

Academic and policy discussions concerning Artificial Intelligence increasingly focus on the
legal implications of its misuse, particularly in relation to criminal liability. Existing literature
demonstrates that Al technologies have significantly transformed the manner in which
unlawful activities are conducted. Through automation and data-driven algorithms, criminal
operations can now be executed with greater speed, precision, and anonymity than traditional

crimes.

Several scholars emphasize that Al enables large-scale cyber fraud, identity theft, and digital
manipulation. These crimes are often difficult to detect due to the complexity of Al
algorithms and the ability of systems to learn from previous interactions. As a result,
conventional investigative techniques are frequently inadequate in identifying offenders or

preventing recurrence.
A recurring theme in the literature is the difficulty of applying established criminal law

doctrines to Al-related offenses. Traditional legal principles such as mens rea and actus reus

assume direct human participation in criminal conduct. However, when autonomous systems
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generate harmful outcomes, determining intent becomes problematic. Scholars argue that this
disconnect between technological advancement and legal doctrine creates significant

regulatory gaps.

Policy-oriented research has also contributed to the development of ethical frameworks for
Artificial Intelligence. International organizations advocate principles such as transparency,
accountability, fairness, and explainability. These frameworks aim to ensure responsible use
of Al technologies and reduce the risk of misuse. However, many of these guidelines remain

advisory in nature and lack enforceable legal authority.

Various models of liability have been proposed in academic literature to address the
challenges posed by Al-driven crimes. Some scholars advocate strict liability frameworks,
which impose responsibility regardless of intent. Others support vicarious liability models,
holding organizations responsible for the actions of Al systems deployed within their
operational control. A third approach involves shared liability, where responsibility is
distributed among developers, users, and corporate entities based on their level of

involvement.

Despite the growing body of literature, significant gaps remain. Much of the research is
theoretical and lacks empirical analysis of real-world enforcement challenges. Additionally,
the absence of consistent global standards makes it difficult to establish a unified legal
response. These gaps underscore the importance of continued research focusing on both

theoretical and practical aspects of Al-related criminal liability.

3. ARTIFICIAL INTELLIGENCE AND ILLICIT BUSINESS: AN
OVERVIEW?

Avrtificial Intelligence has become a central element of modern technological development. Its
capacity to simulate human intelligence enables automated decision-making processes that
improve efficiency across multiple sectors. However, alongside these advantages, Al

technologies have also facilitated new forms of illicit business activity.

Ilicit business activities involving Al refer to unlawful operations conducted using intelligent

3 The Dark net by Jamie Barlett
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technologies to deceive, manipulate, or exploit digital systems. These activities differ from
traditional crimes due to their reliance on automated processes capable of operating at high
speeds and across multiple jurisdictions. The misuse of Al technologies has enabled criminal
actors to conduct illegal operations with unprecedented sophistication and scalability.

Key technologies contributing to Al-enabled illicit activities include machine learning
algorithms, natural language processing systems, predictive analytics tools, and automated
decision-making frameworks. These technologies allow criminals to analyze large datasets,

identify vulnerabilities, and exploit weaknesses in digital infrastructure.

Al-driven illicit activities possess several distinguishing characteristics that differentiate them
from conventional crimes:

Automation:

Al systems can perform complex tasks without continuous human supervision. This reduces
the need for direct human involvement and complicates attribution of responsibility.
Scalability:

Unlike traditional crimes, Al-enabled operations can target thousands of victims
simultaneously. A single algorithm can execute repeated fraudulent transactions or distribute
malicious content across multiple platforms.

Anonymity:

Digital technologies such as encryption and anonymization tools enable perpetrators to
conceal their identities. This makes it difficult for investigators to trace the source of
unlawful activities.

Adaptability:

Al systems can learn from previous interactions and adapt to new security measures. This
allows criminals to modify strategies and bypass detection mechanisms.

These characteristics significantly complicate the investigation and prosecution of Al-related
offenses. The resulting legal challenges highlight the urgent need for updated regulatory

frameworks capable of addressing emerging technological threats.

4. TYPES OF AI-ENABLED CRIMES?

The integration of Artificial Intelligence into digital ecosystems has given rise to a wide

4 Artificial intelligence and law by Harry Surden
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range of technologically advanced criminal activities. These crimes often exploit
vulnerabilities in digital infrastructure and leverage automation to increase efficiency and
scale.

4.1 Cyber Fraud and Financial Manipulation

Cyber fraud represents one of the most common forms of Al-enabled criminal activity. Al
algorithms can analyze financial data to identify vulnerable targets and generate convincing
fraudulent communications. Automated phishing systems, for example, use machine learning
techniques to craft personalized messages that mimic legitimate communications from
financial institutions.

Algorithmic market manipulation represents another form of financial misconduct. High-
frequency trading algorithms can be misused to manipulate stock prices through coordinated
transactions. Such practices undermine market integrity and create unfair advantages for
perpetrators.

These forms of misconduct result in significant economic losses for individuals, corporations,
and governments. They also undermine trust in digital financial systems and threaten the
stability of financial markets.

4.2 ldentity Theft and Data Exploitation

Al technologies have significantly enhanced the efficiency of identity theft operations.
Machine learning algorithms can analyze large datasets to extract personal information,
enabling criminals to create synthetic identities or impersonate legitimate individuals.
Unauthorized access to personal data poses serious threats to privacy and digital security.
Victims of identity theft often experience financial losses, reputational harm, and long-term
psychological distress. These consequences demonstrate the far-reaching impact of Al-

enabled criminal activity on individuals and society.

4.3 Deepfake Technology and Digital Impersonation

Deepfake technology represents one of the most concerning developments in Al-enabled
crime. Using advanced neural networks, criminals can generate realistic audio and video
content that appears authentic. These fabricated materials may be used to impersonate
individuals, spread misinformation, or commit fraud.

Deepfake-based deception has been used in financial scams, political manipulation, and
reputational attacks. The increasing sophistication of synthetic media makes detection

extremely difficult, thereby complicating legal enforcement and evidentiary procedures.
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4.4 Automated Cyber Attacks

Al-driven cyber attacks involve the use of automated tools to exploit vulnerabilities in
computer networks. These attacks may include distributed denial-of-service (DDoS) attacks,
automated hacking attempts, and malware distribution.

Unlike traditional cyber attacks, Al-enabled systems can rapidly adapt to defensive measures.
They can analyze system responses and modify attack strategies accordingly. This
adaptability significantly increases the success rate of cyber attacks and poses serious risks to

critical infrastructure.

4.5 Dark Web Transactions and Money Laundering

Acrtificial Intelligence has also been used to facilitate illicit transactions on anonymous digital
platforms. Criminal networks employ Al tools to manage cryptocurrency transactions,
automate financial transfers, and obscure audit trails.

Such activities enable large-scale money laundering operations that are difficult to detect
using conventional financial monitoring techniques. The decentralized nature of digital

currencies further complicates regulatory enforcement.

Here is PART 2 — CORE LEGAL ANALYSIS of your compressed publication paper.
This section focuses on:

« Indian Legal Framework

o Criminal Liability Issues

o Attribution Challenges

o Case Studies

e With academic footnotes
Target length: ~2000 words

Publication-ready language maintained

5. LEGAL FRAMEWORK GOVERNING AI-ENABLED CRIMES IN
INDIA

The Indian legal system does not currently contain a comprehensive statute specifically
regulating Artificial Intelligence. Instead, Al-related offenses are addressed through a
combination of traditional criminal law provisions and cyber law regulations. The principal

legal instruments governing Al-enabled illicit activities include the Indian Penal Code, 1860

Page | 2095


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 6 | April 2026 ISSN: 2581-8503

(IPC) and the Information Technology Act, 2000 (IT Act). While these statutes provide a
foundational framework, they were enacted before the emergence of modern Al technologies

and therefore exhibit limitations when applied to autonomous systems.

5.1 Application of the Indian Penal Code, 1860

The Indian Penal Code remains the primary legislation governing criminal conduct in India.
Several provisions within the IPC are applicable to Al-enabled offenses, particularly those
involving fraud, cheating, forgery, impersonation, and criminal conspiracy.

Section 415 of the IPC defines cheating as deceiving any person and dishonestly inducing
them to deliver property. Al-generated phishing emails or automated deception tools fall
within the scope of this provision, as they are designed to mislead victims into transferring
funds or sensitive information.

Section 420 of the IPC addresses cheating and dishonestly inducing delivery of property,
prescribing imprisonment and financial penalties. Al-based fraud schemes, including
automated loan scams and investment frauds, may be prosecuted under this section when
fraudulent intent can be attributed to the individuals responsible for deploying the
technology.2

Forgery-related offenses are governed by Sections 463 to 471 of the IPC. The creation of
deepfake videos or digitally altered documents can constitute forgery when such materials are
intended to deceive or cause harm. These provisions provide a legal basis for prosecuting Al-
assisted digital impersonation and falsification of records.3

Despite these applications, the IPC primarily focuses on human conduct. It presumes that
criminal acts are committed by identifiable individuals possessing intent. Al systems
complicate this assumption because they may operate autonomously, making it difficult to

determine whether intent lies with the developer, user, or organization controlling the system.

5.2 Information Technology Act, 2000

The Information Technology Act, 2000, represents India’s principal cyber law statute. It
addresses electronic records, digital signatures, cyber offenses, and unauthorized access to
computer systems. Several provisions are particularly relevant to Al-enabled criminal
activities.

Section 43 of the IT Act imposes civil liability for unauthorized access, data theft, or damage
to computer systems. Al-powered hacking tools or automated intrusion systems may fall

within the ambit of this provision when they are used to disrupt or manipulate digital
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networks.*

Section 66 criminalizes computer-related offenses involving dishonest or fraudulent conduct.
This provision covers acts such as hacking, identity theft, and digital fraud. Al-enabled cyber
attacks can be prosecuted under this section when sufficient evidence establishes deliberate
misuse of technology.’

Section 66C addresses identity theft, while Section 66D specifically targets cheating by
personation using computer resources. Deepfake-based impersonation schemes, fraudulent
online profiles, and automated identity theft operations may be prosecuted under these
provisions.¢

Section 66F defines cyber terrorism, covering acts intended to threaten national security or
disrupt essential services. Al-driven attacks on critical infrastructure systems may fall within
this category when they pose significant risks to public safety.’

Although the IT Act provides a strong legal foundation for addressing cybercrime, it does not
explicitly address Al autonomy, algorithmic decision-making, or liability allocation among
developers and users. Consequently, legal interpretation often relies on analogies drawn from
existing provisions rather than specific statutory guidance.

6. CRIMINAL LIABILITY IN AI-RELATED OFFENSES

Criminal liability traditionally requires the presence of two essential elements: a wrongful act
(actus reus) and a guilty mind (mens rea). The introduction of Artificial Intelligence
challenges these foundational principles by introducing non-human decision-making

mechanisms into criminal conduct.

6.1 The Problem of Mens Rea in Autonomous Systems

The doctrine of mens rea requires proof of intent, knowledge, recklessness, or negligence on
the part of the accused. In conventional criminal cases, intent can be inferred from human
actions and circumstances. However, Al systems lack consciousness, emotions, and moral
awareness. They operate based on programmed instructions and learned data patterns rather
than intentional decision-making.

When an Al system generates harmful outcomes, determining the presence of intent becomes
problematic. For example, if an automated trading algorithm manipulates financial markets
unintentionally due to flawed programming, assigning criminal intent becomes legally

complex. The programmer may not have anticipated the harmful outcome, yet the system’s
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actions may still result in significant damage.

This disconnect between technological behavior and legal doctrine creates uncertainty in
liability determination. Courts must rely on indirect indicators such as design choices, testing
procedures, and risk assessments conducted by developers or organizations.

6.2 Actus Reus and Automated Actions

The concept of actus reus refers to the physical act or omission constituting a criminal
offense. In Al-related cases, automated actions performed by machines may satisfy the
physical component of a crime. However, determining whether these actions can legally be
attributed to a human actor remains a contentious issue.

For instance, automated bots may conduct thousands of fraudulent transactions within
seconds. While the machine performs the physical act, the responsibility for initiating and
maintaining the system may lie with individuals or corporations. This indirect involvement
complicates the identification of legally responsible parties.

Legal scholars suggest that automated actions should be treated as extensions of human
conduct when systems operate under human supervision or control. However, when Al

systems function independently, attribution becomes significantly more challenging.

6.3 Models of Liability in Al Systems

Various theoretical models have been proposed to address liability issues in Al-related
offenses. These models aim to allocate responsibility among stakeholders involved in the
design, deployment, and operation of Al systems.

Developer Liability Model

Under this approach, programmers and developers may be held responsible for designing
flawed algorithms that lead to unlawful outcomes. Liability arises when developers fail to
implement adequate safeguards or ignore foreseeable risks.

User Liability Model

Users who intentionally deploy Al systems for unlawful purposes may be held directly liable
for resulting harm. This model closely aligns with traditional criminal law principles, as it
emphasizes intentional misuse of technology.

Corporate Liability Model

Organizations deploying Al technologies within their operations may be held vicariously
liable for misconduct resulting from their systems. Corporate liability frameworks emphasize
organizational responsibility for ensuring safe and ethical technology use.

Shared Liability Model

Page | 2098


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 6 | April 2026 ISSN: 2581-8503

This approach distributes responsibility among multiple parties based on their level of
involvement. Shared liability is often considered the most realistic model because Al systems
typically involve collaborative development and deployment processes.

Despite these theoretical frameworks, practical implementation remains challenging due to

the absence of explicit statutory provisions addressing Al liability.

7. CHALLENGES IN ATTRIBUTION OF LIABILITY

Attribution refers to the process of identifying the individual or entity responsible for a
criminal act. In Al-related offenses, attribution presents unique challenges due to the
complexity of technological systems.

7.1 Lack of Transparency in Al Algorithms

Many Al systems operate as “black boxes,” meaning their internal decision-making processes
are difficult to interpret. Machine learning models often generate outcomes without providing
clear explanations for their actions. This lack of transparency complicates forensic analysis
and legal investigation.

Investigators may struggle to determine whether harmful outcomes resulted from
programming errors, data manipulation, or malicious intent. Without clear explanations,

establishing liability becomes a prolonged and uncertain process.

7.2 Multi-Stakeholder Involvement

Al systems are rarely developed or deployed by a single individual. Instead, they involve
collaboration among software engineers, data scientists, corporate managers, and end users.
Each participant contributes to different aspects of system functionality.

When harm occurs, determining the level of responsibility attributable to each participant
becomes difficult. Courts must evaluate technical evidence, contractual relationships, and
operational responsibilities to determine liability distribution.

7.3 Cross-Border Jurisdictional Issues

Al-enabled crimes frequently transcend national boundaries. A developer located in one
country may design software used by an organization in another country to commit crimes
affecting victims in multiple jurisdictions.

This transnational nature creates legal conflicts regarding applicable law, jurisdiction, and
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enforcement authority. International cooperation mechanisms are often required to investigate

and prosecute such cases effectively.

7.4 Rapid Technological Evolution

Al technologies evolve rapidly, often outpacing legislative development. Laws designed to
regulate earlier forms of technology may become obsolete when applied to advanced Al
systems.

This technological gap results in regulatory uncertainty and inconsistent enforcement.
Legislators face the challenge of drafting flexible laws capable of adapting to future

technological developments.

8. CASE STUDIES AND JUDICIAL INTERPRETATION

Although fully autonomous Al-related criminal cases remain relatively limited, several
judicial decisions provide insight into how courts approach cybercrime and digital liability.
8.1 Online Intermediary Liability

Courts have addressed the liability of digital platforms hosting user-generated content. In
such cases, judicial reasoning often focuses on whether intermediaries exercised due
diligence to prevent unlawful activity.

Legal precedents indicate that intermediaries may be held liable when they fail to remove
harmful content after receiving notice. These principles are relevant to Al platforms that

generate or distribute automated content.

8.2 ldentity Theft and Digital Fraud Cases

Indian courts have addressed numerous cases involving identity theft and online fraud.
Judicial decisions emphasize the importance of digital evidence, including server logs, IP
addresses, and electronic communication records.

These cases highlight the growing reliance on digital forensic techniques in prosecuting
technology-enabled crimes. The integration of Al into criminal activities will likely increase

the importance of technical evidence in future litigation.
8.3 Emerging Al Liability Cases

Globally, courts have begun to encounter cases involving algorithmic decision-making

systems. Although many of these cases arise in civil contexts, they provide valuable insights

Page | 2100


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 6 | April 2026 ISSN: 2581-8503

into potential criminal liability frameworks.
Judicial reasoning in such cases emphasizes the responsibility of organizations to ensure
transparency, reliability, and accountability in automated systems. These principles may

influence future criminal law developments.

9. FINAL CONCLUSION

The rapid advancement of Artificial Intelligence has fundamentally transformed the
technological landscape, creating unprecedented opportunities for innovation while
simultaneously introducing complex legal challenges. Al technologies have enhanced
efficiency, productivity, and decision-making across numerous sectors, yet their misuse has
enabled new forms of illicit business activities that challenge traditional legal frameworks. As
Al systems become increasingly autonomous and capable of performing complex functions
without direct human intervention, the application of conventional criminal law doctrines

becomes increasingly difficult.
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