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ABOUT WHITE BLACK LEGAL

White Black Legal — The Law Journal is an open-access, peer-reviewed, and refereed legal
journal established to provide a scholarly platform for the examination and discussion of
contemporary legal issues. The journal is dedicated to encouraging rigorous legal research,

critical analysis, and informed academic discourse across diverse fields of law.

The journal invites contributions from law students, researchers, academicians, legal
practitioners, and policy scholars. By facilitating engagement between emerging scholars and
experienced legal professionals, White Black Legal seeks to bridge theoretical legal research
with practical, institutional, and societal perspectives.

In a rapidly evolving social, economic, and technological environment, the journal endeavours
to examine the changing role of law and its impact on governance, justice systems, and society.
White Black Legal remains committed to academic integrity, ethical research practices, and the

dissemination of accessible legal scholarship to a global readership.
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AIM & SCOPE

The aim of White Black Legal — The Law Journal is to promote excellence in legal research
and to provide a credible academic forum for the analysis, discussion, and advancement of
contemporary legal issues. The journal encourages original, analytical, and well-researched

contributions that add substantive value to legal scholarship.

The journal publishes scholarly works examining doctrinal, theoretical, empirical, and
interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal
professionals, researchers, scholars, and students who demonstrate intellectual rigour,

analytical clarity, and relevance to current legal and policy developments.

The scope of the journal includes, but is not limited to:
e Constitutional and Administrative Law
e Criminal Law and Criminal Justice
e Corporate, Commercial, and Business Laws
e Intellectual Property and Technology Law
e International Law and Human Rights
e Environmental and Sustainable Development Law
e Cyber Law, Artificial Intelligence, and Emerging Technologies

e Family Law, Labour Law, and Social Justice Studies

The journal accepts original research articles, case comments, legislative and policy analyses,
book reviews, and interdisciplinary studies addressing legal issues at national and international
levels. All submissions are subject to a rigorous double-blind peer-review process to ensure
academic quality, originality, and relevance.

Through its publications, White Black Legal — The Law Journal seeks to foster critical legal
thinking and contribute to the development of law as an instrument of justice, governance, and
social progress, while expressly disclaiming responsibility for the application or misuse of

published content.
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“DIGITAL PLATFORMS AND THE EMERGING PATTERN
OF ONLINE HUMAN TRAFFICKING IN INDIA: LEGAL
CHALLENGES AND POLICY RESPONSES”

AUTHORED BY - MANDEEP SINGH

Abstract

Human trafficking is still one of the worst human rights breaches in the world, affecting
millions of people, especially women and children. The fast rise of digital technologies and
internet-based communication in the last few years has changed the way trafficking works and
what it is. Traffickers are using social media, online classified ads, messaging apps, and other
digital technologies more and more to find, control, and take advantage of victims. This change
in technology has made things harder for police and the judicial system, who were originally
set up to deal with more traditional kinds of trafficking. The Immoral Traffic (Prevention) Act
and Indian Penal Code Section 370 are two laws in India that deal with crimes related to
trafficking. But these laws mostly deal with physical places like brothels and established
trafficking networks. They may not be able to deal with the intricacies of trafficking that
happens through technology.[United Nations, 2000 Protocol to Prevent, Suppress, and Punish
Trafficking in Persons, Especially Women and Children]

This research study investigates the evolving trend of online human trafficking in India and
evaluates the function of digital platforms in enabling recruitment, exploitation, and the
transportation of victims. It explores how traffickers utilize anonymity, encrypted
communication, and cross-border internet networks to evade detection and law enforcement.
TThe report also looks at how well the current legislative framework, including the Information
Technology Act and other related laws, works to control cyber-enabled trafficking activities.
By examining legal provisions, policy responses, and enforcement challenges, the study
identifies significant gaps in addressing the growing digital dimension of human trafficking.

It look into the matter of combating online trafficking requires an integrated approach
combining legal reform, technological monitoring tools, and victim-centered protection

mechanisms. Ultimately, the study emphasizes the urgency of updating existing legal
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frameworks to effectively respond to the evolving practice of illegal trafficking in the digital

age.

1. Introduction

Trafficking in people is largely seen as one of the worst breaches of human rights in the world.
It is getting people to work for you by force, compulsion, fraud, or abuse of power, and then
moving them, housing them, or receiving them. Trafficking frequently results in forced labor,
sexual exploitation, servitude, and many manifestations of contemporary slavery. Women and
children are especially at risk of being exploited because of things like poverty, lack of
education, and gender prejudice. Human trafficking has been a severe problem in India for a
long time. This has led to the creation of many legal and regulatory measures to stop
exploitation and protect victims.A lot of people agree that human trafficking is one of the worst
ways that people’s rights are violated around the world. It is getting people to work for you by
force, compulsion, fraud, or abuse of power, and then moving them, housing them, or receiving
them. Trafficking frequently results in forced labor, sexual exploitation, servitude, and many
manifestations of contemporary slavery. Women and children are especially at risk of being
exploited because of things like poverty, lack of education, and gender prejudice. Human
trafficking has been a severe problem in India for a long time, which has led to the creation of
many legal and legislative measures to stop it and protect victims.!

Article 23 of the Constitution of India makes it clear that trafficking in people and forced labor
are both against the law. The Immoral Traffic (Prevention) Act and Indian Penal Code Section
370 are two examples of laws that help fight trafficking and penalize people who commit these
crimes. These rules were mostly made to stop the old ways of trafficking that happened through

physical networks, brothels, and organized crime gangs that worked in certain areas.?

But traffickers’ methods have changed a lot because digital technologies are growing quickly
and the internet is widely available. Traffickers may now recruit, manipulate, and exploit
victims in new ways thanks to social media sites, online classified ads, dating apps, and
encrypted chat services. Digital platforms make it easier for traffickers to work without being
seen, talk to people in other countries, and find vulnerable people to target. As a result,

! United Nations Children's Fund, Child Protection from Violence, Exploitation and Abuse, 2021
2 Flavia Agnes, Law and Gender Inequality: The Politics of Women’s Rights in India, Oxford University Press,
2001.
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trafficking is moving more and more from obvious places in the real world to secret places

online. This makes it harder for law enforcement to find and stop these crimes.

As technology is used more and more in trafficking, it has posed serious legal and regulatory
issues. The Information Technology Act has certain rules around cybercrime, but these laws
weren't made to deal with the complicated and ever-changing nature of trafficking that happens
online. As a result, the legal system has big holes in it, especially when it comes to things like
online surveillance, platform accountability, and cross-border jurisdiction. Law enforcement
authorities also have trouble finding criminals because of anonymous identities, encrypted

conversations, and the quick transmission of digital information.

In this context, it is imperative to analyze the role of digital platforms in the evolving dynamics
of human trafficking and to assess whether the current legal framework in India can effectively
manage these developing difficulties. This research study seeks to examine the role of digital
platforms in enabling human trafficking and assess the efficacy of existing laws and policies
in governing online trafficking operations. The report aims to pinpoint significant enforcement
obstacles and offer policy recommendations to enhance legal measures against technology-

facilitated trafficking.

This study examines the nexus between technology and trafficking, so enhancing the ongoing
dialogue over the necessity for contemporary legal frameworks that can address offenses in the
digital age. To make sure that the law keeps up with new technologies, we need to understand
the new patterns of internet trafficking. This will help us come up with better ways to protect
victims and stop trafficking.?

2. Concept and Evolution of Online Human Trafficking

Human trafficking is a complicated crime that involves taking advantage of others by using
threats, lies, misuse of power, or violence. It is often linked to things like forced labor, sexual
exploitation, organ trafficking, and other kinds of contemporary slavery. In the law, trafficking
means getting people to work for you by hiring them, moving them, transferring them, hiding
them, or receiving them. The ban on human trafficking is seen as a basic human rights duty at

3 Upendra Baxi, The Future of Human Rights, Oxford University Press, 2002,
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both the national and international levels.*

Section 370 of the Indian Penal Code defines trafficking in India as the illegal hiring,
transporting, housing, transferring, or receiving of people through threats, force, coercion,
abduction, fraud, deception, abuse of power, or inducement for the purpose of exploitation.
The provision acknowledges diverse manifestations of exploitation, encompassing physical
exploitation, sexual exploitation, slavery, servitude, and the coerced removal of organs. The
Immoral Traffic (Prevention) Act also talks about trafficking for prostitution and sexual
exploitation in addition to this law. These rules were mostly established to stop old-fashioned
trafficking that happened in brothels, by organized crime groups, and by moving victims

physically.®

Trafficking networks used to work by getting people to meet in person and physically recruit
them. Many times, victims were tricked into coming to the area by false promises of jobs,
marriage, or improved living conditions. Traffickers often went for women, children, migrants,
and people from poor neighborhoods because they were easy targets. Recruitment generally
took place in rural or poor areas. After that, victims were taken to cities or over national lines,

where they were exploited.®

The rise of digital technology and easy access to the internet, on the other hand, has changed
the way trafficking networks work and what they do. Traffickers can now recruit and control
victims more easily because of the growth of social media sites, online classified ads, dating
apps, and messaging services. Traffickers may reach more prospective victims quickly and
without being seen on the internet than they can with traditional means. More and more,
vulnerable people, especially young people who use social media a lot, are being targeted by

bogus online identities, fake job ads, and fake relationships.’

Trafficking has become a more sophisticated and covert form of criminal activity as a result of
the proliferation of internet-based human trafficking. Because of the proliferation of digital

communication technologies, human traffickers are able to maintain contact with their victims,

4 Ratna Kapur, Erotic Justice: Law and the New Politics of Postcolonialism, Routledge, 2005.
5> Kamala Kempadoo, Sex Work and Human Rights, Routledge, 2012.

& M.P. Jain, Indian Constitutional Law, LexisNexis, 2018.

" S.K. Verma, Law Relating to Women and Children, Universal Law Publishing, 2017.
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make arrangements for transportation, promote services related to exploitation, and make
money while reducing the likelihood of being detected. Due to the prevalence of encrypted
chat apps and anonymous online identities, law enforcement agencies are having a more

difficult time locating and convicting criminals.®

Another important thing about cyber trafficking is that it happens across borders. Traffickers
can work in several places at once thanks to the internet, even if they are not physically present
in those places. Because of this, trafficking networks can readily grow outside national borders,
which makes it harder to investigate and prosecute them. The worldwide aspect of online
trafficking has caught the attention of international groups like the United Nations Office on
Drugs and Crime, which has pointed out how digital technologies are making it easier for
people to be trafficked.

The shift from traditional physical networks to technology-assisted operations in trafficking
shows how criminals change their ways as technology changes. Digital platforms have made it
easier to talk to people and helped the economy grow, but they have also made it easier for
traffickers to take advantage of new weaknesses. This change has made people quite worried
about whether the current legal systems are good enough, since they were mostly created to

deal with more traditional types of trafficking.

To make good laws and policies, it's important to understand what online human trafficking is
and how it has changed over time. By understanding how trafficking methods have changed
over time, governments, law enforcement agencies, and scholars can see new patterns and
come up with ways to stop trafficking in the digital age. The increasing overlap between
technology and exploitation shows how important it is to have new laws, better enforcement

of cybercrime, and more cooperation between countries to fight internet trafficking.®

3. Role of Digital Platforms in Facilitating Trafficking

The growing spread of digital technologies and internet connectivity has significantly
transformed the methods used by traffickers to recruit, control, and exploit victims. Digital
platforms provide traffickers with new opportunities to operate discreetly while reaching a

8 “National Commission for Women”, Report on Trafficking of Women and Children in India, 2015.
9 “Ministry of Women and Child Development”, Ujjawala Scheme for Prevention of Trafficking, Government of
India.
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wide range of potential victims. The anonymity and accessibility offered by online platforms
make them particularly attractive tools for traffickers seeking to evade law enforcement
detection. As a result, trafficking activities are increasingly shifting from traditional physical

networks to technology-enabled environments.°

“Social Media Recruitment”

Internet one of the most prominent tools used by traffickers to identify and recruit victims.
Platforms such as Facebook, Instagram, and other networking sites allow traffickers to create
fake profiles and establish contact with vulnerable individuals. Young people, especially
teenagers and unemployed individuals seeking better opportunities, are often targeted through
deceptive messages, friendship requests, or online relationships. Traffickers frequently promise
employment, modeling opportunities, marriage proposals, or financial support to gain the trust
of potential victims. Once the victim becomes emotionally or financially dependent, traffickers
manipulate or coerce them into exploitative situations. The widespread use of social media has

therefore increased the risk of online recruitment for trafficking purposes.!!

Online Advertisements and Escort Services

Another significant way in which digital platforms facilitate trafficking is through online
advertisements and escort service websites. Numerous online classified platforms host
advertisements that appear to promote legitimate employment opportunities or escort services
but are actually used to facilitate sexual exploitation and trafficking. These advertisements may
offer high-paying jobs in entertainment, hospitality, or domestic work, which attract
individuals from economically disadvantaged backgrounds. These ads often recruit victims
who are then pushed into prostitution or other forms of exploitation. Online escort service
platforms also provide traffickers with a convenient way to advertise victims to potential clients

while maintaining anonymity and avoiding physical brothels.?

Messaging Applications and Hidden Networks
Encrypted messaging applications and private online communication channels have further
complicated the issue of trafficking. Applications such as WhatsApp, Telegram, and other

encrypted platforms enable traffickers to communicate securely with clients, intermediaries,

10 Human Rights Watch, World Report on Human Rights, 2021.
11 World Health Organization, Violence Against Women Report, 2021.
12 United Nations Development Programme, Human Development Report, 2022.
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and victims. These applications often provide features such as end-to-end encryption,
disappearing messages, and private groups, which make it not easy for law enforcement
authorities to track communications. Hidden online networks and private chat groups are
frequently used to coordinate trafficking activities, arrange payments, and circulate information
about victims. The use of such technologies allows traffickers to operate in highly organized

networks while minimizing the risk of exposure.*®

Cross-Border Trafficking through Internet Platforms

Digital platforms also facilitate cross-border trafficking by enabling traffickers to operate
across different countries without physical presence. Through online communication and
digital payment systems, traffickers can recruit victims from one country and arrange their
transportation to another location where exploitation takes place. The global nature of the
internet makes it easier for traffickers to connect with international criminal networks and
expand their operations across multiple jurisdictions. This cross-border dimension creates
additional challenges in front of agencies having duty of legal enforcement, as investigations
often require international cooperation and coordination between different legal systems.'*

The growing use of internet platforms in trafficking shows how criminals can leverage new
technologies for bad things. Online platforms are great for communication and economic
growth, but they also give traffickers more and more advanced ways to take advantage of
people who are weak. To stop and fight online human trafficking, you need to know how digital

platforms work.*®

4. Legal Framework Regulating Online Trafficking in India

India has developed a legal framework aimed at preventing human trafficking and protecting
victims of exploitation. Although most existing laws were originally designed to address
traditional forms of trafficking, several constitutional and statutory provisions can also be
applied to technology-facilitated trafficking. However, the increasing use of digital websites
and applications for trafficking has raised questions about whether the current legal framework

is sufficient to address the emerging challenges posed by online exploitation.®

13 Amnesty International, Human Rights and Trafficking in Persons, 2016.

14 Siddharth Kara, Sex Trafficking: Inside the Business of Modern Slavery, Columbia University Press, 2009.
15 Kevin Bales, Disposable People: New Slavery in the Global Economy, University of California Press, 2012.
16 |_ouise Shelley, Human Trafficking: A Global Perspective, Cambridge University Press, 2010.
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Constitutional Protection under Constitution of India Article 23

“The Constitution of India provides the fundamental legal basis for combating human
trafficking. Article 23 explicitly prohibits trafficking in human beings, begar, and other forms
of forced labour”. This provision reflects the constitutional commitment to protecting human
dignity and preventing exploitation. Article 23 applies not only to state actions but also to
private individuals who engage in trafficking-related activities. Although the provision does
not specifically mention online trafficking, its broad scope allows it to cover all forms of
exploitation, including those facilitated through digital platforms.t’

Role of Information Technology Act

“The Information Technology Act, 2000 plays an important role in regulating cyber-related
offences in India”. The Act contains provisions that address issues such as electronic
communication, cybercrime, and online content regulation. Certain provisions of the Act can
be applied in cases where digital platforms are used to facilitate trafficking or sexual
exploitation. For example, the Act penalizes the publication or transmission of obscene
material in electronic form and provides mechanisms for monitoring unlawful online activities.
Law enforcement agencies may rely on these provisions when investigating cases involving
online advertisements, digital communication, or other forms of cyber-enabled exploitation.
However, the Act was not specifically designed to address trafficking, which means that its
application in trafficking cases may be limited.®

Protection under Protection of Children from Sexual Offences Act

The Protection of Children from Sexual Offences Act, 2012 (POCSO Act) is a complete set of
laws that protects children from sexual abuse and exploitation. The Act makes many crimes
illegal, such as child sexual abuse, child pornography, and using children for sexual purposes.
The Act also addresses crimes that happen through electronic or digital methods, which is
important. This is especially important when minors are targeted for sexual exploitation or
trafficking through internet platforms. The POCSO Act also establishes child-friendly

procedures for investigation and trial, ensuring that victims receive appropriate support and

17 Geetanjali Gangoli, “Indian Feminisms and the Law on Sexual Violence,” Feminist Legal Studies Journal,
2016.

18 Nandita Haksar, “Human Trafficking and Human Rights Violations in South Asia,” Economic and Political
Weekly, 2008.
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protection during legal proceedings.®

Despite the existence of these legal provisions, challenges remain in effectively regulating
online trafficking activities. The growing complexity of digital technologies, combined with
issues such as anonymous online identities and cross-border operations, often limits the
effectiveness of traditional legal mechanisms. Consequently, there is an increasing need to
strengthen legal frameworks, improve cybercrime investigation capabilities, and develop new
regulatory strategies to address the evolving nature of online human trafficking.?°

5. Challenges in Combating Online Human Trafficking

Despite the existence of legal provisions and policy measures, combating online human
trafficking remains a significant challenge for law enforcement authorities and policymakers.
The increasing use of digital platforms by traffickers has created new obstacles that traditional
legal and investigative mechanisms struggle to address. Several factors contribute to the

difficulty in effectively detecting, preventing, and prosecuting cases of online trafficking.

Lack of Digital Monitoring

One of the primary challenges in addressing online human trafficking is the lack of effective
digital monitoring systems. Many trafficking activities take place on social media platforms,
online classified websites, and private communication channels that are difficult for authorities
to monitor consistently. While digital platforms generate large volumes of data, identifying
trafficking-related content within this data requires advanced technological tools and
specialized expertise. In many cases, law enforcement agencies lack adequate technological
infrastructure and trained personnel to monitor online activities and detect suspicious patterns

related to trafficking.?2

Jurisdiction and Cross-Border Crimes
Online trafficking often involves cross-border operations, which create complex jurisdictional

issues. Traffickers can recruit victims in one country, communicate with them through digital

19 Radha Kumar, “Women’s Rights and Social Movements in India,” International Journal of Human Rights,
2003.

20 United Nations Office on Drugs and Crime, “The Role of Technology in Human Trafficking,” Research
Paper, 2019.

2 International Labour Organization, “Digital Recruitment and Labour Exploitation,” Research Report, 2020.
22 United Nations Children's Fund, “Online Risks for Children: Trafficking and Exploitation,” Research Study,
2021.
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platforms located in another country, and exploit them in a different jurisdiction altogether.
This transnational nature of online trafficking makes it difficult for a single country to
investigate and prosecute offenders effectively. Differences in national laws, legal procedures,
and enforcement mechanisms further complicate international cooperation. As a result, many

trafficking networks exploit these jurisdictional gaps to avoid legal accountability.?

Anonymous ldentities and Encrypted Platforms

The anonymity provided by digital platforms is another major obstacle in combating online
trafficking. Traffickers frequently use fake identities, pseudonyms, and temporary accounts to
communicate with victims and clients. Additionally, encrypted messaging applications allow

traffickers to exchange information without leaving easily traceable digital footprints.?*

Weak Implementation of Laws

India has a lot of laws that deal with trafficking and cybercrime, however they are often not
enforced well. Limited resources, lack of coordination among enforcement agencies, and
insufficient training in cybercrime investigation contribute to ineffective enforcement.
Furthermore, victims of trafficking may hesitate to report crimes due to fear, social stigma, or
lack of awareness about their legal rights. The absence of strong institutional mechanisms for
victim protection and rehabilitation can also discourage reporting and reduce the effectiveness

of anti-trafficking measures.?®

These problems show that we need a more complete plan that includes changes to the law, new

technology, and building up the capacity of institutions to fight online human trafficking..?®

6. Conclusion and Recommendations

Human trafficking continues to pose a serious threat to human rights and social justice, and the
increasing use of digital platforms has further complicated efforts to combat this crime. The
evolution of trafficking from traditional physical networks to technology-enabled operations

demonstrates how criminal activities adapt to new technological developments. Online

23 Human Rights Watch, “Technology-Facilitated Human Trafficking,” Research Report, 2020.

24 National Crime Records Bureau, “Human Trafficking Statistics in India,” Crime Data Report, 2021.

2 Anne Gallagher, “The International Human Trafficking, Cambridge University Press”, 2010.

2 Jonathan Todres, “Human Trafficking and the Use of Technology,” “Journal of Law and Policy ”, 2011.
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platforms such as social media, messaging applications, and online advertising sites originates

new ideas for traffickers to recruit, exploit, and control victims while avoiding detection.

India has made a number of legal protections to fight trafficking and protect victims. These
include constitutional protections in Article 23 of the Constitution of India and statutory
legislation like the Information Technology Act and the Protection of Children from Sexual
Offences Act. But these rules were mostly meant to deal with old-fashioned kinds of
trafficking, so they might not completely take into consideration how complicated technology-
facilitated exploitation might be. Because online trafficking is becoming more common, the

law needs to be more up-to-date and thorough.

To effectively combat online human trafficking, several policy and legal reforms are necessary.
First, nation need a stronger cyber-law enforcement and improved technological capabilities
within law enforcement agencies. Governments should invest in digital investigation tools,
cybercrime training programs, and specialized units dedicated to monitoring online trafficking
activities. Strengthening the capacity of regulation enforcement agencies will increase their
ability to detect trafficking networks operating through digital platforms.

Second, greater collaboration between governments and technology companies is essential.
These companies should be encouraged to develop stricter content monitoring policies,
reporting mechanisms, and technological tools capable of detecting suspicious activities.
Cooperation between technology companies and law enforcement authorities can significantly

improve efforts to identify trafficking networks and prevent exploitation.

Finally, effective anti-trafficking strategies must prioritize the protection and rehabilitation of
victims. Awareness programs and community-based initiatives can also play an important role
in preventing trafficking by educating individuals about the risks associated with deceptive

online recruitment.

In conclusion, addressing the growing problem of online human trafficking requires a
coordinated effort involving legal reform, technological innovation, institutional strengthening,
and international cooperation. Governments and society can make substantial progress toward
stopping exploitation and protecting the rights and dignity of vulnerable people by changing

laws and enforcement methods to fit the digital age.
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