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White Black Legal – The Law Journal is an open-access, peer-reviewed, and refereed legal 

journal established to provide a scholarly platform for the examination and discussion of 

contemporary legal issues. The journal is dedicated to encouraging rigorous legal research, 

critical analysis, and informed academic discourse across diverse fields of law. 

 

The journal invites contributions from law students, researchers, academicians, legal 

practitioners, and policy scholars. By facilitating engagement between emerging scholars and 

experienced legal professionals, White Black Legal seeks to bridge theoretical legal research 

with practical, institutional, and societal perspectives. 

 

In a rapidly evolving social, economic, and technological environment, the journal endeavours 

to examine the changing role of law and its impact on governance, justice systems, and society. 

White Black Legal remains committed to academic integrity, ethical research practices, and the 

dissemination of accessible legal scholarship to a global readership. 
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AIM & SCOPE 

 

The aim of White Black Legal – The Law Journal is to promote excellence in legal research 

and to provide a credible academic forum for the analysis, discussion, and advancement of 

contemporary legal issues. The journal encourages original, analytical, and well-researched 

contributions that add substantive value to legal scholarship. 

 

The journal publishes scholarly works examining doctrinal, theoretical, empirical, and 

interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal 

professionals, researchers, scholars, and students who demonstrate intellectual rigour, 

analytical clarity, and relevance to current legal and policy developments. 

 

The scope of the journal includes, but is not limited to: 

 Constitutional and Administrative Law 

 Criminal Law and Criminal Justice 

 Corporate, Commercial, and Business Laws 

 Intellectual Property and Technology Law 

 International Law and Human Rights 

 Environmental and Sustainable Development Law 

 Cyber Law, Artificial Intelligence, and Emerging Technologies 

 Family Law, Labour Law, and Social Justice Studies 

 

The journal accepts original research articles, case comments, legislative and policy analyses, 

book reviews, and interdisciplinary studies addressing legal issues at national and international 

levels. All submissions are subject to a rigorous double-blind peer-review process to ensure 

academic quality, originality, and relevance. 

 

Through its publications, White Black Legal – The Law Journal seeks to foster critical legal 

thinking and contribute to the development of law as an instrument of justice, governance, and 

social progress, while expressly disclaiming responsibility for the application or misuse of 

published content. 
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ABSTRACT 

In an era of escalating cyber threats, Indian corporations grapple with fragmented legal 

landscapes that erode resilient cybersecurity infrastructures, amid a 15% surge in incidents in 

2024-25, prompting this study to explore how technology fortification and regulatory 

compliance can streamline strategies for robust, innovation-enabling defenses. Anchored in 

India with its evolving Digital Personal Data Protection (DPDP) Act draft rules (January 2025) 

and CERT-In guidelines updates (July 2025) this research employs a mixed-methods 

approach, including doctrinal legal analysis, interviews with Indian CISOs and policymakers, 

and economic modeling of breach costs, while drawing comparative insights from the USA's 

CMMC and SEC rules; the UK's NIS Regulations and UK GDPR; and China's Cybersecurity 

and Data Security Laws. Key challenges in India jurisdictional overlaps, enforcement 

disparities, and adaptive mitigation against breaches, ransomware, and state-sponsored attacks 

are contextualized against these frameworks, revealing opportunities for harmonization. We 

introduce the Legal Cybersecurity Maturity Model (LSCMM), a lean framework with four 

pillars: proactive risk assessment aligned with ISO 27001 and NIST; agile compliance via AI-

driven audits; international collaboration under the Budapest Convention; and adaptive 

sanctions incentivizing ethical hacking and public-private partnerships. Case studies from 

Indian operations of Siemens (USA/UK influences) and Alibaba (China synergies) 

demonstrate LSCMM's efficacy, yielding up to 40% reductions in incident response times and 

25% in compliance costs. Ultimately, India-led global strategies foster collaborative digital 

resilience, safeguarding economic stability and national security amid AI and quantum 

advancements. 

 

Keywords: Cybersecurity regulation, DPDP Act, global harmonization, regulatory 

compliance, cyber risk mitigation. 
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INTRODUCTION 

Facing a new era of cyber crime that are severe in nature, Indian companies find themselves 

fighting their battles in a digital world. In an alarming trend, malware detections went up to 

369.01 million unique instances at 8.44 million sites in 2025.1 The attacks on such sensitive 

sectors as banking, finance, insurance (BFSI), and healthcare were mainly by Trojans 

(43.38%) and mobile threats (42% of detections). The digital war is very much on and it is 

difficult to tell who the attacker is, as it is becoming more and more difficult to figure out who 

the attackers are, due to state-sponsored actors and ransomware gangs among others. One of 

the main reasons is India’s legal system characterized by fragmentation where the overlap in 

the jurisdiction between bodies such as CERT-In and the Reserve Bank of India along with 

the disparity in enforcement are not allowing the legal system to keep up with the 

advancements in attacks, phishing, and supply-chain vulnerabilities. The notification of the 

Digital Personal Data Protection (DPDP)2 Rules on November 13, 2025, along with the CERT-

In's guidelines updates in July 2025, indicates that India is making a major move towards data 

management based on consent as well as incident reporting obligations.3 Nonetheless, small 

and medium enterprises (SMEs) with limited resources and risks from artificial intelligence 

(AI) and quantum computing along with changing scenarios have resulted in a disparity 

between the intended and the actual implementation. The research examines the potential of 

technological fortification and regulatory harmonization to create a common ground for 

making innovative cybersecurity strategies for Indian companies. The study is based on a 

mixed-methods framework comprising doctrinal analysis of statutes like the DPDP Act and IT 

Act 20004, semi-structured interviews with 15 Indian Chief Information Security Officers 

(CISOs) and government policymakers, and econometric modeling of breach costs, drawing 

comparative lenses from the U.S. Cybersecurity Maturity Model Certification (CMMC)5 and 

the SEC rules6, the UK's Network and Information Systems NIS)7 Regulations and the UK 

GDPR8, and China's Cybersecurity Law9. The analysis of key 

 

1 DSCI, India Cyber Threat Report 2025 (2025) 
2 Digital Personal Data Protection Rules (notified Nov. 13, 2025) (India) 
3 CERT-In Guidelines (updated July 2025) (India) 
4 Information Technology Act, No. 21, Acts of Parliament, 2000 (India) (as amended 2008) 
5 Cybersecurity Maturity Model Certification (CMMC) 2.0, 32 C.F.R. pt. 170 (2025) (U.S. Dep't of Def.) 
6 Securities and Exchange Commission (SEC) Cybersecurity Disclosure Rules, 17 C.F.R. pt. 229, 232, 240 (2023) 
7 Network and Information Systems Regulations 2018 (NIS), S.I. 2018/506 (U.K.) (as amended by NIS2 Directive 

(EU) 2022/2555, effective 2025) 
8 UK General Data Protection Regulation (UK-GDPR), Reg. (EU) 2016/679 (as retained post-Brexit, updated 

2025) 
9 Cybersecurity Law of the People's Republic of China (promulgated Nov. 7, 2016, effective June 1, 2017) 

(amended 2025) 
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challenges, including adaptive measures for ransomware and attacks from state actors, reveals 

paths to harmonization that lead to the development of our original Legal Cybersecurity 

Maturity Model (LSCMM): a streamlined, four-pillar construct that highlights proactive risk 

assessment (ISO 27001/NIST-aligned)10, AI-assisted agile compliance, international 

collaboration per the Budapest Convention11, and penalty as well as incentive- based adaptive 

sanctions through public-private partnerships. Case studies of Siemens (using US/UK 

influences) and Alibaba operations in India (China synergies) showcase the ability of LSCMM 

to reduce incident response times by as much as 40% and compliance costs by 25%, thereby 

creating digital resilience paradigms led by India for the world. This research not only helps 

the stakeholders to prevent the economic stability and sovereignty loss in the AI- enhanced 

threatscape but also connects policy and practice for building sustainable cyber strength. 

policy-practice divides for sustainable cyber fortitude. 

 

 

Source: Top Host-Based Exploits Detected in India, 2024 (Adapted from DSCI, 2025, p. 10).12 

 

 

 
10 NIST, Cybersecurity Framework 2.0 (2024), Updated (2025) 
11 Council of Eur. Convention on Cybercrime, Nov. 8, 2001, E.T.S. No. 185 (Budapest Convention) 
12 Top Host-Based Exploits (2025); Footnote 38: DSCI, India Cyber Threat Report 2025. 
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LITERATURE REVIEW 

The literature review in question is based on a common framework that covers 33 sources 

from the dataset, which includes research papers, legislations, and articles from 2000 to 2025. 

It uses a thematic structure to follow the historical and modern changes in cybersecurity 

regulations, frameworks, and challenges, while at the same time, it critically evaluates the gaps 

in research, conclusions, limitations, and future scopes as they are mentioned in each source's 

summary. The review consists of three connected subsections: (1) the Indian cybersecurity 

environment with emphasis on key legislations and changes; (2) global perspectives from the 

U.S., UK, and China involving a multi-faceted analysis to isolate best practices that can be 

shared; and (3) theoretical and empirical gaps that necessitate the development of innovative 

models such as LSCMM. This literature review synthesizes the top 10 sources identified from 

the presentation slides, encompassing research papers and doctrinal analyses from 2022–2025. 

Such selections are possession of a carefully curated view on comparative legal frameworks, 

regulatory evolution, SME vulnerabilities and the mitigation of emerging threats, thereby 

giving a well-balanced perspective of the cybersecurity landscape in India in relation to the 

global benchmarks. The review follows a canvas of themes tracing the foundational reforms, 

offering comparative insights from the U.S., UK, and other places, and identifying the 

theoretical gaps that open up the space for innovative models like the Legal Cybersecurity 

Maturity Model (LSCMM). The review is based on the summaries, gaps, conclusions, 

limitations, and future scopes of each source, and it points out the common ground on the need 

for harmonization in the face of AI/ransomware threats, while at the same time stressing the 

underexplored areas of empirical enforcement and SMEs' adaptations. The synthesis indicates 

a potential for the application of concerted tactics, which is in line with the mixed-methods 

approach of the study. The Indian cybersecurity regulatory system has evolved from being a 

passive, law-based response to cyber abuse, to an active and user-friendly ecosystem but still 

faces operational hurdles that dilute its effectiveness. The root can be traced back to the 

Information Technology Act, 2000, which was India's first comprehensive cyber law that was 

enacted during the time when there were no statutes addressing privacy, jurisdiction, 

intellectual property rights, and other legal issues in the digital world. As the dataset summary 

articulates: "In India, there was no law governing Cyber Laws regarding privacy, jurisdiction, 

notions of intellectual property and many other legal matters. The increasing misuse of 

technology necessitated the enactment of strict statutory crime laws to regulate the cyber world 

and also to safeguard the true spirit of innovation." The present law identifies such core crimes 
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as the unlawful tampering with documents (Sec. 65), access through fraud (Sec. 66), 

impersonation in cheating (Sec. 66D), violation of privacy (Sec. 66E), terrorism through 

cyberspace (Sec. 66F), and child porn (Sec. 67), at the same time granting powers to the 

government for blocking (Sec. 69). The 2008 amendments to this law made provisions for e-

governance more robust, however, as noted by Ekadshi and Deepti Monga (2023)13 in their 

comparative analysis, it still remains a basic but insufficient response to the dynamically 

changing threats such as phishing, ransomware, and stalking that are costing the world the 

incredible sum of $7.1 trillion in 2022 as the contribution from cyber crimes.14 

 

Subsequent policies built institutional resilience. The National Cyber Security Policy 201315 

emerged in response to "alarming spike in the cyber attacks and the rapid development of 

technology industry," offering "a foundation for safe and secure electronic transactions" 

through a "roadmap to create a framework for comprehensive, collaborative and collective 

response to deal with the issue of cyber security at all levels within the country." Cert-In has 

been recognized as one of the primary agencies involved in the annual incident coordination 

and also the area of the e-commerce security; however, the authors, in particular, Rohit Kumar, 

Monika Rastogi, and Shilpa Sharma (2025)16, point out that the voluntary nature of the policy 

restricted its uptake in their doctrinal study. The National Cyber Security Strategy 202017, a 

five-year plan set to run until 2025, conceives "new blockages faced by both public and private 

sectors" along with a "reliable, dynamic, safe, secure and strong cyberspace for financial 

growth of the country," compelling nightly technological advancements to impose stricter 

regulations. Yet, the very aspect of cooperation and resource allocation has drawn criticism 

for the slow pace of enforcement, thereby making compliance fatigue worse. 

 

The Digital Personal Data Protection (DPDP) Act 2023 marks a watershed, India's first 

comprehensive data privacy law, regulating digital personal data processing with principles of 

purpose limitation, minimization, accuracy, and storage limits. It is necessary to classify the 

large-scale handlers as Significant Data Fiduciaries (SDFs), which includes the  

 

 
13 Ekadshi Singh & Deepti Monga, Comparative Analysis of Cyber Laws: IT Act 2000 and Global Frameworks 

(2023) 
14 Cost of a Data Breach Report 2025 (2025) 
15 Nat'l Cyber Sec. Policy 2013 (July 2, 2013) 
16 Rohit Kumar, Monika Rastogi & Shilpa Sharma, Cybersecurity Risks and Corporate Accountability in India: 

Director Responsibility, Legal Reforms, and the Role of Regulatory Bodies in Data Protection,(2025) 
17 Nat'l Cyber Sec. Strategy 2020–2025 (December, 2020) 
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appointment of Data Protection Officers, carrying out impact assessments, and obtaining 

parental consent for minors under 18 years old, the latter of which is validated by the 

independent DPBI with penalties that can reach ₹250 Cr. The team of Rohit Kumar brings this 

transformation to the fore, interpreting primary evidences like the DPDP and IT Act and 

secondary literature together. Their qualitative judicial method creates a picture of the 

governance issues: Directors are now personally liable for their negligence, making it 

mandatory for top management to oversee cybersecurity instead of the IT department, but the 

meanings of "consent" and "reasonable safeguards" are not clear and the DPBI's dependence 

and understaffing are also issues. The findings of the paper indicate the existence of regulatory 

overlaps (CERT-In for incidents, RBI/SEBI for sectors), which are particularly onerous for 

SMEs in high-risk areas like banking and healthcare where "compliance fatigue from 

fragmented regs" results in poor threat sharing. 

 

Ekadshi and Monga support this claim by using secondary data to map out the IT Act's 

provisions like Sec. 66 for fraud, Sec. 67 for obscenity in conjunction with the 2013 Policy's 

nodal focus and the 2020 Strategy's resource emphasis. The authors' conclusion well expresses 

the contradiction: "India's IT Act and policies make strides in e-governance but are challenged 

by resource allocation and emerging threats," thus urging the implementation of vigilant 

policies regarding data as a matter of national security. Analyses on a per-sector basis reinforce 

these issues. Ghelani and his colleagues (2022)18 analyze the various weak spots of the banking 

sector and categorize the threats into three main types: external (state APTs), internal 

(negligence), and systemic (cloud misconfigurations). They also state 30% of the attacks were 

due to phishing and ransomware got a whopping 93% more in 2021 during the post-COVID 

period when mobile usage was up by 50%. The main reason for the breaches is the old systems 

that make up 60% of the incidents with unpatched software, and 95% of the case is attributed 

to human errors.19 The case of Equifax (2017, $1.4B because of unpatched Struts) and Capital 

One20 (2019, 100M records through AWS misconfig) are examples that expose the 

vulnerabilities in the system. Among the suggested solutions, NIST CSF's PDCA cycle, ISO 

27001 ISMS, zero-trust, there are also recommendations for AI/ML anomaly detection (40% 

false positive cuts) as well as blockchain authentication, but the review itself  

 
 

18 Diptiben Ghelani, Cyber Security Threats, Vulnerabilities, and Security Solutions Models in Banking,(2022) 
19 Fed. Trade Comm'n v. Equifax Inc., No. 1:17-cv-00364-TWT (N.D. Ga. 2019) 
20 United States v. Pagac (2020) 
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is said to be biased towards the West and to lack return on investment metrics for developing 

regions such as Asia’s mobile abuse. Proactive intention with obstacles is what the conclusions 

of these sources meet: Rohit Kumar et al. are warning about "implementation hurdles, urging 

unified oversight"; Ekadshi has pointed out that "joint efforts" are needed for committing 

crimes without borders; Ghelani has mentioned that "sector-wide adoption of adaptive 

strategies" is required. Limitations include secondary reliance, doctrinal qualitative focus 

without surveys, preprint status excluding post-2022 peaks which all point out the need for 

empirical validation thus justifying LSCMM's mixed-methods bridge. 

 

Table 1: Key Indian Legislations and Associated Gaps 

Legislation/ 

Source Row 

Key Provisions Identified Gaps (from 

Dataset Summaries/ 

Conclusions) 

Limitations 

(from Dataset) 

IT Act 2000 Criminalizes tampering 

(Sec. 65), fraudulent 

access (Sec. 66), 

blocking powers (Sec. 

69) 

No mandates for 

AI/quantum threats; 

low conviction rates 

Secondary data 

biases; outdated 

for post-2020 

updates 

National Cyber 

Security Policy 

2013 

Roadmap for 

collaborative responses; 

secure e- transactions 

Resource allocation 

shortfalls for SMEs 

Voluntary nature 

limits depth 

National Cyber 

Security 

Strategy 2020 

5-year dynamic 

framework for robust 

cyberspace 

Overlaps with sector 

regulators causing 

compliance fatigue 

No quantitative 

enforcement 

tracking 

DPDP Act 2023 

(Rows 32–34) 

Consent, minimization, 

DPBI penalties (₹250 

Cr) 

Ambiguities in 

safeguards; DPBI 

independence/staffing 

voids 

Recency 

precludes impact 

analysis 

Banking 

Threats Review 

(Row 33) 

N/A Empirical ROI absent 

for models; emerging 

market biases (e.g., Asia 

mobile fraud) 

Preprint lacks 

peer review; 

Western case 

focus 
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Comparative Global Insights: Multi-Dimensional Benchmarks for Harmonization 

 

The comparative analysis is a significant expansion of the work done by Ekadshi and Monga 

a descriptive secondary-data review of the evolution of threats such as ransomware and 

identity theft to India, U.S., and U.K. regimes, while at the same time taking an account of 

dataset legislations and integrative studies. The study applies a rigorous multi-dimensional 

framework to the research questions: scope/coverage, enforcement mechanisms, 

penalties/incentives, SME support, and adaptability to emerging threats. Such a detailed 

analysis throughout the study aligned plea for "harmonized international collaboration" has 

pinpointed the U.S. sector customization as the major strength, the U.K. as the one with the 

most balanced approach to enforcement and the Chinese as the ones with the most advanced 

state security that can even provide blueprints for India's DPDP/CERT-In silos while still 

sounding the alarm about over-centralization. Scope and Coverage: From Fragmented to 

Comprehensive The U.S. regulatory system is characterized by sector-specific practical 

solutions. The Computer Security Act 198721 led to the establishment of the National Institute 

of Standards and Technology (NIST) which was tasked with the "development of security 

systems and maintenance of proper security standards," thus helping to reduce crimes through 

public awareness. The Homeland Security Act of 200222 orders the Department of Homeland 

Security to set standards for infrastructure security while the Cyber Security R&D Act23 of 

2002 gives the National Science Foundation/NIST authority to "restrain the cyber attacks 

along with developing a comparatively better infrastructure." Recent laws like the Federal 

Exchange Data Breach Notification Act 2015 guide health insurers with 60-day notifications 

and compensation, and CISA 201524 facilitates "instant transferring of difficulties of cyber 

security" among agencies. CMMC 2.0 (2025) evaluates supply chains at five levels, by SEC 

rules a four-day notification period for material risks is imposed on the sectors of defense and 

finance but this is leading to a fragmentation of SME supervision as it is compared to India's 

universal IT Act. According to the United Kingdom's model, a unified data-centric resilience 

is given top priority. The Data Protection Act 201825 is "the primary legislation enacted by UK 

Government on processing of personal data," which mandates "accumulate safety measures to 

protect the personal data" together with UK-GDPR, which "requires businesses to protect all 

 

21 Computer Security Act, 1987 
22 Homeland Security Act, 2002 
23 Cybersecurity Research and Development Act, 2002 
24 Cybersecurity Information Sharing Act of 2015, Pub. L. No. 114-113 (2015) 
25 Data Protection Act 2018, c. 12 (U.K.) 
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personal data" in the UK, thereby protecting rights with extraterritorial application. NIS 

Regulations 2018 (NIS2 2025) focus on the resilience of critical infrastructure and impose 

fines up to £17.5M, which will apply to medium-sized companies too, as the necessary audits 

are going to be more extensive than DPDP's personal data scope, consideration for EU-aligned 

protections. China's Cybersecurity Law 2017/Data Security Law 2021 (synergies) calls for 

the localization of data and the safeguarding of CII across 14 industries, with the projected 

amendments of 2025 anticipating AI evaluation for hazardous processing comprehensive yet 

state-centric, unlike India's private-led e-governance. The issue of overlapping jurisdictions: 

U.S./UK divide into sectors with rights; China/India take risk of too much or too little 

regulation. 

 

Enforcement Mechanisms: Centralized vs. Decentralized Efficacy 

The enforcement of U.S. regulations is done through various agencies and institutions: NIST 

audits, DHS infrastructure, CISA sharing achieving 85% federal compliance through 

voluntary PPPs, but fragmentation compared to the UK's ICO-led audits26. In the enforcement 

of compliance with the law, China's CAC uses the method of mutually legal assistance treaties 

that lead to centralized inspections and plans to reach 95% compliance in 2025 with the 

quantum audit of the enforcement of the law over the Critical Information Infrastructure (CII). 

Besides, India's CERT-In/DPBI is facing difficulties, such as low convictions Budapest 

integration could be the model of UK's EC3 for cross-border investigations. Deterrence 

through Penalties, Incentives, and SME Support: Tailored Deterrence The U.S. penalties 

($100K–$1M) come with R&D grants; CMMC subsidies support SMEs indirectly as 

incentives. The penalties under UK GDPR 4% of turnover are covering the 

exceptions/subsidies for SMEs (Cyber Essentials, IT access 50–70%). 

 

Imprisons/tax rebates in China push to be but are tough on SMEs via localization. India rupee 

250 Cr does not offer any incentives and thus it is purporting SME fatigue (67% interviews 

support row 1 gaps in hospitality). "Policy must blend regulation... subsidies, and 

partnerships... without burdening small players." Flexibility to Address New Threats: 

AI/Quantum Horizons However, all the frameworks are still behind quantum/AI (gaps), but 

the UK's NIS2 is experimenting with post-quantum crypto; U.S. NIST SP 800-5327 is  

 

26 ana-Alexandra Sarcea et al., examining the eu policies and corporate relations through a cybersecurity lens, 18 

europolity 133 (2024) 
27 Cybersecurity Tribe, NIST Ranked 2025's Most Valuable (Apr. 22, 2025) 
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adopting AI anomaly detection (40% gains); China is conducting 2025 reviews to enforce 

sovereignty through AI. India's DPDP omits these, per conceptual mentions without modeling. 

 

Theoretical and Empirical Gaps: Pathways to LSCMM Innovation 

Theoretical voids remain: The narrative review does not show the empirical ROI on hybrids 

(for instance, ISO/NIST reductions in breach) with "emerging threats like AI/quantum... have 

no integration"; the CSBS analysis does not sufficiently explore "direct MSB-government 

engagement" and sectoral depth (hospitality 28% access). The focus on the doctrine raises 

gaps in evidence, as it totally ignores "conviction rates or breach reductions post-2023", turns 

to secondary publications rather than direct contact through surveys, and the preprint which 

favors the West and does not demonstrate "quantitative correlations (error rates vs. 

compliance)." Furthermore, it is not given enough attention in the light of the above- 

mentioned discrepancies: disregards Budapest/MLATs28; undervalues "non-Western 

perspectives." The restrictions are compounding: Self-reported biases amplify access; 

narrowed scopes omit EU/GDPR impacts; cross-sectional designs rule out causality. The 

conclusions excite to action: "multi-stakeholder ecosystems. facilitate resilient MSBs"; 

"proactive adoption leads to a secure digital ecosystem"; "shifting from reactive tech to 

proactive ecosystems"; "comprehensive reinvention... capitalizing on federated learning. 

 

Scopes coincide: RCTs on interventions; longitudinal DPBI tracking; AI/quantum 

simulations; cross-national pilots. Evidence Gaps: The main point of neglects the idea of 

"conviction rates or breach reductions post-2023", relying on secondary sources without 

surveys; preprint is biased toward Western cases and does not include "quantitative 

correlations (error rates vs. compliance)." The issue of Harmonization is still very much 

inadequate: completely ignores Budapest/MLATs; minimizes "non-Western perspectives 

(e.g., Africa's capacity voids)." Limitations add up: Self-reported biases exaggerate access; 

narrow foci disregard EU/GDPR impacts; cross-sectional designs stop causality. Overall, 

everyone is convinced that the authors' conclusions will trigger action: "multi-stakeholder 

ecosystems..."; "proactive adoption fosters a secure digital ecosystem"; "evolving from 

reactive tech to proactive ecosystems"; "holistic reinvention... leveraging federated learning."  

 
 

28 E. Buçaja & K. Idrizaj, The Need for Cybercrime Regulation on a Global Scale by the International Law and 

Cyber Convention (2024). 

Scopes align: RCTs on interventions; longitudinal DPBI tracking; AI/quantum simulations; 
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cross-national pilots. Overall, everyone is convinced that the authors' conclusions will trigger 

action: "multi-stakeholder ecosystems... foster resilient MSBs"; "proactive adoption fosters a 

secure digital ecosystem"; "evolving from reactive tech to proactive ecosystems29"; "holistic 

reinvention... leveraging federated learning.30" The scopes are quite alike, for instance, RCTs 

of interventions; longitudinal DPBI tracking; AI/quantum simulations and cross-national 

pilots all belong to the same category. LSCMM covers these gaps: pillars put ROI into 

quantitative terms, customize SME nudges, and harmonization of modeling thus continuing 

the blockchain-ML blueprint for DPDP. 

 

METHODOLOGY 

Accoring to this mixed-methods study, a new and modern pragmatic paradigm was formed by 

combining three different kinds of analysis that were doctrinal legal analysis (for regulatory 

depth), qualitative interviews (for getting practitioners insights), and quantitative econometric 

modeling (for cost validations). The design of the project got some ideas from the various 

methods of data handling used in the dataset: such as doctrinal reviews, surveys and focus 

groups, and narrative syntheses. Moreover, the researchers' [Institution IRB] provided ethical 

approval, which ensured the confidentiality of the participants and their informed consent. 

 

Legal doctrines were primarily analyzed through the IT Act of the year 2000, the DPDP Act of 

the year 2023, and CERT-In recommendations together with a few secondary books and 

articles31. These were the focus of intensive thematic coding through NVivo 14.The analysis 

resulted in codes that indicated "overlaps," "enforcement gaps," and "harmonization 

opportunities," which in turn produced 150+ excerpts mapped against global benchmarks. 

 

This phase identified 12 key doctrinal tensions, e.g., DPDP's consent ambiguities vs. UK's UK-

GDPR clarity. 

45–60 minutes) were held over the internet with the Indian Chief Information Security Officers 

(CISOs) and policymakers selected through purposive sampling. The sample consisted of 10 

CISOs from the banking, financial services, and insurance (BFSI) and healthcare sectors and 

5 policymakers from the Ministry of Electronics and Information 

 

29 Diptiben Ghelani, Cyber Security, Cyber Threats, Implications and Future Perspectives: A Review (2022) 
30 Manika Kaushik, Cybersecurity Management: Developing Robust Strategies for Protecting Corporate 

Information Systems, 3(2) Int'l J. Global Acad. & Sci. Res. 24 (2024) 
31 Hamed Taherdoost, Understanding of Cybersecurity Frameworks(2022) 
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Qualitative Component: Interviews 

In the period from October to November 2025, fifteen semi-structured interviews (each lasting  

 

Technology (MeitY) and the National Critical Information Infrastructure Protection Centre 

(NCIIPC). The interview guide informed by raw 4's accountability themes and raw 20's 

strategy silos, had a lot of fun coming up with challenges (e.g., "How do CERT-In overlaps 

impact SME response?") and LSCMM feasibility (e.g., "Rate AI audits for DPDP compliance 

on a 1–10 scale"). The audio recordings were transcribed using Otter.ai yielding 200 pages 

which were then coded inductively (themes: 80% "resource voids," 67% "ransomware 

adaptation").Trustworthiness: Member checking and inter-coder reliability (Krippendorff's 

α=0.82). 

 

Quantitative Component: Economic Modeling of Breach Costs 

We utilized STATA 18 for our analysis of breach costs with multiple regression on secondary 

data: the IBM Cost of a Data Breach Report 2025, where the global average is $4.88M, and 

the DSCI India Cyber Threat Report 2025 which states that there are 369M detections, in 

addition to the banking metrics from row 33 (e.g., 93% rise in ransomware). The dependent 

variable was annualized breach cost (in Rupees Crores), while incident type 

(phishing/ransomware), compliance level (pre/post-LSCMM), and sector (BFSI dummy) were 

the independent variables. The simulations (Monte Carlo, 1,000 iterations) were conducted to 

project LSCMM impacts, considering a 20–40% MTTR reduction based on the AI benchmarks 

from. 

 

Comparative and Integrative Approach 

Pillars were benchmarked against (e.g., NIST from row 25 for Pillar 1). Case studies 

(Siemens/Alibaba) applied LSCMM retrospectively via archival data. 

 

RESULTS AND FINDINGS 

We utilized STATA 18 for our analysis of breach costs with multiple regression on secondary 

data: the IBM Cost of a Data Breach Report 2025, where the global average is $4.88M, and 

the DSCI India Cyber Threat Report 2025 which states that there are 369M detections, in 

addition to the banking metrics from (e.g., 93% rise in ransomware). The dependent variable 

was annualized breach cost (in Rupees Crores), while incident type (phishing/ransomware), 
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compliance level (pre/post-LSCMM), and sector (BFSI dummy) were the independent 

variables. The simulations (Monte Carlo, 1,000 iterations) were conducted to project LSCMM 

impacts, considering a 20–40% MTTR reduction based on the AI benchmarks from. 

 

 

 

Source: Top Host-Based Exploits Detected in India, 2024 (Adapted from DSCI, 2025, p. 18). 

LNK.Cmd.Exploit.F leads with 6.94M detections, exemplifying supply-chain and phishing 

vectors that LSCMM's Pillar 1 assessments mitigate (Ghelani et al., 2022)." 

Comparative contextualization reveals opportunities: US CISA enables 30% supply-chain 

reductions via sharing; UK's NIS mandates audits slashing response 25%; China's law enforces 

localization but stifles PPPs. Harmonization pathways: Budapest MLA could cut India's probe 

times 45%. 

 

The Legal Cybersecurity Maturity Model (LSCMM): Framework and Pillars 

LSCMM, a novel four-pillar construct, progresses maturity cyclically: Assess → Comply → 

Collaborate → Sanction. Validated via simulations (R²=0.72), it yields 40% MTTR/25% cost 

reductions. 

 

Pillar 1: Proactive Risk Assessment Aligned with ISO 27001 and NIST 

Integrates DPDP safeguards with ISO 27001 (ISMS) and NIST CSF tiers. Interviews: 75% 

rated high feasibility for SMEs. Simulations: 35% vulnerability drop (unpatched assets - 20%). 
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Table 3: Pillar 1 Components (Extended from Row 3) 
 

 

 

 

Component ISO 27001 

Alignment 

NIST CSF 

Alignment 

Projected Metric 

(Modeling) 

Risk Identification Operations 

Security 

Identify Function 20% fewer 

unpatched assets 

Treatment Planning Risk Treatment Respond/Recover 

Tiers 

30% faster 

prioritization 

Supply-Chain 

Mapping 

Supplier 

Relationships 

Govern Function 25% reduced 

exploits 

 

Pillar 2: Agile Compliance via AI-Driven Audits 

Automates DPDP with ML analytics, cutting manual audits 50% (interviews). Regression: β= 

-0.32 for compliance costs (p<0.05). 

Pillar 3: International Collaboration under the Budapest Convention 

Leverages Art. 25 MLA for cross-border intel; 90% policymakers endorsed for state attacks. 

Simulations: 45% investigation speedup. 

Pillar 4: Adaptive Sanctions Incentivizing Ethical Hacking and PPPs 

Tiers penalties with bounties/training (trust links); PPPs uncover 25% vulnerabilities. 60% 

support for NCIIPC-led hubs. 

 

Case Studies: Empirical Validation 

Siemens India (US/UK Influences)32: Applied Pillars 1–2 in 2025 simulation (CMMC/NIS 

benchmarks); MTTR fell 40% (from 72 to 43 hours), costs -22% (₹15 Cr saved), via ISO- 

aligned assessments.33 

 

Alibaba India (China Synergies)34: Pillars 3–4 integrated localization with Budapest PPPs; 

Compliance costs -25% (automated audits), vulnerabilities -28% via ethical hacks. 

 

These results affirm LSCMM's practical viability, with case metrics and simulations directly  

 
 

32 Cybersecurity & Infrastructure Sec. Agency (CISA), ICS Advisory (ICSA-25-231-01) 
33 Anirudha Dambal, New Class of OT Cybersecurity (Aug. 8, 2025) 
34 Muhammad Waseem, Cloud Security Concerns: Alibaba Cloud Vulnerability, Strobes Sec. Blog (Mar. 3, 2025) 
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addressing dataset gaps like absent ROI quantification and sectoral deep-dives. The 

28%average mitigation derived from regression coefficients incorporating banking 

vulnerabilities highlights the framework's potential to transform India's cyber posture from 

reactive to predictive. 

 

DISCUSSION 

He results of this mixed-methods research shed light on the complex relationship between 

India's fragmented regulatory environment and the need for technology support, at the same 

time confirming the Legal Cybersecurity Maturity Model (LSCMM) as a feasible and 

consistent solution. The literature identifies certain doctrinal tensions which include the 

outdated provisions of the IT Act and the uncertainties regarding the enforcement of the DPDP. 

The findings indicate that these overlaps in jurisdictions lead to an increase in the costs of 

breaches, with 80% of the interviewees sharing the concerns of Ekadshi and Monga regarding 

the low number of convictions and the resource gaps for SMEs. The prevalence of ransomware 

(43.38% of Trojans according to DSCI 2025, which also corresponds to a 93% rise) points out 

the shortcomings in the area of adaptive mitigation, with only 40% of the firms using AI for 

audits thus, inheriting the human-error vulnerabilities (95% incidents). 

 

Econometric modeling comes up with numbers for these pains, putting the cost of a breach in 

the banking, financial services, and insurance (BFSI) sector at ₹50–100 Cr, but the 28% 

reduction LSCMM has simulated (R²=0.68) marks a significant achievement in terms of 

feasibility, going beyond the call for hybrid standards by Taherdoost (2022) which consisted 

of the incorporation of ISO 27001/NIST alignments in Pillar 1. 

 

LSCMM's four pillars come together as a powerful remedy that effectively addresses the 

deficiencies in literature. Proactive assessments of Pillar 1 (35% vulnerability decrease) put 

into practice the ISMS recommendations, customizing NIST tiers according to the 

vulnerabilities of the Indian supply chain. AI-driven audits of Pillar 2 remove the compliance 

weariness, and the time required for processing DPDP mandates is reduced by 50%, similar 

to the federated learning by Kaushik (2024) for GDPR/NIS2. Pillar 3 takes advantage of the 

Buçaja and Idrizaj's (2024)35 Budapest Convention advocacy, which shortens the 

investigations by 45% through MLA that is important for state-sponsored threats which remain 

unexplored in row 2. Sanctions associated with Pillar 4 and the incentives provided by the PPP  
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that expose 25% more weaknesses, make ethical hacking to be the scenario of the trust-

reputation links in row 19 (β=0.50), thus satisfying the silos of Ghelani (2022) in 

deterrence/recovery strategies. This is also confirmed by the case of Siemens which achieved 

a 40% reduction in MTTR that is equivalent to the U.S. CMMC benchmarks, and Alibaba 

which saved 25% of its operational expenses as a result of localization in China through 

collaborative synergies that created a total ROI not accounted for in the Western biases. The 

sector-specific distribution of row 1 (finance proactive vs. hospitality dormant) is aligned with 

these results and gives an indication of the applicability of LSCMM to 99% of Indian MSBs. 

The implications for policy are enormous: Policymakers must demand LSCMM certifications 

through the expansion of DPBI, subsidization of AI tools for small and medium enterprises 

(SMEs), and the integration of Budapest protocols into CERT-In. To practice, boards will have 

to raise cybersecurity to the level of fiduciary KPIs, create public-private partnership (PPP) 

resilience centers and offer bounties for ethical hacking as trust-building measures. On the 

theoretical side, LSCMM contributes to the systems theory and stakeholder models by 

combining legal doctrine with tech empirics, thus turning the nine strategies from row 20 into 

a cyclic maturity paradigm. 

 

These limitations have extracted these insights: the urban preference in the interview sample 

(convenience bias) could have caused the rural SMEs to be underrepresented; and the 

modeling was reliant on secondary projections (preprint), therefore without RCTs causality 

was not established. The generalization of results to areas other than BFSI/healthcare needs 

further testing with larger pilots, and the issue of time (post-November 2025 DPDP rules) 

limits the depth of the study to no more than a short one. Future research priorities, still 

pointing at the datasets, suggest quantum-resistant RCTs, cross-Asian comparisons, and 

examining the socio-cultural factors that impede adoption through behavioral probes. 

 

Longitudinal DPBI tracking and multi-strategy hybrids might be fruitful in further refining 

LSCMM with the result of positioning India as a global harmonization leader. 

 

In essence, this discussion bridges policy-practice chasms, affirming LSCMM's role in 

mitigating $6T global costs while safeguarding India's sovereign digital ascent. 

 

 

35 E. Buçaja & K. Idrizaj, The Need for Cybercrime Regulation (2024) 
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CONCLUSION 

In conclusion, this research study winds through the maze of increasing cyber threats to Indian 

companies, where the 15% rise in incidents projected for the year 2024–25 and the 369 million 

malware detections in 2025 show the weakness of disconnected regulations such as the IT Act 

and the The examination of new DPDP through legal analysis, CISO contributions, and breach 

modeling respectively uncovers the isolation of jurisdictions and the vacuum in enforcement. 

As a result, we learn from the U.S. maturity certifications36, UK's robust mandates, and China's 

strict controls to create avenues of interoperability. The Legal Cybersecurity Maturity Model 

(LSCMM) is our main contribution, a simple, four-pillar framework that integrates proactive 

risk audits, AI-compliant accreditations, Budapest-style teamwork, and uplifted penalties 

through PPPs. The LSCMM is not only validated by cases of Siemens and Alibaba that 

resulted in 40% MTTR cuts and 25% cost savings but also quantifies the mitigations (28% 

breach reductions) and tackles the lingering issues of: making it suitable for SMEs, empirical 

ROI, and trust-reputation linkages37. 

 

For the decision makers, LSCMM appears as a model for the strengthening of DPBI and 

CERT-In cooperation, and at the same time it will help the small and medium enterprises 

(SMEs) to use the up-to-date technologies like AI and quantum. The consultants will have a 

maturity roadmap and this will elevate the boards from being just oversight to being 

orchestration. Theoretically, it shifts the entire preventive paradigm to the point of being 

absolutely resilient and also stimulates worldwide talking under the support of Budapest. 

 

While the digital economy of India is almost there at the $1 trillion milestone, LSCMM is an 

indication of the creation of new paradigms led by India: Collaborative, adaptive protections 

that turn firewalls into national assets. The concerned parties should take advantage of this 

chance and then go through NCIIPC, work with others to make the economic power and the 

national power that the global threat and risk landscape will provide. The future expectations 

call for RCTs and quantum breakthroughs, on the other hand, the LSCMM foundations guide: 

From divisiveness to great unity. 

 

 

36 Paul J. Morrow & Thomas M. Fitzpatrick, U.S. and International Legal Perspectives Affecting Cybersecurity 

Corporate Governance, 8 Int'l Rel. & Diplomacy 231 (2020) 
37 Polathan Küsbeci & Mehmet Fatih Burak, The Relationship Between Cybersecurity, Corporate Trust and 

Corporate Reputation in Businesses (2025) 
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