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ABOUT WHITE BLACK LEGAL

White Black Legal — The Law Journal is an open-access, peer-reviewed, and refereed legal
journal established to provide a scholarly platform for the examination and discussion of
contemporary legal issues. The journal is dedicated to encouraging rigorous legal research,

critical analysis, and informed academic discourse across diverse fields of law.

The journal invites contributions from law students, researchers, academicians, legal
practitioners, and policy scholars. By facilitating engagement between emerging scholars and
experienced legal professionals, White Black Legal seeks to bridge theoretical legal research
with practical, institutional, and societal perspectives.

In a rapidly evolving social, economic, and technological environment, the journal endeavours
to examine the changing role of law and its impact on governance, justice systems, and society.
White Black Legal remains committed to academic integrity, ethical research practices, and the

dissemination of accessible legal scholarship to a global readership.

Page | 1352


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 4 | Feb 2026 ISSN: 2581-8503

AIM & SCOPE

The aim of White Black Legal — The Law Journal is to promote excellence in legal research
and to provide a credible academic forum for the analysis, discussion, and advancement of
contemporary legal issues. The journal encourages original, analytical, and well-researched

contributions that add substantive value to legal scholarship.

The journal publishes scholarly works examining doctrinal, theoretical, empirical, and
interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal
professionals, researchers, scholars, and students who demonstrate intellectual rigour,

analytical clarity, and relevance to current legal and policy developments.

The scope of the journal includes, but is not limited to:
e Constitutional and Administrative Law
e Criminal Law and Criminal Justice
e Corporate, Commercial, and Business Laws
e Intellectual Property and Technology Law
e International Law and Human Rights
e Environmental and Sustainable Development Law
e Cyber Law, Artificial Intelligence, and Emerging Technologies

e Family Law, Labour Law, and Social Justice Studies

The journal accepts original research articles, case comments, legislative and policy analyses,
book reviews, and interdisciplinary studies addressing legal issues at national and international
levels. All submissions are subject to a rigorous double-blind peer-review process to ensure

academic quality, originality, and relevance.

Through its publications, White Black Legal — The Law Journal seeks to foster critical legal
thinking and contribute to the development of law as an instrument of justice, governance, and
social progress, while expressly disclaiming responsibility for the application or misuse of

published content.
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THE RISE OF ARTIFICIAL INTELLIGENCE INWHITE
COLLAR CRIME: ANALYZING INDIA’S
PREPAREDNESS AND LEGAL CHALLENGES

AUTHORED BY - MR. ADITYA KUMAR! & DR. MITHILESH KR. YADAV?

ABSTRACT

This article examines the legal and ethical challenges posed by the rapid rise of artificial
intelligence in the realm of cybercrime and white collar crime in India. Drawing on a doctrinal
review of statutes, case law and key publications from the Indian Law Institute, the study maps
how emerging technologies are being misused to facilitate sophisticated white collar offences
such as financial fraud, synthetic audio and video manipulation, automated impersonation,
intelligent password attacks and large scale social engineering. At the same time, the research
highlights how these technologies are also being deployed to strengthen cyber defense,

regulatory oversight and investigative capacity in combating white collar crime.

The analysis identifies significant gaps in the current legal framework, including
uncertainty over authorship and liability in machine-assisted economic offences, limits of
privacy protection in large scale data processing, and the challenges of technical attribution in
complex financial crimes. Institutional weaknesses are also discussed, notably limited digital
literacy, shortages of specialised expertise and uneven coordination among regulators and
enforcement agencies dealing with white collar crime. The paper concludes with practical
recommendations that balance innovation with accountability. These include clearer legal
standards for responsibility in Al-enabled financial misconduct, mandatory transparency and
audit measures for high-risk systems, targeted capacity building for investigators and judges,
and stronger collaboration between public and private actors. The aim is to chart a pragmatic
path toward a safer and more legally coherent digital environment in addressing emerging

forms of white collar crime.

! Research Scholar, College of Law, IIMT University, Meerut, U.P.
2 Assistant Professor, College of Law, IIMT University, Meerut, U.P.
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1. INTRODUCTION

“Technology will integrate police, forensics, jails, and courts, and will speed up their work as

well. We are moving towards a justice system that will be fully future-ready.”

- Prime Minister, Shri Narendra Modi

The rapid growth of artificial intelligence technology has spawned a new kind of cyber
threat- one that's quick, smart and devastating. As digital capabilities get cleverer, so too do the
tricks that dodgy folks use to exploit them for nefarious ends. Digital technology has been
thoroughly integrated into all aspects of human life in contemporary society, revolutionizing
our ways of communication, collaboration and commercialization. However, alongside these
benefits lies a corollary pressing concern: the growing misuse of technology for nefarious
activities especially in cybercrime and white collar crime, particularly in financial, corporate
and professional domains. The rapid growth of artificial intelligence has spawned a new kind
of threat—one that is quick, smart and highly sophisticated. As digital capabilities advance, so
do the methods used by offenders to exploit them for complex white collar crimes such as
financial fraud, corporate espionage, identity theft and large-scale online scams. India, like
several countries, is struggling to figure out how best to harness the possibilities of Al and
grapple with the other side of the coin.

Artificial intelligence has been used to produce synthetic voices, make photos and
videos that look and sound realistically authentic, among other longstanding practices, as well
as pull off online scams so savvy they draw in even some seasoned internet users.® These Al-
enabled crimes also raise novel legal and ethical issues, and indicate that our own nation's laws
must keep up with the rapid advancement of technology. These Al-enabled white collar crimes
raise novel legal and ethical challenges, highlighting the urgent need for India’s legal
framework to evolve alongside technological advancements. In response, the government of
India has been trying to make its cyber laws more robust through statutes like the Information
Technology Act, 2000 and the Digital Personal Data Protection Act, 2023 and amendments in
acts like the Copyright Act.* But the rise of automated decision-making systems and deepfake

technology reveals holes that traditional legal structures were never built to fill such

3 World Economic Forum. (2022). Global cyber risk report 2022: Al-enabled crimes and emerging threats. WEF
Publications.

4 Government of India. (2023). Information Technology Act, 2000; Digital Personal Data Protection Act, 2023;
Copyright Act amendments. Ministry of Law and Justice, Government of India.
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technologically advanced forms of cybercrime and white collar crime. Generally the question
arise Who bears responsibility for Al-driven economic offences? How can we protect our
personal data and obtain justice in an era of clever machines facilitating complex financial and

corporate misconduct?”

In addition, the Indian judiciary has played a crucial role in interpreting and expanding the
scope of cyber laws, particularly in cases involving white collar crime in digital spaces. Judicial
decisions have helped clarify concerns related to online privacy, freedom of speech and data
protection, while also addressing emerging forms of financial fraud and corporate liability.
These business developments underline the importance of a balanced approach that allows
innovators to do their jobs, while protecting individuals and institutions from technological
malpractice and misuse including white collar criminal activities. As Al continues to transform
the online world, the demand for strict regulation, public awareness and ethical considerations
has never been greater especially in the context of white collar crime. Digital literacy and
institutional capabilities as well as dynamic legal systems capable of responding to these trends,
will be key in defending the individual and society against this latest wave of cyber and

economic offences where Al is steering it ahead.

1.1. Objective of the Research

The primary aim of this research paper is to examine the emerging legal and ethical
challenges posed by artificial intelligence—driven cybercrimes and white collar crimes in India
and to evaluate the adequacy of the existing legal framework in addressing them. The study
seeks to understand how Al technologies are transforming both the nature of cyber and
economic offences—particularly financial fraud, corporate misconduct and digital deception—
and the mechanisms used to prevent, regulate and investigate such crimes.

1. To explore how artificial intelligence is transforming the landscape of cybercrime and
white collar crime in India, including its role in enabling new forms of digital fraud,
data manipulation, corporate misconduct and and identity theft.

2. To assess the adequacy of existing Indian laws, such asthe Information Technology
Act, the Copyright Act, and the Digital Personal Data Protection Act, in addressing the
complex challenges created by Al-driven cyber offences and white collar crimes.

3. To examine the legal, ethical, and institutional barriers that hinder effective
investigation, accountability, and enforcement in cases involving Al-based cyber

threats and white collar criminal activities, particularly in financial and corporate
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sectors.

4. To propose practical and policy-oriented recommendations aimed at strengthening
India's legal and institutional framework to ensure the responsible and secure use of
artificial intelligence, while effectively preventing and controlling cybercrime and

white collar crime.

1.2. Research Methodology

This study adopts a doctrinal methodology and does not involve empirical fieldwork. It
is based on a close reading and analysis of legal materials, with primary reliance on statutes,
rules, judicial decisions and official policy documents relating to cybercrime and white collar
crime in India. Secondary sources include textbooks, journal articles and publications from the
Indian Law Institute, which have been used as key references to understand both technological
and economic offences. The approach combines statutory interpretation, case law analysis and
the synthesis of scholarly commentary, with selective comparison to relevant international
norms where helpful, particularly in the regulation of Al-driven cyber and white collar crimes.
The scope is limited to doctrinal research and written sources; interviews and primary data

collection were not undertaken.

2. ROLE OF Al IN FACILITATING CYBERCRIME AND WHITE
COLLAR CRIME

Artificial intelligence has become a powerful tool for both legitimate innovation and
criminal misuse. As Martin Roesler observed, cybercriminals quickly adopt emerging
technologies, and Al is no exception. While Al enhances convenience and efficiency for
everyday users, it also equips malicious actors with advanced capabilities to carry out
cybercrime and white collar crime, particularly in financial, corporate and professional
settings.® Al-driven tools enable sophisticated forms of misconduct such as automated financial
fraud, corporate data manipulation, insider trading support systems, identity theft and large-
scale digital deception. These technologies not only increase the scale and speed of offences
but also make detection and attribution more difficult. As a result, Al is significantly reshaping
the landscape of both cybercrime and white collar crime, creating new challenges for legal

regulation and enforcement.

SMartin Roesler. (2021). Emerging technologies and cybercrime: Al and digital threats. Cybersecurity Research
Journal, 14(2), 45-62.
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2.1. Synthetic audio and video (deepfakes)

Modern tools can generate convincing fake images, voices and videos. These systems
typically use two components that compete to improve the realism of the output: one creates
content while the other evaluates it until the results appear authentic. Because these techniques
can produce highly believable fakes without requiring advanced technical skills, they have
become attractive not only for general cybercrime but also for white collar crime, particularly
in cases of financial fraud, corporate deception and market manipulation.® Such Al-generated
content can be used to impersonate executives, mislead investors, manipulate stock prices or
facilitate high-value financial scams. Real-world incidents demonstrate the severity of these
risks: in 2019, fraudsters used a forged voice to trick a company’s CEO into transferring
£200,000, while scammers have created fake videos of public figures to promote fraudulent
cryptocurrency schemes. During the Russia—Ukraine conflict, manipulated footage was even
used to falsely depict a national leader announcing surrender. These examples highlight how
Al-driven deepfake technologies are increasingly being exploited in sophisticated white collar

crimes, posing serious challenges for legal systems and enforcement agencies.

2.2. Smarter password-cracking

Password-cracking tools have long been based on guessing and checking: propose a
password, compute its hash, and compare with the stored value. Newer approaches augment
these methods with machine learning. Systems trained on lists of real passwords can generate
likely password candidates, substantially improving cracking success. For example, when
combined with traditional hash-cracking tools, these trained models have been shown to
increase the number of passwords recovered from breached datasets by notable percentages.’
This growing capability highlights the heightened risk Al poses in facilitating sophisticated
cyber-enabled white collar crimes, making detection and prevention more challenging for
organizations and enforcement agencies. These advancements are increasingly being exploited
not only in general cybercrime but also in white collar crime, particularly in cases involving
corporate espionage, financial fraud and unauthorized access to sensitive business or banking
systems. By breaching secure accounts, offenders can manipulate financial records, steal

confidential data or execute fraudulent transactions at scale.

& World Economic Forum. (2020). Deepfakes and the rise of Al-enabled financial crime: Global risks and
mitigation strategies. World Economic Forum.

" MIT Technology Review. (2021). Al and machine learning in cybersecurity: The rise of smarter password-
cracking tools. MIT Technology Review.
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2.3. Voice and persona impersonation

Advances in text-to-speech and voice-modelling mean automated voices can now sound
remarkably natural. Technologies originally designed for convenience, such as virtual
assistants that place calls and speak in human-like tones, can be adapted by bad actors to
impersonate individuals with distressing accuracy. Generative models can capture the timbre
and cadence of a person's voice, enabling realistic impersonation that can be used in scams,
social engineering, and disinformation campaigns, and sophisticated white collar crimes.? In
particular, Al-enabled voice and persona impersonation can facilitate financial fraud, corporate
deception, and unauthorized access to sensitive business or banking communications.
Executives, clients, or employees can be targeted to authorize fraudulent transactions, reveal
confidential information, or manipulate business decisions, demonstrating how Al-driven

impersonation is reshaping the landscape of economic and corporate crimes.

2.4. No-code and low-skill attack tools

Platforms that convert plain language into working code lower the barrier to creating
software. This democratization is positive for many users, but it also creates a new class of
low-skill offenders who can launch attacks without deep technical training. Large language
models that produce fluent text are being misused to create phishing messages, social
engineering scripts, fake customer-support chats, and other tools that help criminals scale their
operations. These no-code and low-skill tools are not only facilitating general cybercrime but
also white collar crime, particularly in financial fraud, corporate deception, and unauthorized
business manipulations. For instance, attackers can automate schemes to trick employees into
authorizing payments, disclose sensitive corporate data, or manipulate client
communications—all without needing sophisticated coding skills.” By lowering technical
barriers, Al-driven no-code platforms are expanding the reach and efficiency of modern white

collar criminal operations.

2.5. Automated trading frauds and scams
Al-driven trading platforms and prediction tools can be used legitimately to analyse

markets and execute investment strategies. However, fraudsters also exploit the appearance of

8 World Economic Forum. (2021). Al-enabled voice fraud and corporate risk: Emerging threats and mitigation
strategies. World Economic Forum.
® World Economic Forum. (2021). Al-enabled voice fraud and corporate risk: Emerging threats and mitigation
strategies. World Economic Forum.
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automation and machine intelligence to carry out white collar crimes, such as running fake
investment schemes, manipulating algorithmic trading platforms, or deceiving victims into
trusting fraudulent financial interfaces.’® By creating convincing dashboards, reports, and
automated analytics, offenders can lure individuals and institutions into transferring funds or
making high-risk financial decisions under false pretenses. This demonstrates how Al not only
transforms legitimate financial services but also amplifies the scale and sophistication of Al-

enabled white collar crime.

2.6. Finding vulnerabilities and optimising attacks

Machine learning can rapidly process large volumes of data to identify system
vulnerabilities or prioritize targets most likely to yield financial gain. This capability enables
attackers to tailor their campaigns with high precision, increasing both the frequency and
sophistication of incursions such as ransomware attacks, targeted intrusions, and white collar
crimes like corporate fraud, insider trading schemes, and large-scale financial manipulation.*!
By leveraging Al to analyze patterns and exploit weaknesses, offenders can execute complex
economic and cyber-enabled offences more efficiently, posing significant challenges for

detection, prevention, and legal accountability.

3. ROLE OF Al IN COMBATING CYBERCRIME

Technology isn’t just a weapon for criminals; it is also a powerful tool for prevention
and enforcement. Modern Al-driven systems can strengthen authentication, detect scams,
block malicious websites, and assist law enforcement in identifying and tracking offenders
involved in both cybercrime and white collar crime. These tools help organizations and
authorities mitigate financial fraud, corporate deception, identity theft, and other economic
offences, demonstrating that advanced technologies can play a critical role in defending

individuals, businesses, and society against increasingly sophisticated Al-enabled threats.

3.1. Al in Cyber Defense
Modern cyber security increasingly relies on automated, intelligent systems to

strengthen defenses and analyze threats, allowing human teams to focus on strategic responses.

10 Financial Conduct Authority UK. (2020). Artificial intelligence and algorithmic trading: Risks of Al-enabled
financial crime. Financial Conduct Authority.

11 Europol. (2022). The role of Al and machine learning in facilitating sophisticated financial and corporate
crimes. Europol.

Page | 1360


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 4 | Feb 2026 ISSN: 2581-8503

By recognizing patterns of malicious behavior, these systems shorten response times during
incidents and help contain damage more quickly. As threats grow in number and sophistication,
including Al-enabled white collar crimes such as corporate fraud and financial manipulation,
2traditional methods struggle to process the sheer volume of network data. Contemporary
security solutions bridge this gap by continuously monitoring traffic, triaging alerts, and taking

pre-programmed protective actions, making incident response more proactive and effective.

3.2. Stronger authentication and adaptive monitoring

Beyond simple passwords, two-factor, multi-factor authentication methods layers of
protection add an extra barrier, for example, a onetime code sent to a phone. Systems that
continuously monitor logins and behavior can step in when something looks unusual, forcing
additional checks or blocking access. These adaptive measures make it much harder for
attackers to piggyback on stolen credentials -a common vector in Al-assisted white collar

crimes. 13

3.3. Detecting spam and phishing

Smart filters go further than keyword matching. By analyzing the wording, context and patterns
of messages, they can identify phishing attempts and spam with greater accuracy. This reduces
the number of malicious emails landing in user inboxes and helps security teams prioritize

genuine threats.

3.4. DNS-level protection

Filtering at the domain level prevents users and devices from reaching known malicious or
inappropriate sites. By classifying domain requests and blocking suspicious ones before a
connection is made, DNS protection cuts off and reduces the risk of several attacks used for

both cybercrime and white collar crime.

3.5. Telling good bots from bad
Not all automated traffic is harmful; many services rely on well-behaved bots. Modern

detection tools learn normal traffic patterns so they can distinguish legitimate crawlers from

12 ENISA. (2021). Artificial intelligence in cybersecurity: Threats and mitigation strategies. European Union
Agency for Cybersecurity (ENISA).

13 SANS Institute. (2020). Al-assisted cybercrime and adaptive defense mechanisms: Mitigation strategies for
financial and corporate fraud. SANS Institute.
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malicious bots used for scraping, credential stuffing, or other attacks. That lets defenders block

hostile automation while preserving legitimate services.'*

3.6. Advanced attack analytics and commercial tools

Several vendors offer cloud-based analytics and endpoint protections that continuously
update to detect new tactics. Examples include targeted attack analytics from established
security firms and products like Intercept X, Cognito, QRadar Advisor, and others that help
organizations detect and investigate sophisticated intrusions and Al-driven white collar crimes.

3.7. Support for criminal investigations

Video and image analysis tools can speed up identification and tracking in investigations.
Facial-recognition and pattern-matching methods assist law enforcement in real time, helping
to locate suspects and corroborate evidence, though their use raises important legal and ethical

questions.

3.9. International guidance and best practices

Recognizing both the promise and the risks of these technologies, international bodies
have produced toolkits and guidelines to help police use them lawfully and responsibly.
Collaborative resources offer practical advice, case studies, and ethical guardrails so agencies
can deploy these capabilities while respecting rights and due process using Al in cybercrime

and white collar crime investigations.

4. LEGAL PROVISIONS
4.1. Information Technology Act

The Information Technology Act, 2000 provides the principal statutory framework in
India for addressing offences committed by means of electronic systems.™ The Act contains
specific criminal provisions designed to address impersonation, privacy intrusions and other
harms facilitated by digital technologies; two provisions of particular relevance are set out
below.

» Electronic Impersonation (Section 66D): Section 66D criminalizes the act of

4 Imperva. (2021). Distinguishing legitimate and malicious bots: Implications for corporate security and Al-
assisted financial crime. Imperva.

15 Government of India. (2000). The Information Technology Act, 2000. Ministry of Law and Justice, Government
of India.
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impersonating another person through the use of a computer, communication device or
any electronic resource with the intent to cheat. Conviction under this provision attracts
punishment of imprisonment for a term of up to three years, a fine of up to 31,00,000,
or both. 6

» Violation of Privacy by Electronic Means (Section 66E): Section 66E addresses the
unauthorized capture, publication or transmission of a person's private images or
recordings through electronic media. Conduct covered by this section, including the
dissemination of deep fake material that infringes privacy, are punishable by

imprisonment for up to three years, a fine of up to 22,00,000, or both.’

4.2. Copyright Act, 1957

Section 51 of the Copyright Act makes it clear that any unauthorized exercise of an exclusive
right belonging to the copyright owner, for example, reproducing, distributing, communicating
to the public, or making an adaptation of a protected work without permission, constitutes
copyright infringement and attracts the remedies provided under the Act.*® The Copyright
(Amendment) Rules, 2021 updated and introduced administrative procedures and introduced
measures against Al-assisted white collar crimes that manipulate or reproduce content
illegally intended to improve transparency and electronic processing in the Copyright Office,®
but they did not resolve deeper questions about authorship where machine generated
contributions are involved. A notable controversy illustrates the legal uncertainty that can arise
when software substantially contributes to a creative work. An application submitted in respect
of an artwork that listed a software program called “RAGHAV” alongside a human claimant
attracted public attention: the Indian Copyright Office initially recorded the matter in 2020, but
the registration and subsequent communications became the subject of scrutiny and later
refusals in other jurisdictions, underscoring the unsettled nature of authorship and protection
for works involving automated tools.?’ This ambiguity may also create opportunities for
misuse, where automated systems could be leveraged in forms of white-collar crime, such as

intellectual property fraud, misrepresentation of authorship, or deceptive commercial

16 Government of India. (2000). Section 66D: Punishment for cheating by impersonation using computer
resources. Ministry of Law and Justice, Government of India.

17 Government of India. (2000). Section 66E: Punishment for violation of privacy by electronic means. Ministry
of Law and Justice, Government of India.

18 Government of India. (1957). The Copyright Act, 1957. Ministry of Law and Justice, Government of India.

19 Government of India. (2021). Copyright (Amendment) Rules, 2021. Ministry of Law and Justice, Government
of India.

2 Indian Copyright Office. (2020). Application listing software “RAGHAV” as co-author. Ministry of Commerce
& Industry, Government of India.
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practices.?*Because current law presumes human authorship and courts and copyright offices
traditionally address human claimants, non-human software cannot itself be sued for
injunctions, damages or other remedies. That legal gap creates practical and strategic
difficulties: while creators can seek protection for the human-authored elements of a work,
disputes about the protect ability of the machine-generated portions remain unresolved and
may affect enforcement and liability outcomes, particularly in cases where such works are

exploited in the course of white-collar crime.??

4.3. Digital Personal Data Protection Act, 2023

Enacted to bring India's privacy framework closer to international standards, the Digital
Personal Data Protection (DPDP) Act, 2023 draws conceptual influence from global models
such as the European Union's General Data Protection Regulation (GDPR)?® and the data
protection regimes of Singapore and Australia. The Act governs all forms of digital personal
data, including information that was originally collected in non-digital form but subsequently
digitized. One of the key features of the legislation is its extraterritorial application. It extends
to data processing activities conducted outside India when such processing is linked to the
offering of goods or services to individuals within Indian territory. However, the Act does not
explicitly include situations involving the profiling of individuals in India by entities abroad,
leaving a potential gap that may allow foreign organizations to use large datasets containing
personal information of Indian citizens for algorithmic training and data analytics, potentially
facilitating Al-driven white-collar crime such as financial fraud, identity misuse, or corporate
misconduct. The law places an obligation on data fiduciaries to delete personal information
once the intended purpose has been achieved or when consent is withdrawn by the concerned
individual. Nevertheless, questions remain regarding how this requirement will apply to
platforms that rely on vast public datasets, particularly where such data may be relevant for
detecting or investigating patterns of white-collar crime.?* In practical terms, digital service
providers and automated systems that utilize publicly available information must now obtain
the explicit consent of individuals before collecting or processing their personal data, ensuring
compliance with the principles of informed and voluntary data sharing while balancing the

need to prevent and address white-collar crime.

2L Edwin Sutherland. (1949). White-collar crime. Dryden Press.

22 NITI Aayog. (2021). Responsible Al for All: Strategy for India. Government of India.

23 European Union. (2016). Regulation (EU) 2016/679 (GDPR). Official Journal of the European Union.
2 NITI Aayog. (2021). Responsible Al for All: Strategy for India. Government of India.
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5. LEGAL CHALLENGES IN AI-DRIVEN CYBER AND WHITE
COLLAR CRIMES

The deployment of automated and algorithmic defense tools in cyber-security brings

significant legal challenges, including questions of liability, privacy and compliance. Who
bears responsibility when an automated action causes harm, whether through a false positive,
missed threat or system failure, must be clearly defined. Processing personal data for threat
analysis must comply with laws such as the GDPR and India's DPDP Act, limiting how
information can be collected, used and shared. Ethical concerns including mass surveillance
and algorithmic decision-making, create a pressing need for oversight, transparency, and
avenues for redress.?5At the same time, attackers are finding ways to exploit and circumvent
these tools, including committing Al-enabled white collar crimes such as corporate fraud,
financial manipulation, and identity theft. exposing gaps inexisting cybercrime laws.
Organizations therefore need clear accountability frameworks, documented safeguards, routine
legal and technical audits, and policies that ensure transparency and compliance as threats
evolve, thereby mitigating both cybersecurity risks and sophisticated Al-driven white collar

criminal activity.

5.1. Technological Challenge:

The rapid pace of technological advancement has made it increasingly difficult to create legal
frameworks that can effectively deal with new and evolving forms of cyber threats. Law
enforcement agencies often find themselves unequipped to handle complex digital crimes due
to insufficient technical knowledge and limited specialized training required to investigate
complex digital crimes, including Al-enabled white collar crimes such as corporate fraud,
financial manipulation, and data theft. The lack of swift investigative mechanisms further
weakens their ability to respond to cyber incidents efficiently, allowing many offenders to go

unpunished.

5.2. Lack of Digital Literacy and Awareness:
In many parts of rural India, people remain largely unaware of the risks that come with
using digital platforms. This limited understanding exposes them to various forms of online

exploitation, such as financial scams, phishing, and identity theft frequently exploited in Al-

2 International Telecommunication Union. (2023). Global Cybersecurity Index 2023. ITU Publications.
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facilitated white collar crime.?® Even within urban areas and organizations, a significant
number of individuals are unfamiliar with basic digital safety practices. The absence of proper
awareness programs and cyber-security education has left both individuals and institutions
vulnerable, making it easier for cybercriminals to exploit these gaps especially when they are
created by the leaders, bureaucrats and other respectable, high-status individuals in the course

of their occupation.?’

5.3. Ethical Concerns and Accountability:

The growing use of advanced technologies in crucial sectors has brought with it serious
ethical concerns. Issues such as bias in automated decision-making, misuse of Al in policing,
finance, and healthcare, and discrimination in digital systems raise pressing questions about
fairness and transparency. 2®When such technologies are applied in areas like policing or
healthcare, their potential impact on society becomes even more critical, requiring strong
regulatory oversight. Therefore it is essential that regulatory bodies ensure accountability by
implementing strict oversight mechanisms and ethical standards that promote fairness,

transparency, and social responsibility.

5.4. Lack of Expertise and Resources:

Regulatory institutions in India continue to face a major shortage of skilled
professionals with deep knowledge of advanced technologies and cyber security practices.
2%This lack of expertise often leads to weak enforcement and inadequate supervision of
emerging digital Al systems used in cybercrime and white collar crime. Strengthening the
capabilities of these institutions through specialized training programs, collaboration with
technical experts, and the creation of multidisciplinary teams is crucial. Doing so will empower
them to design and implement more effective strategies to handle complex digital and

regulatory challenges in the future.

5.5. Data Privacy and Protection:
Cyber defense tools that rely on large volumes of data often collect personal and

sensitive information, creating clear tensions with data protection laws such as the EU's GDPR

2 NITI Aayog. (2021). Responsible Al for All: Strategy for India. Government of India.
27 Edwin Sutherland. (1949). White-collar crime. Dryden Press.

28 OECD. (2021). OECD Al principles and guidelines. OECD Publishing.

29 CERT-In. (2022). Annual report on cybersecurity incidents. CERT-In.
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and India's DPDP Act. Organizations must therefore establish a lawful basis for processing,
minimize the data they retain, and limit use to clearly defined security purposes. Technical
safeguards, strong encryption, and strict access controls, together with contractual protections
for third-party providers, help reduce privacy risks. Regular impact assessments, transparent
privacy notices, retention-and- deletion policies, and mechanisms for individuals to exercise
their rights are essential to maintain legal compliance and public trust while pursuing legitimate

security objectives especially when Al is used to target financial or corporate systems.

5.6. Accountability and Liability:

Determining responsibility when automated security systems err is a major legal
challenge, particularly in contexts where such systems are deployed to detect or prevent white-
collar crime.®® A false alarm that labels legitimate activity as fraudulent or indicative of white-
collar crime can cause service outages, wrongful blocking of users, or unnecessary shutdowns,
disrupting operations and creating financial and reputational loss. Conversely, a failure to
detect actual white-collar crime may enable financial fraud, insider abuse, or regulatory
violations to go unchecked. Establishing liability, therefore, requires clear rules on the duties
of system operators, vendors, and organizations, together with rigorous testing, comprehensive
logging, and timely human oversight. Legal and contractual safeguards should mandate
documented controls, incident response procedures, and remedies for individuals or entities
harmed by incorrect automated actions, while also ensuring accountability where systems fail

to prevent white-collar crime.

5.7. Bias and Discrimination:

Algorithms used in cyber defense, particularly those designed to detect or prevent white-collar
crime, can carry hidden biases that produce unfair outcomes. When these systems rely on
flawed or unrepresentative data, they may incorrectly associate particular people, communities,
or organisations with patterns of white-collar crime, leading to disproportionate scrutiny. This
can result in wrongful denial of services, reputational harm, and unequal treatment that triggers
legal liability. To address this, organizations should validate and diversify their data sources,
conduct routine bias audits, involve a broad range of stakeholders in system design, document
decision rules clearly, and offer accessible appeal and remediation procedures for those
affected.

30NITI Aayog. (2021). Responsible Al for All: Strategy for India. Government of India.
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5.8. Attribution of Cyber Attacks:

Tracing the source of a cyber attack is becoming harder as perpetrators—including
those engaged in white-collar crime such as financial fraud or corporate espionage—Ilearn to
conceal their tracks or copy the tactics and signatures of other groups. When origin points are
hidden or deliberately spoofed, identifying the responsible party and pursuing legal or
diplomatic remedies grows more difficult. This uncertainty weakens efforts to hold actors to
account under international law and undermines traditional technical and investigative methods

for attribution, particularly in cases involving sophisticated, cross-border white-collar crime.

5.9. Legal Uncertainty:

The rise of autonomous systems challenges long-established legal concepts such as
liability, causation, and the applicable duty of care, particularly where such systems are used
to detect or prevent white-collar crime. When a system acts and a cyber incident follows—
whether by falsely flagging legitimate activity as white-collar crime or failing to detect actual
financial misconduct—courts may find it difficult to pinpoint who should be held responsible.
Issues include how to trace causation through automated decision paths, what level of foresee
ability or negligence applies to developers and operators, and how to assess compliance with
expected safety practices. This legal uncertainty leaves operators, vendors, and regulators
exposed and underscore the need for clear rules on responsibility, rigorous testing and audit
requirements, and practical guidance on admissible evidence and remedies, especially in cases

involving alleged white-collar crime.

6. LANDMARK CASE LAWS IN CYBERCRIME AND WHITE
COLLAR CRIME IN INDIA

India’s legal framework for cyberspace has evolved through a series of landmark judicial
decisions. These cases have shaped the interpretation and enforcement of the Information
Technology Act, defined responsibilities in data protection, and reinforced individual rights in
the digital era. From addressing online harassment and data theft to ensuring freedom of
expression and financial security, these judgments have laid the foundation for a stronger and
more accountable cyber law regime in India and have also set important precedents for tackling
Al-enabled white collar crimes, such as corporate fraud, financial scams, and insider data
misuse. Collectively, these rulings have laid the foundation for a stronger, more accountable,

and adaptive cyber law regime in India, capable of responding to both traditional cybercrime
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and sophisticated economic offences.

In Tamil Nadu State v. Suhas Katti,*!In the first Information Technology Act case,
addressing internet harassment and setting precedent for prosecuting online offences.
Suhas Katti had been convicted for sending lewd messages by an internet café to a
woman. He was charged with posting obscene materials through his computers and
sending such content to other email users whose identities were not immediately
known, the IT law offence related to "computer offenses,” it said. The decision set a
precedent for prosecuting internet harassment and pornography.

Cyber Appellate Tribunal Case (2015), It related to allegations that data was
unlawfully accessed and interfered with. The controversy underscored the necessity of
having a specialized forum to adjudicate on controversial matters related to abuse,
misuse and cyber offences and gave a fillip for furthering appellate review in the area
of violations for information technology norms.

TCS v. Anil Kumar (2011), is the case of Employment-related misappropriation of
sensitive company data, highlighting internal data protection and Al-enabled white
collar crime risks. In this employment-related dispute, a Tata Consultancy Services
employee misappropriated sensitive company information and sought to benefit from
it. The case underscored the importance of robust internal data protection measures and
clarified employers' duties to secure proprietary digital assets against insider threats.
Dr. N. S. Kharbanda v. Union of India,3* emphasized State responsibility for
coordination between law enforcement and technology stakeholders. The judgment
emphasised the State's obligation to strengthen measures against cyber threats and
cyber terrorism. The Delhi High Court called for closer coordination between law
enforcement agencies and technology stakeholders, stressing that legal and technical
collaboration is essential to tackle sophisticated cyber offences.

Shreya Singhal v. Union of India,®® struck down Section 66A, protecting online
expression while balancing accountability for digital offences. In this case the Supreme
Court struck down Section 66A of the Information Technology Act, holding that the
provision, as worded, was overly vague and posed an unjustified restriction on freedom

of speech guaranteed under Article 19(1)(a) of the Constitution. The ruling protected

3L (2004) 1 SCC (Cyber) 21 (India).

32 Cyber Appellate Tribunal Case, (n.d.) Cyber Appellate Tribunal (India).

33 Tata Consultancy Services v. Anil Kumar, (2011) High Court/Bench (India).
3 Dr. N. S. Kharbanda v. Union of India, (2015) Delhi High Court (India).

% (2015) 5 SCC 1.
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online expression by declaring the contested criminalisation of certain electronic
communications unconstitutional.

« Rajendra Mishra v.Union of India,*®addressed digital payment fraud, directing banks
to strengthen security and prevent Al-assisted financial crimes. This case dealt with
fraud committed through digital payment systems. The court directed banks and
financial institutions to strengthen their security protocols and take proactive measures
to safeguard customers' financial data, underlining the responsibility of financial
intermediaries to prevent and respond to electronic fraud.

7. CONCLUSION AND SUGGESTIONS

The growing integration of artificial intelligence into digital systems has transformed
the nature of cyber threats and white collar crime in India.®” What began as isolated acts of
online fraud and data theft has evolved into a sophisticated ecosystem of technology-enabled
offences, including financial fraud, corporate deception, and large-scale economic
manipulation, which challenge traditional legal and enforcement boundaries. While digital
tools bring enormous benefits, they also demand a higher level of preparedness from
lawmakers, investigators, and citizens. India’s current cyber laws, such as the Information
Technology Act, the Copyright Act, and the Digital Personal Data Protection Act, provide a
solid foundation, but they are struggling to keep pace with the rapid emergence of Al-driven
cyber and white collar crimes. These statutes often aren't well-suited to address the
complexities of advanced automated systems, manipulated digital content, and other modern
sophisticated tactics used by criminals increasingly used in cybercrime and white collar
crime. The lack of clear rules on accountability and liability in these new contexts leaves
important enforcement gaps. Limited digital literacy, scarce institutional expertise, and and a
shortage of skilled professionals further weaken the capacity of enforcement agencies to tackle

emerging Al-driven cyber and economic offences.

At the same time, efforts are underway both domestically and internationally to harden
the cyber ecosystem. Public-private cooperation and a growing awareness of digital risks are
shifting the focus toward robust defenses and ethical digital governance. India requires a

progressive legal framework capable of keeping pace with technology, taking a multi-faceted

% Rajendra Mishra v. Union of India, (n.d.) High Court/Bench (India).
37 International Telecommunication Union. (2023). Global Cybersecurity Index 2023. ITU Publications.
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approach that integrates technological development, legislative reform, and public awareness.
These could include the creation of a tech and cyber regulator, with powers to set ethical
guidelines, carry out audits and require clarity in data-driven algorithmic decision-making.
Other critical areas include specialized training for law enforcement, improved digital forensic
tools, high-level inter-agency coordination, and strategies to effectively investigate and
prosecute complex cyber-enabled white collar crimes.® Cyber security awareness and digital
ethics need to be part of across-the-curriculum learning in schools and higher learning
institutions to produce people who are better prepared to recognize online dangers. Public-
private partnerships must be developed when it comes to digital infrastructure protection and
proper use of new technologies in finance, health care, government, etc. Public-private
partnerships must be strengthened to protect digital infrastructure and ensure the responsible
use of Al in sectors such as finance, healthcare, and government.

Striking a balance between innovation and legal liability/ accountability is essential. It
is evident that if this technology is going to live up to its promise, we need to incorporate the
tools these companies are developing into our public safety utilize and regulatory frameworks,
elevate ethical technology practices, build institutional capacity, and reinforce legal
protections—ensuring that digital advancements serve the public good rather than enabling
new forms of criminal exploitation, including sophisticated white collar crime. India could
start to redirect it toward a safer digital future, one in which technology is made to serve the
public good instead of bludgeoning it back behind closed doors by elevating ethical technology

use, building institutional capacity and shoring up legal protections.

3 NITI Aayog. (2021). Responsible Al for All: Strategy for India. Government of India.
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