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scanning, or otherwise—without the prior written permission of the Editor-in-Chief of White
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All copyrights in the articles published in this journal vest with White Black Legal — The Law
Journal, unless otherwise expressly stated. Authors are solely responsible for the originality,

authenticity, accuracy, and legality of the content submitted and published.

The views, opinions, interpretations, and conclusions expressed in the articles are exclusively
those of the respective authors. They do not represent or reflect the views of the Editorial Board,
Editors, Reviewers, Advisors, Publisher, or Management of White Black Legal.

While reasonable efforts are made to ensure academic quality and accuracy through editorial
and peer-review processes, White Black Legal makes no representations or warranties, express
or implied, regarding the completeness, accuracy, reliability, or suitability of the content
published. The journal shall not be liable for any errors, omissions, inaccuracies, or
consequences arising from the use, interpretation, or reliance upon the information contained

in this publication.

The content published in this journal is intended solely for academic and informational
purposes and shall not be construed as legal advice, professional advice, or legal opinion. White
Black Legal expressly disclaims all liability for any loss, damage, claim, or legal consequence
arising directly or indirectly from the use of any material published herein.
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ABOUT WHITE BLACK LEGAL

White Black Legal — The Law Journal is an open-access, peer-reviewed, and refereed legal
journal established to provide a scholarly platform for the examination and discussion of
contemporary legal issues. The journal is dedicated to encouraging rigorous legal research,

critical analysis, and informed academic discourse across diverse fields of law.

The journal invites contributions from law students, researchers, academicians, legal
practitioners, and policy scholars. By facilitating engagement between emerging scholars and
experienced legal professionals, White Black Legal seeks to bridge theoretical legal research

with practical, institutional, and societal perspectives.

In a rapidly evolving social, economic, and technological environment, the journal endeavours
to examine the changing role of law and its impact on governance, justice systems, and society.
White Black Legal remains committed to academic integrity, ethical research practices, and the

dissemination of accessible legal scholarship to a global readership.
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AIM & SCOPE

The aim of White Black Legal — The Law Journal is to promote excellence in legal research
and to provide a credible academic forum for the analysis, discussion, and advancement of
contemporary legal issues. The journal encourages original, analytical, and well-researched

contributions that add substantive value to legal scholarship.

The journal publishes scholarly works examining doctrinal, theoretical, empirical, and
interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal
professionals, researchers, scholars, and students who demonstrate intellectual rigour,

analytical clarity, and relevance to current legal and policy developments.

The scope of the journal includes, but is not limited to:
e Constitutional and Administrative Law
e Criminal Law and Criminal Justice
e Corporate, Commercial, and Business Laws
e Intellectual Property and Technology Law
e International Law and Human Rights
e Environmental and Sustainable Development Law
e Cyber Law, Artificial Intelligence, and Emerging Technologies

e Family Law, Labour Law, and Social Justice Studies

The journal accepts original research articles, case comments, legislative and policy analyses,
book reviews, and interdisciplinary studies addressing legal issues at national and international
levels. All submissions are subject to a rigorous double-blind peer-review process to ensure

academic quality, originality, and relevance.

Through its publications, White Black Legal — The Law Journal seeks to foster critical legal
thinking and contribute to the development of law as an instrument of justice, governance, and
social progress, while expressly disclaiming responsibility for the application or misuse of

published content.

Page | 1773


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 4 Issue 2 | Oct 2026 ISSN: 2581-8503

DIGITAL RIGHTS AND CONSTITUTIONAL LAW

A Constitutional Perspective on Social Media Regulation in India

AUTHORED BY - BHUVANESWAR, UMA MAHESWARI & KARISHMA

Abstract
Social media has become an important part of communication, public discussion and
democratic participation in India. At the same time, the rapid growth of digital platforms has
created legal and constitutional concerns relating to misinformation, hate speech, online
harassment, content removal and privacy. This paper examines social-media regulation from
the perspective of Articles 14, 19 and 21 of the Constitution of India. It studies the Information
Technology Act, 2000, the Information Technology (Intermediary Guidelines and Digital
Media Ethics Code) Rules, 2021, and selected decisions of the Supreme Court concerning
online expression, privacy and internet access. The study follows a doctrinal and analytical
approach based on constitutional provisions, legislation, case law and scholarly literature. It
also presents a brief comparison with regulatory approaches in the European Union, the United
States and the United Kingdom. The paper finds that regulation is necessary in the digital
environment, but regulatory measures should remain transparent, lawful, proportionate and
consistent with fundamental rights. It recommends stronger safeguards for privacy, clearer
procedures for content removal, greater platform transparency and effective grievance-

redressal- mechanisms.

Keywords: Digital Rights; Social Media; Freedom of Speech; Privacy; Article 19; Article 21;
IT Act; Intermediary Regulation

1. Introduction

The growth of social media has changed the way people communicate, share information and
participate in public life. Platforms such as Facebook, Instagram, X and YouTube provide
individuals with spaces to express opinions, exchange ideas and engage in civic discussion. In
India, this development is closely connected with the constitutional protection of freedom of
speech and expression under Article 19(1)(a).

However, digital communication also creates difficult regulatory questions. False or
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misleading information, hate speech, online harassment, cyberbullying and misuse of personal
data can affect individuals and society. The legal response must therefore address legitimate
public concerns without creating unnecessary restrictions on lawful expression. This tension

between regulation and constitutional freedom forms the central concern of this study.

2. Research Problem and Research Gap

The central research problem is how India can regulate social-media activity while protecting
constitutional rights. Government blocking powers, intermediary obligations and platform
content-moderation practices may affect the ability of users to express themselves online. At
the same time, the State and digital platforms have legitimate responsibilities when online
activity causes identifiable legal or social harm.

The research therefore focuses on the constitutional limits of regulation rather than treating
regulation and freedom of expression as competing values in isolation. Particular attention is

given to legality, reasonableness, proportionality, privacy and procedural safeguards.

3. Research Questions

e How does social-media regulation affect freedom of speech and expression under
Article 19(1)(a)?

e How do Articles 14, 19 and 21 apply to social-media platforms and digital rights?

e What constitutional issues arise from the IT Act, 2000 and the IT Rules, 2021?

e How have courts approached online speech, privacy, internet access and intermediary
liability?

e What reforms can improve regulation while protecting fundamental rights?

4. Obijectives of the Study

e To examine the role of social media in exercising freedom of speech and expression.
e To study the relevance of Articles 14, 19 and 21 in the digital environment.

e To examine the principal Indian legal framework governing social-media platforms.
e To analyse selected judicial decisions on online speech, privacy and internet access.

e To identify constitutional concerns and suggest rights-respecting regulatory reforms.
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5. Research Methodology

This study adopts a doctrinal and analytical research methodology. The doctrinal component
examines constitutional provisions, legislation and judicial decisions relevant to digital rights
and social-media regulation. Scholarly literature is used to understand the broader legal
discussion surrounding online expression, privacy and intermediary responsibility.

The analytical focus is primarily on Articles 19(1)(a), 19(2) and 21, together with the
Information Technology Act, 2000 and the Information Technology (Intermediary Guidelines
and Digital Media Ethics Code) Rules, 2021. Selected Supreme Court decisions are examined
to understand how constitutional principles have been applied to digital rights and internet-

related restrictions.

6. Constitutional Framework

6.1 Article 19(1)(a): Freedom of Speech and Expression

Acrticle 19(1)(a) guarantees citizens the right to freedom of speech and expression. In the digital
age, social-media platforms have become important channels through which individuals
communicate opinions, share information and participate in public debate. The constitutional

protection of expression therefore has direct relevance to online communication.

6.2 Article 19(2): Reasonable Restrictions

Freedom of speech is not absolute. Article 19(2) permits reasonable restrictions on specified
grounds, including sovereignty and integrity, security of the State, public order, decency or
morality, defamation and incitement to an offence. For social-media regulation, the important
constitutional question is whether a restriction has a valid legal basis and whether it remains

within the limits permitted by the Constitution.

6.3 Articles 14 and 21

Avrticle 14 provides the constitutional guarantee of equality before the law and equal protection
of the laws. In the digital context, concerns such as algorithmic bias can raise questions about
equal treatment. Article 21 protects life and personal liberty and has also been interpreted to
include the fundamental right to privacy. This makes privacy, personal data and surveillance

important components of the digital-rights debate.
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7. Indian Legal Framework for Social Media Regulation

7.1 Information Technology Act, 2000

The Information Technology Act, 2000 provides an important statutory framework for digital
activity in India. It contains provisions that address online offences, intermediary responsibility
and government powers in relation to digital information.

Section 69A

Section 69A provides a statutory mechanism for blocking public access to information in
specified circumstances. The provision is relevant to the constitutional discussion because
restrictions on online information can directly affect freedom of expression.

Section 79

Section 79 provides an intermediary safe-harbour framework subject to statutory conditions.
The provision is significant because intermediaries play a central role in hosting and
transmitting user-generated content.

Section 66A

Section 66A was struck down by the Supreme Court in Shreya Singhal v. Union of India
(2015). The decision is a major reference point for understanding the constitutional limits of

vague or overbroad restrictions on online speech.

7.2 1T Rules, 2021

The Information Technology (Intermediary Guidelines and Digital Media Ethics Code)
Rules, 2021 establish due-diligence and compliance requirements for intermediaries and
provide mechanisms relating to grievances and content-related obligations. These requirements
form an important part of India's regulatory approach to online platforms.

8. Landmark Judicial Decisions
8.1 Shreya Singhal v. Union of India (2015)

The Supreme Court struck down Section 66A of the Information Technology Act. The case is

important for digital rights because it demonstrates the constitutional importance of clarity in
restrictions on speech and the protection of legitimate expression on the internet.

8.2 Justice K.S. Puttaswamy v. Union of India (2017)

A nine-judge bench of the Supreme Court recognised privacy as a fundamental right under

Article 21. The decision has direct relevance to social media because users routinely share
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personal information online and digital services involve extensive processing of personal data.

8.3 Anuradha Bhasin v. Union of India (2020)

The Supreme Court considered restrictions on internet services in the context of freedom of
speech and expression. The decision is relevant to digital rights because it connects internet
access with constitutional freedoms and emphasises the need for restrictions to satisfy legal

and constitutional requirements.

8.4 Maneka Gandhi v. Union of India (1978)
The Supreme Court gave Article 21 a broad interpretation and held that a procedure affecting
life or personal liberty must be fair, just and reasonable. This principle provides an important

constitutional foundation for considering procedural fairness in modern rights regulation.

9. Constitutional Issues in Social Media Regulation

e Restrictions on online expression must satisfy the requirements of Article 19(2).

e Collection, processing and misuse of personal information raise privacy concerns under
Article 21.

e Content removal without adequate procedural safeguards may create concerns about
fairness and arbitrary decision-making.

e Algorithmic systems and Al-generated deepfakes create emerging questions

concerning equality, accountability and information integrity.

10. Government Control, Censorship and Accountability

Government regulation of social media must operate within the limits of statutory authority
and the Constitution. Because content restrictions can directly affect speech, regulatory
decisions should be supported by clear legal standards and appropriate procedural safeguards.
Transparency is particularly important when government authorities request content removal
or blocking. Clear procedures, records of decisions and appropriate review mechanisms can
help reduce the possibility of arbitrary restrictions. Platform transparency can also help users
understand why content has been removed or restricted.

The research therefore treats accountability as an important part of digital regulation.
Regulation should not depend only on the power to remove content; it should also include

mechanisms through which affected users can understand, challenge and seek review of
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decisions.

11. Privacy and Digital Rights

Privacy has become a central concern in the social-media environment. Users may provide
personal information directly to platforms, while platforms may also process information
generated through digital activity. The constitutional recognition of privacy makes the
protection and responsible use of personal data an important part of the regulatory framework.
Privacy concerns are not limited to commercial data practices. Questions of surveillance, data
misuse and disclosure can also affect individual liberty and autonomy. A rights-based approach
therefore requires meaningful safeguards and accountability in the handling of personal

information.

12. Emerqging Challenges: Misinformation, Hate Speech and Al

The scale and speed of social media make misinformation difficult to address. Hate speech and
online harassment can also create serious harms for individuals and communities. At the same
time, attempts to address harmful content must distinguish unlawful or harmful material from
protected expression.

Artificial intelligence adds another layer of complexity. Al-generated deepfakes and
algorithmic decision-making can affect the reliability of online information and raise questions
about accountability and equality. These developments make transparent and carefully
designed regulation increasingly important.

13. Comparative Perspective

Different jurisdictions have adopted different approaches to online-platform regulation. The
comparison below is intended to identify broad regulatory features rather than suggest that one

model can be directly transferred to India.

13.1 European Union — Digital Services Act

The European Union's Digital Services Act places emphasis on procedures for illegal content,
transparency and user rights. It includes mechanisms relating to appeals and redress and
addresses transparency in recommender systems. These features illustrate an approach that

combines platform responsibility with procedural protections for users.
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13.2 United States — Section 230

The United States follows a different framework. Section 230 generally provides protection

from liability for third-party content while allowing platforms considerable discretion in
content moderation. This approach places greater emphasis on limiting intermediary liability

than on a single comprehensive regulatory framework.

13.3 United Kingdom — Online Safety Act 2023
The United Kingdom's Online Safety Act 2023 establishes duties concerning harmful and
illegal content, with particular attention to the protection of children. Ofcom has an oversight

role in implementing the regulatory framework.

13.4 India
India’s framework, centred on the IT Act, 2000 and the IT Rules, 2021, places emphasis on
intermediary accountability and due diligence. The present study identifies continuing

questions concerning privacy, transparency and the adequacy of constitutional safeguards.

14. Results and Interpretation

The study shows that social media has become an important part of modern Indian society. It
supports communication, education, commerce and democratic participation. These benefits
make the protection of online expression an important constitutional concern.

At the same time, misinformation, hate speech, cyberbullying and privacy violations
demonstrate the need for effective regulation. The challenge is not simply whether social media
should be regulated, but how regulation can be designed so that legitimate public interests are
addressed without unnecessary interference with fundamental rights.

The analysis of the legal framework and judicial decisions indicates that constitutional
principles remain central to this balance. Freedom of expression under Article 19(1)(a),
reasonable restrictions under Article 19(2), equality under Article 14 and privacy under Article

21 provide important standards for evaluating digital regulation.

15. Discussion
A rights-respecting regulatory framework should combine substantive rules with procedural
safeguards. Clear legal standards can reduce uncertainty, while transparency and review

mechanisms can provide greater accountability. Platform responsibilities are also important
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because private companies make many decisions about the visibility and removal of online
content.

The constitutional perspective also highlights the importance of proportionality. A restriction
should address a legitimate legal concern without being broader than necessary. This is
particularly important in social media, where a single decision can affect a large amount of
speech and reach a large number of users.

The comparative discussion shows that jurisdictions have chosen different balances between
platform liability, state regulation, user rights and freedom of expression. India can learn from
these approaches while developing safeguards that fit its own constitutional and legal

framework.

16. Recommendations

16.1 Clear and Transparent Regulation
Rules governing online content should be stated clearly and implemented through transparent
procedures. Users should be able to understand the basis for significant restrictions on their

content or access.

16.2 Stronger Privacy Protection
The protection of personal information should remain a central part of digital regulation.
Platforms and authorities should operate with clear responsibilities for handling personal data

and protecting user privacy.

16.3 Safeguards Against Arbitrary Content Removal
Content-removal systems should include appropriate notice, reasons and opportunities for
review where legally appropriate. Such safeguards can help reduce mistaken or arbitrary

restrictions while still allowing lawful action against prohibited content.

16.4 Platform Accountability
Social-media companies should provide greater transparency about their content-moderation
systems, compliance processes and grievance mechanisms. Accountability should be

accompanied by clear standards so that platforms can apply their responsibilities consistently.
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16.5 Digital Literacy

Legal regulation alone cannot address every digital challenge. Users should also be encouraged
to develop the skills needed to identify misleading information, protect personal data and use
online platforms responsibly.

16.6 Protection of Constitutional Freedoms
Regulatory reforms should continue to protect freedom of speech and expression while
addressing legitimate concerns relating to public safety, privacy and unlawful online activity.

Constitutional principles should remain the foundation of any future reform.

17. Conclusion
Social media has become an important part of communication and public life in India. It creates
opportunities for expression, education, commerce and democratic participation, but it also
creates difficult questions concerning misinformation, hate speech, privacy and online
harassment.
The constitutional framework provides important guidance for addressing these challenges.
Article 19(1)(a) protects freedom of speech and expression, while Article 19(2) permits
specified reasonable restrictions. Article 14 provides an equality framework, and Article 21
protects life, personal liberty and the fundamental right to privacy.
The IT Act, 2000 and the IT Rules, 2021 provide important mechanisms for regulating digital
activity, while Supreme Court decisions such as Shreya Singhal, Puttaswamy and Anuradha
Bhasin demonstrate the continuing importance of constitutional safeguards in the digital
environment.
The study concludes that effective social-media regulation should not be measured only by the
amount of content removed or the extent of platform control. It should also be assessed by the
clarity of legal standards, transparency of decision-making, availability of review and
protection of fundamental rights. A balanced approach can address legitimate digital harms

while preserving constitutional freedoms.

18. Limitations of the Study

This paper is primarily doctrinal and analytical. It does not use a large-scale empirical survey

of social-media users or platform employees. The comparative section provides a broad

overview of selected regulatory models and is not intended as a complete study of each
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jurisdiction.
Future research may use empirical data to examine how users experience content moderation,
grievance mechanisms and privacy practices in India. Further work may also examine the

practical effects of Al-generated content and algorithmic decision-making.
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20. Final Statement

The future of social-media regulation in India will require a careful balance between public

interest, platform responsibility and individual rights. A transparent, proportionate and
constitutionally grounded framework can help address online harms while preserving the

democratic value of digital expression.
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