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ABSTRACT 

This paper offers a socio-legal critique of how India’s Digital Personal Data Protection Act, 

2023 (DPDP Act) treats the personal data of children, concentrating on Section 9. That 

provision requires a Data Fiduciary to obtain verifiable parental consent (VPC) before handling 

a child’s data and, subject to limited exemptions, forbids tracking, behavioural monitoring and 

targeted advertising aimed at children, who under Section 2(f) are all persons below eighteen. 

Read with the consent standard in Section 6, the notice duties in Section 5, the general 

obligations in Section 8 and the penalty machinery in Section 33, the scheme is meant to shield 

minors from commercial exploitation. The paper contends, however, that neither the Act nor 

the notified DPDP Rules, 2025 (Rule 10 in particular) defines several of the terms on which the 

scheme turns, namely “verifiable” consent, “tracking or behavioural monitoring”, “targeted 

advertising” and “lawful guardian”, and that neither offers a risk-proportionate test for 

recognising a child or confirming a parent’s consent. This uncertainty pulls Data Fiduciaries in 

opposite directions. Some will over collect identity documents, age proofs and behavioural 

signals to prove diligence, which conflicts with data minimisation. Others will under comply 

through ceremonial measures such as self declared ages, leaving children largely unprotected. 

Using comparative doctrinal analysis supported by illustrative compliance scenarios, the paper 

sets India’s flat eighteen year threshold against the age-tiered approach of Article 8 GDPR and 

the principles in Articles 5 and 25, and asks whether risk proportionate verification and age-

appropriate design can offer a remedy. 

 

Keywords: Verifiable Parental Consent (VPC); DPDP Act 2023; Section 9 DPDP Act; DPDP 

Rules 2025; Rule 10; behavioural monitoring of minors; definitional gaps; over-collection; 

under-compliance; data minimisation; verification paradox; age verification; GDPR Article 

8; comparative legal analysis; Data Fiduciary obligations; minor data protection in India. 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 4 Issue 2 | Oct 2026          ISSN: 2581-8503 

Page | 1165  
 

I. INTRODUCTION 

Much of childhood in India now unfolds on data-driven platforms: social networks, online 

games and learning apps. The Digital Personal Data Protection Act, 2023 (DPDP Act) 

addresses this reality in Section 9. The provision necessitates a Data Fiduciary to obtain 

verifiable consent from a parent or lawful guardian of the child before processing the child’s 

personal data, and it prohibits, subject to limited exemptions, tracking, behavioural monitoring 

and targeted advertising directed at children.1 The Act treats every person under eighteen as a 

child,2 a cap well above the thirteen-to-sixteen range permitted by the European Union’s 

General Data Protection Regulation (GDPR).3 Read at face value, the regime is very protective 

and unusually stringent. 

The difficulty lies in how these duties are drafted. The Act does not define what makes a 

consent “verifiable”, what amounts to “tracking or behavioural monitoring” or “targeted 

advertising”, or how a fiduciary has to decide that a particular user is a child. The Digital 

Personal Data Protection Rules, 2025 (DPDP Rules), notified in November 2025, add some 

operational detail. Rule 10 lays ways of confirming that the person giving consent is actually 

an identifiable adult, among them reliable identity and age details and virtual tokens issued by 

authorised entities such as Digital Locker service providers.4 Yet these Rules lays down 

methods rather than a standard, and the central terms remain unaddressed. 

This paper discusses that these gaps push Data Fiduciaries in two opposite directions. Where 

the standard is unclear and the penalty is heavy, a cautious fiduciary may over-collect: it may 

verify every user, dem and identity documents from parents and children, and even profile 

behaviour in order to work out who is a child. That course sits uneasily with the necessity limit 

in Section 6(1) and with the principle of data minimisation. A less cautious fiduciary may 

under-comply, relying on a tick-box, a self-declared age or a narrow reading of “monitoring”, 

which leaves the child effectively unprotected. Both outcomes defeat the core purpose of 

Section 9. The paper calls this the dual-failure thesis. 

Three research questions structure the inquiry: 

1. Which key terms in Section 9 and Rule 10 are undefined or under-specified? 

2. How do these gaps encourage over-collection of personal data for parental consent and 

age assurance? 

3. How do they encourage under-compliance with the consent and anti-monitoring duties, 

and can the GDPR’s risk-proportionate approach offer a way out? 

The study adopts a comparative doctrinal method. It analyses the text of the Act and the Rules 
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and compares India’s regime with the GDPR (Articles 5, 8 and 25) and, where useful, with the 

UK Age-Appropriate Design Code, the EU Digital Services Act and the US Children’s Online 

Privacy Protection Act (COPPA). One limitation should be stated plainly at the outset. The 

core Rule 10 obligations are expected to become enforceable only after the eighteen-month 

phase-in, around May 2027, so there is no observed compliance behaviour on which the paper 

can rely.5 The argument is therefore structural. It analyses the incentives that the present 

drafting creates and tests them against illustrative scenarios from education, gaming and social 

media, each of which is presented openly as a hypothetical. 

The paper proceeds in nine parts. Part II discusses the statutory framework and Part III reviews 

the literature. Part IV maps the definitional gaps. Parts V and VI examine over-collection and 

under-compliance in turn. Part VII draws on the comparative model, Part VIII gives 

recommendations, and Part IX concludes. 

 

II. STATUTORY AND REGULATORY FRAMEWORK 

A. The Act: the general consent architecture 

The DPDP Act mainly involves two parties: the Data Principal, the party to whom the data 

relates, and the Data Fiduciary, the party or the entity that decides why and how that data is 

processed. Four provisions form the background against which Section 9 operates. 

First, Section 2(f) defines a “child” as an individual who has not completed eighteen years of 

age.6 The definition is flat. It contains no age brackets and makes no distinction between a 

seven year old and a seventeen year old. 

Second, Section 5 requires a fiduciary to give notice when it asks for consent, identifying the 

personal data sought, the purpose of processing and the manner in which the individual may 

exercise her rights.7 

Third, Section 6 sets general standard for consent: it must be free, specific, informed, 

unconditional and unambiguous, and it must be signified by a clear affirmative action. Section 

6(1) further confines consent to the personal data necessary for the specified purpose.8 This 

necessity limit is the Act’s own version of data minimisation, and it becomes central to the over 

collection argument in Part V. 

Fourth, Section 8 imposes general duties on fiduciaries, including reasonable security 

safeguards, notification of personal data breaches and erasure of data once its purpose has been 

served.9 
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B. Section 9: the children's provision 

Section 9 adds a heightened layer of protection for children and for persons with disabilities 

who act through a lawful guardian. In summary:10 

• Section 9(1) requires the fiduciary, before processing a child’s personal data, to obtain 

verifiable consent from the parent or lawful guardian. 

• Section 9(2) bars any processing that is likely to have a detrimental effect on the child’s 

well-being. 

• Section 9(3) bars tracking, behavioural monitoring and targeted advertising directed at 

children. 

• Section 9(4) allows the Rules to exempt prescribed classes of fiduciaries, or prescribed 

purposes, from sub-sections (1) and (3). 

• Section 9(5) empowers the Central Government to notify, for a fiduciary whose 

processing of children’s data is shown to be “verifiably safe”, an age below eighteen 

above which that fiduciary is released from the obligations in sub-sections (1) and (3). 

The prohibition in Section 9(3) is therefore strong but not absolute. It coexists with a power to 

create exemptions, and this matters for what follows, because it is the exemption structure, and 

not the prohibition alone, that determines how much guesswork a fiduciary must do. 

 

C. Enforcement: Section 33 and the Schedule 

The Data Protection Board of India enforces the Act. Under Section 33, once it has held an 

inquiry the Board may impose a monetary penalty of the kind specified in the Schedule to the 

Act.11 The Schedule places the maximum penalty for breach of the additional children’s-data 

obligations under Section 9 at ₹200 crore, which is among the highest tiers in the statute.12 The 

relevant point for this paper is that a severe penalty is attached to duties whose key terms are 

left undefined. 

 

D. The DPDP Rules, 2025 

The Rules were notified in November 2025, following consultation on a published draft.13 

Three provisions matter here. 

Rule 10 (verifiable parental consent). The Rule requires the fiduciary to adopt appropriate 

technical and organisational measures so that verifiable parental consent is obtained before a 

child’s data is processed. It also requires due diligence to confirm that the person claiming to 

be the parent is an identifiable adult.14 Several routes are contemplated: reliance on reliable 
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identity and age details already held by the fiduciary, details voluntarily furnished by the 

parent, or a virtual token, mapped to identity and age, issued by an authorised entity, including 

through a Digital Locker service provider.15 

Rule 11 (persons with disabilities). This extends comparable consent requirements to cases in 

which a lawful guardian acts for a person with a disability. 

Rule 12 and the Fourth Schedule (exemptions). These give effect to Section 9(4). Part A 

exempts certain classes of fiduciary, such as healthcare providers, educational institutions, 

crèches and child transport services. Part B exempts certain purposes, including the discharge 

of legal duties, creation of an email account, safety related tracking, protecting children from 

harmful content, and confirming age, each subject to certain conditions.16 Only sub-sections 

(1) and (3) of Section 9 are disapplied. Sections 6 and 8 and Section 9(2) continue to bind, so 

a fiduciary that relies on an exemption still owes duties of minimisation and security. 

 

E. Commencement 

The Rules come into force in various stages. Provisions regarding the Board and certain 

procedural matters took effect on publication. The consent manager provisions follow after 

twelve months. The core fiduciary obligations, Rule 10 among them, follow after eighteen 

months, which commentators calculate as falling around 13 May 2027.17 A proposal to shorten 

the eighteen-month period to twelve months has been reported, but trackers consulted for this 

paper record that it had not been notified as of September 2026.18 This timing explains the 

paper’s method. The child-protection duties are not yet enforceable, so the analysis has to be 

predictive. 

 

F. What the framework defines and what it leaves open 

The Act and the Rules are precise about who must obtain consent (the fiduciary), from whom 

(the parent or lawful guardian), when (before processing) and how much is at stake (the penalty 

tier). They also name illustrative methods of verification. 

They say far less about the standard to be met. Nowhere is there a definition of “verifiable” 

consent, of “tracking or behavioural monitoring” or “targeted advertising”, of how a fiduciary 

should decide that a user is a child, of “lawful guardian” in the case of minors, or of the well-

being test in Section 9(2). Rule 10 gives tools without saying how much assurance is enough. 

That gap is the subject of Part IV. 
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III. LITERATURE REVIEW 

A. Indian commentary on Section 9 and Rule 10 

The most direct treatment of the operational problem comes from Novo Juris, writing on the 

draft Rules in early 2025. Its central warning is that Rule 10 may mandate fiduciaries to check 

the age of every user, since a fiduciary cannot seek parental consent until it has established that 

a user is a child. It adds that the draft appeared to bite only on users who declare themselves to 

be children or parents, and that self-declaration is an unreliable trigger. It also faults the 

undefined expression “reliable details”, observing that a parent’s registration record may 

amount to nothing more than an email address, and it points to the unclear method of proving 

the parent–child relationship. Its suggested remedy is to borrow from COPPA, namely an 

enumerated list of verification methods and a platform centred approach in which the strictest 

duties fall on child-directed services.19 

Ikigai Law’s note turns to the final Rules. It reports that they closely track the draft, that the 

children’s data obligations start eighteen months after notification (13 May 2027), and that 

Rule 10 offers three verification routes: details the fiduciary already holds, details the parent 

volunteers, and tokens issued by government authorised entities. It also records two additions 

to the Fourth Schedule exemptions, namely real time location tracking for child safety and 

tracking needed to keep harmful content or advertising away from a child, and suggests that 

the latter may signal that some personalisation is permitted where it serves online safety.20 That 

observation shows how much depends on terms the Act leaves undefined. 

Tandon and Sharma concentrate on the burden that Section 9 places on families. In their 

account, parents face “identity verification fatigue”, having to prove who they are afresh for 

each service, and “consent fatigue”, having to read a separate notice each time. They propose 

a Common Consent Mechanism modelled on the approach the US Federal Trade Commission 

recognised under COPPA, in which an app store verifies a parent once and other apps rely such 

outcome, while each app keeps its own duty to obtain informed consent. They also argue that 

app stores would remain within the intermediary safe harbour in Section 79 of the Information 

Technology Act.21 The proposal would cut repeated verification, but it does not say what 

standard the single verification must satisfy. 

Two further works locate India in the comparative landscape. A 2026 study in the International 

Journal of Law Management & Humanities presents Section 9 as India’s principal answer to 

children’s data risks and compares it with the GDPR and the Digital Services Act, with 

verifiable parental consent and age verification as recurring themes.22 A broader preprint, 
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“Local Privacy Laws in a Globalized World”, tabulates children’s age thresholds across 

jurisdictions: under 16 for the GDPR (lowerable to 13), under 13 for the CCPA, under 14 for 

China’s PIPL, under 12 for Brazil’s LGPD and under 18 for the DPDP Act.23 These works 

establish how high India’s threshold is, but they are concerned with the level of the threshold, 

not with the way the duties are applied. 

 

B. Age assurance, privacy and circumvention 

The most rigorous analysis of the underlying technical problem is that of Lueks, Dreyer, 

Federrath and Simon, who assess age verification, age estimation, age inference and parental 

consent for effectiveness, side effects and acceptance.24 Four of their findings bear directly on 

this paper: 

• Every method can be circumvented, including by “adult by proxy”, where any adult, 

not necessarily a parent, completes the check on the child’s behalf. 

• Age inference, which deduces age from behaviour, is highly invasive and offers low 

assurance, and it risks becoming a pretext for further data collection in place of 

minimisation. 

• Under the GDPR and the Digital Services Act (DSA) there is an unresolved circularity: 

establishing age itself requires personal data, which may conflict with minimisation. 

• Legislators should not rest on high-level principles such as data minimisation, because 

such principles admit both privacy-preserving and privacy-invasive implementations. 

They should instead specify concrete properties, like selective disclosure, unlinkability 

and no retention beyond the age attestation. 

A practitioner article in the IAPP’s news service adds an empirical note. It reports research, led 

by an age verification industry body and therefore coming from an interested party, that most 

EU countries apply little or no age verification and that self-declaration predominates where 

verification exists.25 Even a “reasonable efforts” standard, on this evidence, doesnt guarantee 

a genuine verification unless it is given content. 

 

C. Theory: rules, standards and the limits of consent 

Three general works, none specific to India, frame the problem. Kaplow’s economic analysis 

separates the rules, which fix conduct in advance, from standards, which leave content to be 

supplied later.26 Section 9 is a hybrid. Its penalties are fixed and severe, like a rule, while its 

key terms are open textured, like a standard, and no adjudicator or guidance has yet supplied 
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their content. Solove argues that consent based “privacy self management” cannot work at 

scale.27 Waldman contends that procedural privacy compliance can debase into “compliance 

theatre”, in which firms perform the legal formalities without changing what they actually do.28 

Taken together, these accounts help explain why open textured consent duties can lead to both 

excessive and merely namesake compliance. 

 

D. The gap 

The works surveyed establish five points. India’s threshold is unusually high (Part III.A). Rule 

10’s mechanics are unclear in places (NovoJuris). Repeated verification is burdensome for 

families (Tandon and Sharma). Age assurance methods carry expensive side effects and can 

always be circumvented (Lueks and others). And consent regimes moves towards formalism 

(Solove; Waldman). 

In the sources reviewed, none treats the absence of definitions and standards as a single 

structural cause of two opposite compliance failures, over collection and under compliance, 

within the DPDP framework. NovoJuris comes closest, since it identifies both symptoms (verifying 

every user, and the unreliability of self declaration) without framing them as one thesis. This paper 

builds that connection, tests it against the text of the Act and the Rules, and evaluates the GDPR’s risk 

proportionate model as a possible remedy. 

 

IV. THE DEFINITIONAL GAP 

A. The undefined terms 

Table 1 collects the terms on which Section 9 and Rule 10 depend and records what the text 

leaves unanswered for each. 

Table 1: Undefined or under specified terms in Section 9 and Rule 10 

 

Term Where it 

operates 

Defined? Main open questions 

“Verifiable” consent s 9(1); r 10 No definition; r 

10 lists methods 

What level of assurance is enough? Is 

one method sufficient? 

Who is a “child” 

(age assurance) 

s 9(1); r 10 s 2(f) fixes the 

age, not the test 

Must a fiduciary know a user’s age, 

estimate it, or verify everyone? 

“Parent” and 

“lawful guardian” 

s 9(1); r 10 Not defined for 

minors 

Which parent? How is the relationship 

shown? What of separated or absent 

parents? 
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“Tracking or 

behavioural 

monitoring” 

s 9(3) No Do analytics, personalisation or 

recommendations count? 

“Targeted 

advertising directed 

at children” 

s 9(3) No Is contextual advertising excluded? 

What makes an advertisement “directed 

at” a child? 

“Detrimental effect 

on well-being” 

s 9(2) No Who decides, and on what evidence? 

“Verifiably safe” s 9(5) No What criteria will the Central 

Government apply? 

“Appropriate 

technical and 

organisational 

measures”; “due 

diligence” 

r 10 No What counts as appropriate or sufficient 

diligence? 

 

On the reading adopted here, none of these expressions is defined in Section 2 of the Act, and 

Rule 2 adds only a definition of “user account” and related terms.29 

 

B. Verifiable consent: methods without a standard 

Rule 10 is the most detailed provision on point. It requires a fiduciary to adopt appropriate 

technical and organisational measures and to exercise due diligence that the person claiming to 

be a parent is an identifiable adult. It then describes the routes to verification: reliable identity 

and age details already kept, details voluntarily supplied, or a virtual token issued by an 

authorised entity.30 

That is a list of tools, however, not a standard. The Rule does not lay how much assurance a 

fiduciary must reach, whether one route suffices for every service, or whether a low risk service 

may verify less than a high risk one. Commentators criticised the draft Rules on exactly this 

ground, pointing out that “reliable details” was left undefined and that information a parent 

supplied at registration, often only an email address, may be inaccurate or false.31 The final 

Rules retain the tool based approach. A fiduciary can therefore satisfy the wording of Rule 10 

while remaining unsure whether it has satisfied the Rule’s purpose. 
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C. Identifying a child: the circular trigger 

Section 9(1) applies “before processing” a child’s data, which presupposes that the fiduciary 

already knows the user is a child. Yet neither the Act nor the Rules say how it is to know. Three 

readings are open: actual knowledge only, a duty to take reasonable steps to find out, or a duty 

to verify the age of every user. The text does not choose between them, and the choice is far 

from minor, because it decides whether a fiduciary must collect age data from all users or need 

act only when a child identifies as one. Part V shows how the cautious reading leads to over-

collection, and Part VI how the lenient reading leads to under-compliance. 

 

D. Parent and lawful guardian 

Rule 10 speaks of a person “identifying herself as the parent” and requires the fiduciary to 

check that she is an identifiable adult. The Rule’s illustrations show how the check works 

depending on whether the parent is already a user of the platform.32 What remains open is the 

relationship. Must the fiduciary confirm that this adult is this child’s parent and, if so, by what 

documents? Which parent must consent where the parents disagree or live apart? What of 

children with no parent available, such as those in institutional care? For persons with 

disabilities, Rule 11 relies on a “lawful guardian”, but for minors the Act does not say who else 

qualifies. A fiduciary may lean towards demanding proof of the relationship, which is intrusive, 

or towards accepting any adult, which is weak. 

 

E. Behavioural monitoring and targeted advertising 

Section 9(3) names three activities, “tracking”, “behavioural monitoring” and “targeted 

advertising”, and defines none of them. The Rules offer two hints. The Fourth Schedule 

exempts, under certain conditions, purposes such as safety tracking, shielding children from 

harmful content and age confirmation.33 The existence of these carve-outs suggests that 

“tracking” is meant to be read broadly, since narrower reading would make them unnecessary. 

That is only an interpretive inference, however, and it does not tell a fiduciary where the line 

falls between prohibited monitoring and ordinary product functions such as analytics, fraud 

detection, personalised recommendations or contextual advertising. Commentators have also 

noted that the exemption structure was presented as a way of enabling a risk-based approach, 

although no test for what counts as risky was supplied.34 

 

F. The well-being test and the "verifiably safe" route 

Section 9(2) forbids processing likely to harm a child’s well-being but offers no criteria, no 
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process for assessment and no examples. Section 9(5) permits a lower age threshold for 

fiduciaries whose processing is “verifiably safe”, again without saying what evidence or 

standard the Central Government will apply. Both provisions look like flexible, risk sensitive 

tools. Empty of content, though, they give fiduciaries no basis for planning, and so they cannot 

be relied on either to design services or to seek the exemption. 

 

G. The consequence: high penalties on undefined duties 

These gaps matter because they sit under a larger enforcement regime. Failure to meet the 

children’s data obligations attracts one of the highest penalty tiers in the Schedule.35 Attaching 

bigger monetary penalties to duties whose boundaries are unclear raises a legal certainty 

concern. Indian courts have treated vagueness as a serious defect in other settings. In Shreya 

Singhal v Union of India, the Supreme Court struck down section 66A of the Information 

Technology Act largely because its terms were too vague to give fair notice.36 The analogy is 

imperfect, because that case concerned a criminal restriction on speech whereas this paper 

concerns civil penalties. It nevertheless supports the general proposition that those exposed to 

liability are entitled to know what conduct is required of them. 

 

H. Bridge to Parts V and VI 

The gap does not produce a single response. A fiduciary unsure what “verifiable” or 

“monitoring” means can protect itself in two opposite ways. It can do more than what the law 

requires, collecting identity and behavioural data to demonstrate diligence. Or it can do less, 

adopting the thinnest reading the text will bear. Part V takes the first response and Part VI the 

second. 

 

V. OVER-COLLECTION: THE CAUTIOUS RESPONSE 

A. The incentive to over shoot 

Part IV showed that Section 9 and Rule 10 hand fiduciaries tools without a standard. This Part 

asks what a rational, risk-averse fiduciary does in that position. The answer starts with an 

asymmetry in the cost of error. A fiduciary that verifies too little risks a Board inquiry and a 

penalty of up to ₹200 crore for children’s-data failures.37 A fiduciary that verifies too much 

bears friction, engineering cost and some lost users, but faces no sanction that is comparably 

certain or comparably prominent. Because “verifiable” has no threshold, the fiduciary cannot 

know when it has done enough. The only way to be sure is to do more than enough. 
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Kaplow’s differentiation between rules and standards helps explain the mechanism.38 Section 

9 pairs a standard-like duty (verifiable consent, no monitoring) with a rule-like penalty. When 

a vague standard carries a large fixed sanction, a risk-averse actor protects itself by over-

complying, because the cost of misjudging the standard’s content falls entirely on the actor, 

while none of the cost of excess falls on the regulator. 

A second pressure arises where two open textured duties collide. The fiduciary must verify 

enough to satisfy Section 9(1) and Rule 10, yet must also collect only what is actually necessary 

under Section 6(1). In principle the second limits the first. In practice the two are unlikely to 

be enforced with equal force. The harm from under-verification is a visible child. The harm 

from over collection is diffuse, falls on adults who are unlikely to complain, and engages a 

very different and less prominent penalty tier.39 The prediction is therefore that minimisation 

will give way to the more salient duty. This is a structural prediction about incentives, not a 

claim about the intentions of any firm. 

 

B. Three channels of over collection 

1. Universal age assurance. Part IV.C identified three readings of how a fiduciary comes 

to know that a user is a child: actual knowledge, reasonable steps, or verification of 

everyone. Only the third leaves no room for error, and a cautious fiduciary will drift 

towards it. Once it does, every user, adults included, must give age data or an age 

credential before the service begins. A regime meant to protect children then imposes 

a data cost on the whole user base. 

The age data is itself new personal data, carrying its own security and erasure duties 

under Section 8.40 

2. Documentary verification of the parent and of the relationship. Rule 10 requires 

due diligence that the consenting person is an identifiable adult and offers, as one route, 

a virtual token issued by an authorised entity, including through Digital Locker 

services.41 Faced with an open standard, a fiduciary will tend to choose the artefact that 

is easiest to defend in an inquiry, namely a government-issued identifier, over the one 

that is least intrusive. The tendency is stronger for the unresolved question of the 

parent–child relationship (Part IV.D). A fiduciary anxious to prove that this adult is this 

child’s parent may ask for birth certificates, school records or guardianship papers. Each 

request adds sensitive data, links the child’s account to a real-world parental identity, 

and concentrates material in a database that is an attractive target for attackers. Nothing 

in Rule 10, as read here, requires the fiduciary to accept only a yes or no attestation or 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 4 Issue 2 | Oct 2026          ISSN: 2581-8503 

Page | 1176  
 

to delete verification records once the check is done.42 

3. Age inference through profiling: the verification paradox. A fiduciary wishing to 

avoid document requests may try to work out who is a child from behaviour, such as 

content viewed, hours of use, typing patterns, contacts or device signals, or from facial 

or voice estimation. This is the most troubling channel, because it turns the compliance 

measure into the prohibited activity. Section 9(3) forbids tracking and behavioural 

monitoring of children, yet to identify children by their behaviour the fiduciary must first 

track and analyse the behaviour of everyone, children included. Its only defence is the 

age-confirmation purpose in Part B of the Fourth Schedule, whose conditions and reach 

must be tested against the final text.43 This paper terms the resulting loop the 

verification paradox: to prove that it does not monitor children, the fiduciary monitors 

all users. Lueks and colleagues report the same risk. Age inference is highly invasive, 

gives low assurance and can become an excuse for further data collection instead of 

minimisation (Part III.B). The GDPR and DSA settings display the same circularity, 

since determining age itself requires personal data. 

 

C. What the cautious response costs 

Four costs follow. First, adult users lose privacy to a duty that was meant to protect someone 

else. Second, exclusion: a family without a ready identity credential, with limited digital 

literacy, or with a single shared phone may be unable to complete verification, so that the child 

loses access to services that are educational or otherwise beneficial. The scale of this effect is 

an empirical question that cannot be answered until the duties commence, and this paper makes 

no claim about its size. Third, security: verification data creates a concentrated store of identity 

material, which brings in the Section 8 safeguard duty and enlarges the consequences of any 

breach. Fourth, function creep: data collected to establish the age is easily repurposed for 

analytics or advertising unless law forbids it, and the Act’s purpose limitation works only 

through the notice and consent given for the original purpose. 

 

D. Illustrations 

The scenarios below are hypotheticals created for this paper. They do not describe any real 

service, and they show only what the drafting makes rational. 

Illustration A (education). A private test preparation app serves pupils in classes 9 to 12 and 

is paid for by parents. To be safe, it requires every parent to complete a Digital Locker token 

check and to upload the child’s school identity card, and it keeps the copies “for audit”. It is 
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unsure whether a commercial app counts as an “educational institution” under Part A of the 

Fourth Schedule, and so assumes that it does not. 

Illustration B (gaming). An online multiplayer game with voice chat has players aged between 

ten and twenty. To identify minors, it demands a selfie based age estimate at sign up for every 

new account, analyses voice samples in chat to flag young speakers, and retains the biometric 

templates for periodic re verification. 

Illustration C (social media). A short-video platform verifies all users with a government 

identifier and, separately, scores every account for likely age using watch behaviour, contact 

graphs and device signals. Accounts that score as probable children are routed into a parental-

consent flow. 

In each case the fiduciary’s conduct is intelligible. In each case, too, it collects more than a 

narrow reading of the purpose would require, and in Illustrations B and C it engages in the very 

kind of behavioural analysis that Section 9(3) targets. 

 

E. Assessment 

The over-collecting fiduciary is not acting in bad faith and, on the face of Rule 10, is not clearly 

in breach, since the Rule lists these tools. Its conduct nonetheless sits uneasily with the 

necessity limit in Section 6(1) and with the minimisation principle that limit expresses. The 

fault lies in the missing standards, not in the firm. Without a statement of how much assurance 

is enough for which kind of service, a fiduciary cannot tell where diligence ends and excess 

begins. This is the first half of the dual-failure thesis. The second half, under-compliance, arises 

from the same uncertainty and is examined next. 

 

VI. UNDER-COMPLIANCE: THE CEREMONIAL RESPONSE 

A. The incentive to under-shoot 

The uncertainty that makes a cautious fiduciary towards excess makes a less cautious one the 

other way. Four features of its position make the thinnest reading attractive. First, there is no 

adjudicated interpretation yet, so a fiduciary can plead good faith reliance on the plain words 

of the text. Second, friction shows up at once in conversion rates, whereas the harm of thin 

protection is diffuse and appears on no dashboard. Third, business models built on engagement 

and personalisation depend on exactly the behavioural data that Section 9(3) restricts. Fourth, 

enforcement is largely reactive: as drafted, the Board’s inquiry powers are set off by 

complaints, intimations of breach and references, and children rarely complain.44 The 
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likelihood of detection is therefore modest, at least until practice develops. 

Waldman’s account of “compliance theatre” describes the outcome: firms carry out visible 

steps the law seems to order while leaving underlying practice untouched.45 Solove’s critique 

of consent-based privacy self-management adds that once a consent click is obtained it is 

treated as the end of the matter.46 

 

B. Five forms of under-compliance 

1. Self-declaration and engineered ignorance. Commentators observe that Rule 10 

appears to apply only where a user identifies as a child or as a parent (Part III.A). A 

fiduciary can then design its onboarding so that users never identify as children, for 

instance through a date-of-birth field that accepts any adult date or an “I am 18 or over” 

checkbox. This is the actual-knowledge reading of Part IV.C pushed to its limit, and it 

rewards wilful blindness. COPPA, which ties its duties partly to actual knowledge, 

meets the same criticism (Part VII.D). 

2. Adult by proxy. Rule 10 requires an “identifiable adult”, not a demonstrated parent. A 

phone number or email address of unknown ownership, confirmed by a one-time code, 

may satisfy the wording. The child then completes the flow with an older sibling’s 

number, a friend’s, or a second SIM of their own. Lueks and colleagues list this “adult 

by proxy” circumvention as a weakness of every verification method, and the Rule’s 

reference to “reliable details” that may be no more than an email address makes it easier 

still. 

3. Definitional narrowing. Because “tracking”, “behavioural monitoring” and “targeted 

advertising” are undefined, each can be re-labelled. Behavioural advertising becomes 

“personalisation” or “recommendations”, and profiling becomes “product analytics”. 

The drafting of Section 9(3) supplies a textual hook: the phrase “directed at children” 

attaches to advertising, so a general-audience platform can argue that its advertising is 

not directed at children at all, while “of children” attached to tracking and monitoring 

can be read to require that the fiduciary know who the children are. The Fourth Schedule 

exemptions invite similar treatment. Ikigai Law notes that the harmful-content 

exemption may recognise a degree of permitted personalisation (Part III.A), and a 

fiduciary can stretch that recognition into a general licence to track. 

4. Exemption shopping. A fiduciary that can plausibly describe itself as an educational 

institution, a healthcare provider or a child-care service may claim the Part A class 

exemption and escape Sections 9(1) and 9(3) altogether. The boundaries of those classes 
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are undefined for commercial services that operate close to them, as Illustration A 

shows. Section 9(2), the well-being test, survives such an exemption, but it too is 

undefined (Part IV.F). 

5. One-time, ceremonial consent. Where verification is a single click at sign-up, consent 

becomes a gate passed once and never revisited. Tandon and Sharma’s “consent 

fatigue” describes the parent’s side of the same problem: a parent asked for approval by 

many services will approve without reading. 

 

C. The flat threshold amplifies evasion 

India’s flat age of eighteen (Section 2(f)) enlarges the population that must be treated as 

children, and the added group consists mostly of older teenagers. Full verifiable parental 

consent for a seventeen-year-old is a heavy burden relative to the risks, and it gives a parent 

oversight of the online life of a young adult who may reasonably want privacy, for example 

when seeking health information or counselling. The UN Committee on the Rights of the Child, 

in General Comment No 25, stresses the evolving capacities of the child in the digital 

environment.47 A rule that treats a seventeen-year-old like a seven-year-old gives both the 

fiduciary and the teenager a reason to evade it. Over-inclusion in the threshold thus feeds the 

under-compliance channels above. The point complements the comparison in Part VII, since 

the GDPR and COPPA both set the consent line far below eighteen. 

 

D. One fiduciary, both failures 

The dual-failure thesis does not require that some firms over-collect while others under-

comply. A single fiduciary can do both. Rule 10 measures an act, the verification of the parent, 

and not an outcome, the absence of monitoring inside the product. A fiduciary can therefore 

build a demanding gate at the entrance and leave the product behind it largely unchanged. 

Verification is measured at the door, and protection inside is unmeasured. Illustration C, 

extended, shows the pattern: strong identity checks at registration, followed by an engagement 

driven recommendation engine that treats every account alike. 

 

E. The illustrations revisited 

Table 2 sets each hypothetical fiduciary from Part V beside a less cautious counterpart. 
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Table 2: Over-collecting and under-complying responses to the same scenarios 
 

Illustration Over-collecting 

response (Part V) 

Under-complying 

response (this Part) 

What the text leaves 

unresolved 

A. Test-prep 

app 

Identity token and 

school ID for every 

family; copies retained. 

Claims to be an 

“educational institution” 

under Part A of the Fourth 

Schedule; parental tick-

box; behavioural analytics 

to upsell continue. 

Whether a commercial 

edtech service falls within 

Part A; what “verifiable” 

requires. 

B. Multiplayer 

game 

Selfie age estimate and 

voice analysis for all 

players; biometric 

templates retained. 

Date-of-birth gate that 

blocks under-18s in name 

only; in-game purchase 

prompts tailored to play 

behaviour, labelled 

“personalisation”. 

Whether tailored purchase 

prompts are “targeted 

advertising”; whether age 

estimation is itself 

monitoring. 

C. Short-video 

platform 

Government ID for all 

users plus behavioural 

age scoring. 

Self-declared 18+ gate; 

“general audience” claim; 

engagement-based 

recommendations justified 

as harmful-content safety. 

Whether a general-

audience service must look 

for children; scope of the 

harmful-content 

exemption. 

 

Each response is rational on the present text. Neither is what the section was created to achieve, 

and neither corrects itself: the over-collector is not penalised for excess, and the under-complier 

goes undetected until a complaint arrives. The same missing standard explains both. 

 

VII. THE COMPARATIVE MODEL: RISK-PROPORTIONALITY 

AND ITS LIMITS 

This Part does not recommend a straight forward transplant. Its aim is to see how other regimes 

give content to open standards like those in Section 9, and to test the claim made in the abstract 

that a risk-proportionate approach offers India a way out of the dual failure. The argument is 

that it does, but only in part. 
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A. The GDPR: Articles 5, 8 and 25 

Article 8 GDPR sets the age of digital consent at sixteen, leaving Member States free to lower 

it, though not below thirteen. Its reach is narrower than that of Section 9, because it applies 

only where consent is the lawful basis and the service is an information society service offered 

directly to a child.48 Other bases in Article 6, including contract and legitimate interests, remain 

available, and Article 6(1)(f) orders particular care where the data subject is a child. Section 

9(1), by contrast, is framed as a duty that attaches before any processing of a child’s personal 

data. Whether it displaces the legitimate uses recognised in Section 7 is a question this paper 

does not resolve.49 

Article 8(2) is the provision closest to the Rule 10 problem. It requires the controller to make 

reasonable efforts to verify that consent is given or authorised by the holder of parental 

responsibility, taking available technology into consideration. That is a proportionality clause: 

the effort demanded rises and falls with the risk and with what technology makes reasonable. 

The surrounding architecture supports it. Article 5(1)(c) states the minimisation principle, 

Article 5(2) makes the controller accountable for demonstrating compliance, Article 25 rneeds 

data protection by design and by default, and Article 35 asks for an impact assessment where 

processing is likely to result in high risk. Together these ask the controller to assess risk, 

document the reasoning and choose measures accordingly, under the oversight of supervisory 

authorities that issue guidance. The European Data Protection Board’s statement on age 

assurance, adopted in February 2025, is an example. It treats age assurance as a risk related 

exercise constrained by minimisation.50 

The GDPR is nonetheless not a complete answer. Article 8(2) is itself vague. The IAPP reports, 

on the strength of industry-led research, that verification in practice is thin and largely self-

declared (Part III.B), and Lueks and colleagues identify the unresolved circularity between 

establishing age and minimising data. What the GDPR demonstrates is a method, namely 

proportionality combined with accountability and guidance. It does not show that the method 

works without the guidance. 

 

B. The UK Age Appropriate Design Code 

The UK Code is the most instructive comparator for India, because it applies to children under 

eighteen, as Section 2(f) does, while pairing that threshold with graduated, design-based duties. 

It reaches services “likely to be accessed by children”, a scope test with content that Section 9 

lacks. Its standard on age-appropriate application gives the service provider a choice: establish 

the age of users with a level of certainty appropriate to the risks of the processing, or apply the 
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Code’s protections to all users.51 The second option dissolves the circular trigger of Part IV.C, 

because a service that gives every user child-appropriate defaults need not identify who the 

children are. Other standards address what Sections 9(2) and 9(3) leave open: profiling is to be 

off by default, data may not be used in ways detrimental to children’s well-being, and collection 

is to be minimised. The Code has statutory backing, and the Information Commissioner’s 

Office has enforced the underlying consent requirements, including a £12.7 million monetary 

penalty announced in April 2023 against a video-sharing platform for processing the data of 

under-thirteens without parental consent.52 Enforcement of this kind supplies the missing 

content case by case, but it also shows how long the process can take. 

 

C. The Digital Services Act: Article 28 

Article 28 of the DSA contains three provisions that speak directly to the dual failure. Paragraph 

1 requires online platforms which are accessible to minors to adopt appropriate and 

proportionate measures to ensure a high level of privacy, safety and security. Paragraph 2 bars 

advertising based on profiling where the provider is aware with reasonable certainty that the 

recipient is a minor. Paragraph 3 provides that these duties do not oblige providers to process 

additional personal data in order to assess whether a user is a minor.53 The last of these is an 

express legislative answer to the verification paradox. The "awareness with reasonable 

certainty test" also answers a question that Section 9 leaves silent, namely how a fiduciary is 

to know that a user is a child. It is a knowledge standard with content, sitting between the 

actual-knowledge and verify-everyone readings. 

The Commission’s guidelines of July 2025 explain what “proportionate” means in practice. 

They recommend age assurance that is accurate, reliable, robust, non-intrusive and non-

discriminatory, and they prefer verification for high-risk uses such as adult content and 

gambling, with lighter measures elsewhere.54 The guidelines are not binding, but the 

Commission treats them as a benchmark for assessing compliance. They have also attracted 

criticism from scholars who argue that they overstate the proportionality of age verification 

and estimation and give too little weight to data protection.55 

 

D. COPPA 

The United States Children’s Online Privacy Protection Act draws its line at thirteen and 

imposes its strictest duties on operators of child-directed services and on operators with actual 

knowledge that they are collecting data from a child.56 Its regulations do what India’s Rules do 

not. They define “directed to children” through a multi-factor test, list approved methods of 
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verifiable parental consent, and allow operators to seek Federal Trade Commission approval 

of new methods, while approved industry self-regulatory programmes provide a safe harbour. 

The list of methods scales to risk in one respect, since a lighter method, commonly called 

“email plus”, is permitted where data is used only internally. 

The lessons cut both ways. COPPA supplies certainty, which is precisely what Section 9 lacks, 

and it is the model NovoJuris suggests borrowing (Part III.A). But its actual knowledge trigger 

brings in the engineered ignorance described in Part VI.B, and its narrow age band leaves 

teenagers largely outside. An enumerated list of methods without a risk gradient could also 

entrench the over-collection channel, since the most robust items on such lists tend to be 

identity-heavy. Borrowing COPPA’s certainty without its weaknesses calls for the additional 

safeguards discussed in Part VIII. 

 

E. Side-by-side comparison 

Table 3 summarises the five regimes on the dimensions that matter most for the dual-failure 

argument. It is a simplified summary and is not a substitute for the primary texts. 

 

Table 3: Comparative summary of the five regimes 
 

 India (DPDP 

Act and Rules) 

GDPR UK Code EU DSA, art 28 US COPPA 

Age 

threshold 

18, flat (s 2(f)) 16, lowerable 

to 

13 (art 8) 

Under 18 

(Code); 

13 for consent 

Minors (under 

18) 

Under 13 

Trigger for 

duty 

Undefined: 

how a child is 

identified is not 

stated 

Consent basis; 

service 

offered 

directly to a 

child 

Service likely 

to be accessed 

by children 

Platform aware 

with reasonable 

certainty (art 

28(2)) 

Child-directed 

service or actual 

knowledge 

Verification 

standard 

Methods listed 

in r 10; no level 

of assurance 

Reasonable 

efforts, given 

available 

technology 

(art 8(2)) 

Certainty 

appropriate to 

risk, or apply 

to all users 

Appropriate and 

proportionate; 

Commission 

guidelines 

Enumerated 

methods; FTC 

approval route 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 4 Issue 2 | Oct 2026          ISSN: 2581-8503 

Page | 1184  
 

Limit on 

monitoring 

and 

profiling 

s 9(3): 

undefined 

terms; 

exemptions 

Principles 

(arts 5, 

25); profiling 

limits 

Profiling off by 

default; 

detrimental-use 

standard 

No profiling-

based ads to 

known minors 

Conditions on 

collection; 

targeted-ad 

limits vary 

Safeguard 

against 

over-

collection 

s 6(1) 

necessity; 

nothing 

specific to age 

data 

Minimisation 

(art 5(1)(c)); 

DPIA 

(art 35) 

Data 

minimisation 

standard 

Express: no 

additional data 

needed to assess 

age (art 28(3)) 

Data 

minimisation 

and retention 

rules 

Interpretive 

infrastructur

e 

Board not yet 

operating on 

children’s data; 

no guidance 

Supervisory 

guidance; 

EDPB 

statements 

Statutory code; 

ICO 

enforcement 

Commission 

guidelines (non-

binding 

benchmark) 

Detailed rule; 

safe harbours; 

FTC approvals 

 

F. What travels and what does not 

Four features of the Indian setting affect how far these models can be transplanted. 

First, India has public digital infrastructure, including Digital Locker and consent manager 

frameworks, that could make privacy preserving verification practical: a token stating only that 

the holder is an adult, or that a named adult is linked to a child, and nothing more. The same 

infrastructure creates a risk that fiduciaries will default to state identity documents simply 

because they are available. Rule 10’s reference to tokens issued by authorised entities is a 

starting point, but the Rule does not say what such a token may reveal. 

Second, regulatory capacity differs. The GDPR’s reliance on open standards works because 

mature supervisory authorities give guidance and enforce. India’s Board is newly constituted, 

and the children’s data duties have not yet commenced. This weakens the case for copying the 

GDPR’s open texture and strengthens the case for stating concrete content in the Rules or in 

binding guidance. Lueks and colleagues reach a parallel conclusion: high level principles such 

as minimisation allow both privacy preserving and privacy invasive implementations, so 

legislators should specify properties such as selective disclosure, unlinkability and no retention 

beyond the attestation. 

Third, the flat threshold is set by statute. Section 2(f) cannot be tiered by Rules. The tools 

available are the exemptions under Section 9(4) and the age lowering notifications for 

verifiably safe processing under Section 9(5). A truly graduated regime for older teenagers 

would need an amendment. 
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Fourth, the constitutional background favours a proportionate reading. In Puttaswamy the 

Supreme Court recognised privacy as a fundamental right and required that the restrictions be 

proportionate, and the later Aadhaar decision applied the proportionality test in that context.57 

Those cases concern State action, whereas Section 9 regulates private fiduciaries, yet they 

support reading a child protection duty in a way that does not demand not a proportionate 

identity disclosure. Together with Shreya Singhal (Part IV.G), they support the view that those 

subject to liability are entitled to clear standards. 

The refined conclusion is this. A risk proportionate approach can break the dual failure, but 

only when it is paired with concrete properties and guidance. The GDPR’s own experience 

reveals proportionality without content produces thin compliance. India’s need for explicit 

content is greater, not smaller, than Europe’s. 

 

VIII. RECOMMENDATIONS 

The recommendations follow from the analysis. They aim to give the open terms of Section 9 

enough content to guide conduct without freezing technology, and to steer fiduciaries away 

from both failures at once. They are addressed to the actors with legal power to act: the Ministry 

of Electronics and Information Technology (MeitY), through the Rules or notifications; the 

Data Protection Board, through guidance and enforcement practice; and, where relevant, 

fiduciaries themselves. Timing matters. The core obligations are expected to apply from around 

13 May 2027. A proposal to shorten the period to twelve months, which would bring the date 

forward to 13 November 2026, was reported after a January 2026 consultation, and trackers 

consulted for this paper record that no notification had been made as of September 2026.58 In 

either case, guidance should come before commencement. Table 4 links each problem 

identified in the paper to a proposed remedy and the actor responsible. 

 

Table 4: Problems identified and proposed remedies 
 

Problem (Part) Recommendation Actor and instrument 

No standard of 

“verifiable” (IV.B, 

V) 

Adopt risk-tiered assurance levels (low, 

medium, high) with example mappings to 

service types; a low-risk service may verify by a 

lighter method. 

MeitY (Rules 

amendment); Board 

(guidance) 
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Circular trigger 

(IV.C, V, VI) 

State a knowledge standard: actual knowledge, 

or knowledge reasonably inferable for general-

audience services, together with a “likely to be 

accessed by 

children” test for services aimed at or attractive 

to children. Provide that no service must verify 

all users solely to comply with s 9. 

MeitY (Rules 

amendment) 

Over-collection and 

the verification 

paradox (V) 

Require privacy-preserving properties: age or 

relationship attestations that disclose no more 

than the fact needed (selective disclosure), no 

linking across services, no retention beyond the 

attestation, and no reuse of age data for other 

purposes. Prohibit behavioural age inference 

except where strictly permitted. 

MeitY (Rules); Board 

(guidance) 

Undefined 

monitoring and 

advertising (IV.E, VI) 

Publish illustrative guidance separating 

prohibited behavioural monitoring and targeted 

advertising from permitted functions such as 

security, fraud prevention, aggregate analytics 

and contextual advertising. Set out factors for 

“directed at children” (subject matter, audience 

composition, child-oriented design). 

Board (guidance); 

MeitY (Rules) 

“Parent” and “lawful 

guardian” (IV.D) 

Treat consent by either parent as sufficient 

unless the fiduciary has notice of a dispute; 

provide fallback guardians (for example, 

institutional carers) for children without a 

parent; draw on existing guardianship law for 

content. 

MeitY (Rules); Board 

(guidance) 

Flat threshold and 

teen evasion (VI.C) 

Use ss 9(4) and 9(5) to build a graduated regime: 

lighter verification and protective defaults for 

older teenagers, stricter measures for younger 

children; consider amending s 2(f) in the longer 

term. 

MeitY (notification); 

Parliament 

(amendment) 
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Ceremonial consent 

and exemption 

shopping (VI) 

Clarify the scope of the Part A classes for 

commercial services; require periodic 

reconfirmation of parental controls for high-risk 

services. 

MeitY (Rules); Board 

(guidance) 

Penalty on undefined 

duties (IV.G, VI) 

Recognise good-faith compliance with Board-

approved methods as a mitigating factor under s 

33(2) and encourage voluntary undertakings 

under s 32; publish enforcement priorities. 

Board (practice and 

guidance) 

Repeated verification 

(III.A) 

Permit a shared verification mechanism, for 

example at operating-system or app-store level, 

with each service retaining its own consent duty; 

guard against gatekeeper concentration. 

MeitY; Board; 

industry 

 

A. The core recommendation: a risk-tiered standard of assurance 

The most important step is to replace “methods without a standard” with a proper graded 

standard. A low risk service, such as a reference tool that collects almost no data, should be 

able to rely on a lighter method. A service that profiles users, enables contact between strangers 

or sells to minors should be held to a higher level of assurance. This follows the idea of GDPR 

Article 8(2) and the DSA guidelines, and it borrows COPPA’s certainty by naming the accepted 

methods at each level. A graded standard addresses both failures: it tells the cautious fiduciary 

when it may stop, and it tells the lenient fiduciary when a checkbox is not good enough. To 

prevent the enumerated methods from estabishing identity heavy verification, each level should 

also state the properties described next. 

 

B. Concrete privacy properties 

Following Lueks and colleagues, the Rules or binding guidance should specify properties 

instead of depending on the general principle of minimisation. Those properties are selective 

disclosure (a token that says only that the holder is an adult, or that an adult is linked to a child), 

unlinkability (different services cannot correlate the same person) and deletion of verification 

records once the attestation is made. A rule that age data may be used only for age assurance, 

together with an express statement in the style of DSA Article 28(3) that no fiduciary is obliged 

to process additional personal data merely to determine age, would close the verification 

paradox. Age inference by behavioural profiling should be permitted only where it is strictly 
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necessary and is the least intrusive means available. 

 

C. Definitions through guidance, not only through Rules 

Definitions of tracking, behavioural monitoring and targeted advertising should be developed 

through illustrative Board guidance, because technology and business practice will change 

faster than the Rules can. Guidance can carry examples, safe and unsafe, that a definition 

cannot. The list of exemptions in the Fourth Schedule shows that the drafters expected such 

line-drawing, and the same guidance should say how far the harmful-content and safety-

tracking exemptions extend. 

 

D. Teenagers and the flat threshold 

Section 9(5) allows the Central Government to notify a lower age for fiduciaries whose 

processing is verifiably safe. The Government should publish the criteria for that finding. 

Doing so would give fiduciaries something to design towards and would lessen the incentive 

for teenagers and fiduciaries to evade a rule that fits older teenagers badly. In the longer term 

Parliament should consider whether a graduated threshold better serves the purposes of the Act, 

which would also be consistent with the evolving-capacities principle in General Comment No 

25. 

 

E. Enforcement calibrated to good faith 

The Board’s enforcement practice can reduce both failures. Section 33(2) directs the Board to 

consider factors such as the nature and gravity of the breach, mitigation and the proportionality 

of the penalty, and Section 32 allows voluntary undertakings.59 If the Board signals that a 

fiduciary using an approved, privacy-preserving method will be treated as having acted in good 

faith, cautious fiduciaries lose the incentive to over-collect. If it also signals that ceremonial 

measures will not discharge the duty, the incentive to under-comply falls. Early enforcement 

should give priority to conduct that harms children in substance, meaning profiling and 

behavioural advertising aimed at them, over technical failures in verification flows. 

 

IX. CONCLUSION 

This paper set out to examine how the undefined terms in Section 9 of the DPDP Act and Rule 

10 of the DPDP Rules, 2025 shape the behaviour of Data Fiduciaries. On the first research 

question, Part IV identified a cluster of undefined or under-specified terms: verifiable consent, 
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the test for identifying a child, parent and lawful guardian, tracking or behavioural monitoring, 

targeted advertising, the well-being test, verifiably safe processing, and the due-diligence 

standard in Rule 10. Rule 10 lists tools but does not state how much assurance is enough. 

On the second question, Part V argued that the combination of a heavy penalty and an open 

standard gives a cautious fiduciary reason to over-collect: to verify every user, to demand 

identity documents and to infer age by profiling. The last of these creates a verification paradox, 

since to show that it does not monitor children the fiduciary must monitor everyone. On the 

third question, Part VI argued that the same uncertainty allows a less cautious fiduciary to meet 

the wording of the law through self declaration, adult by proxy consent, re labelled tracking 

and one time clicks, and that the flat threshold of eighteen amplifies this tendency. The two 

failures share one cause, and a single fiduciary can commit both by verifying at the door and 

monitoring inside. 

The comparative analysis in Part VII qualified the abstract’s claim about the GDPR. Risk 

proportionate verification, data protection by design and the UK and DSA models offer real 

solutions, including the option of applying child appropriate protections to all users and the 

express rule that assessing age does not require additional data. Yet the GDPR’s own 

proportionality clause is thin without guidance, and India’s institutions are younger. The 

remedy is therefore proportionality supplied with content: risk tiered assurance levels, concrete 

privacy properties, a stated knowledge standard, guidance on monitoring and advertising, and 

enforcement that rewards good faith compliance (Part VIII). 

 

Limitations and further research 

Three limitations should be acknowledged. First, the argument is structural and predictive. The 

core obligations have not commenced, so no compliance behaviour has been observed, and the 

illustrations are hypotheticals. Second, the analysis is doctrinal and comparative and does not 

test the incentives empirically. Third, the description of the regimes outside India is necessarily 

selective, and several of them are changing. Once the obligations apply, empirical work should 

examine which verification methods fiduciaries adopt, what data they retain, how far self 

declaration predominates, how families without identity credentials fare, and how the Board 

interprets the open terms. Such work would show whether the dual-failure thesis is borne out 

in practice. 
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