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ABSTRACT 

The exponential growth of digital infrastructure in India has created a paradox of 

unprecedented opportunity and unprecedented vulnerability. As the nation surpassed 900 

million internet users and emerged as one of the world's most active digital economies,3 the 

shadow of cybercrime expanded in equal measure—touching every sector from banking and 

governance to personal relationships and national security. The Information Technology Act, 

20004 was India's primary legislative response to this challenge. Yet more than two decades 

after its enactment, a critical question remains insufficiently examined: does the Act's 

architecture—even as amended in 2008—constitute an adequate, coherent, and constitutionally 

sound framework for addressing twenty-first century cybercrime, or has the pace of 

technological change rendered it structurally obsolete? 

 

This paper advances three original propositions. First, it argues that India's cybercrime 

regulatory framework suffers from what this paper terms "Temporal Legislative Lag"—a 

structural condition in which the speed of technological evolution chronically outpaces the 

capacity of incremental statutory amendment, creating perpetual regulatory gaps. Second, it 

proposes a "Techno-Constitutional Dualism" doctrine as an interpretive framework for Indian 

                                                             
1Pratyush, Amity Law School, Amity University, Lucknow, Uttar Pradesh. 
2Dr. Taru Mishra, Assistant Professor-II, Law, Amity Law School (ALS), Amity University, Lucknow, Uttar 

Pradesh. 
3Pavan Duggal, Cyber Law: The Indian Perspective 3 (2nd ed. 2004). 
4Information Technology (Amendment) Act, 2008, No. 10, Acts of Parliament, 2009 (India) [hereinafter IT 

Amendment Act]. 
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courts, arguing that all cybercrime provisions must be simultaneously tested against the twin 

constitutional poles of Article 19(1)(a) (freedom of expression) and Article 21 (privacy and 

personal liberty), rather than evaluated in isolation. Third, it calls for the establishment of an 

independent "National Cyber Ombudsman"—a novel institutional mechanism to provide 

accessible, specialist, and binding redressal for cybercrime victims outside the overburdened 

general criminal justice system. The paper also undertakes a comparative assessment of 

cybercrime regulation in the United Kingdom, United States, and European Union, drawing 

lessons for India's reform agenda. 

 

The study adopts a doctrinal research methodology, drawing upon primary legal materials—

statutes, judicial decisions, and legislative history—supplemented by secondary scholarship, 

government reports, and comparative legal analysis. 

 

Key Words: cybercrime, Information Technology Act 2000, cyber jurisprudence, temporal 

legislative lag, techno-constitutional dualism, national cyber ombudsman, data protection, 

digital sovereignty, comparative cyber law, India 

"Technology is neither good nor bad; nor is it neutral. The legal systems we 

build around it, however, are a reflection of our deepest values as a society—

and those systems must be built with greater care than the technology itself." 

 

INTRODUCTION 

Every transformative technology in human history has generated a corresponding 

transformation in the nature and methods of crime. The printing press enabled the mass 

production of seditious pamphlets; the railway facilitated the rapid movement of stolen goods; 

the telephone became an instrument of wire fraud. The internet—the most transformative 

technology of the modern era—has produced a category of criminal activity so distinctive in 

its nature, scale, and borderlessness that it defies conventional criminological classification. 

Cybercrime is not merely crime committed with a computer. It represents a qualitatively 

different order of harm: instantaneous, anonymous, transnational, and capable of inflicting 

damage across thousands of victims simultaneously from a single point of origin. 

 

India's encounter with cybercrime has been shaped by the peculiarities of its developmental 

trajectory. As a nation that leapfrogged several stages of infrastructural development to adopt 
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digital technology directly—skipping landlines for mobile phones, bypassing traditional 

banking for fintech platforms—India has built a digital ecosystem of remarkable scale and 

remarkable fragility. The country recorded over 13.9 lakh cybercrime complaints on the 

National Cyber Crime Reporting Portal in 2022 alone,5 while the National Crime Records 

Bureau data for the same period reflected a steep and sustained upward trend in registered 

cybercrime cases across all categories.6 Financial fraud, online harassment, identity theft, 

phishing, ransomware, and child sexual abuse material (CSAM) constitute the dominant 

categories. The economic cost to individuals and institutions runs into thousands of crores 

annually. 

 

Against this backdrop, the Information Technology Act, 20007 stands as India's primary—

though not exclusive—statutory instrument for cybercrime regulation. Enacted with the dual 

purpose of enabling e-commerce and penalizing cyber offences, the Act has undergone 

significant amendment and extensive judicial interpretation over its more than two decades of 

operation. However, a candid appraisal reveals a statute struggling under the weight of its own 

age: its definitions are technologically dated, its penalty structure is inconsistently calibrated, 

its enforcement mechanisms are underpowered, and its interaction with constitutional 

guarantees has produced tensions that remain partially unresolved even after the landmark 

judgment in Shreya Singhal v. Union of India.8 

 

This paper is an attempt to move beyond descriptive accounts of the IT Act's provisions and 

offer an analytically rigorous, constitutionally grounded, and comparatively informed 

assessment of India's cybercrime regulatory framework. It does so by developing original 

theoretical propositions—Temporal Legislative Lag, Techno-Constitutional Dualism, and the 

National Cyber Ombudsman—that the author believes offer a novel and productive lens 

through which the existing framework may be critiqued and reformed. The ultimate argument 

of this paper is that India does not merely need amendments to the IT Act; it needs a 

fundamental reconceptualization of the institutional, constitutional, and definitional premises 

upon which its cybercrime law is built. 

                                                             
5United Nations General Assembly Resolution 55/63, Combating the Criminal Misuse of Information 

Technologies (2001). 
6UNCITRAL Model Law on Electronic Commerce (1996), United Nations Commission on International Trade 

Law. 
7Shreya Singhal v. Union of India, (2015) 5 SCC 1 (India). 
8State of Tamil Nadu v. Suhas Katti, (2004), Metropolitan Magistrate (Chennai) (Unreported). 
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OBJECTIVES OF THE PAPER 

1. To undertake a critical doctrinal examination of the cybercrime provisions of the 

Information Technology Act, 2000 and the Information Technology (Amendment) Act, 

2008, with a focus on their legislative history, conceptual foundations, and operational 

adequacy. 

2. To develop and apply an original theoretical framework—comprising Temporal 

Legislative Lag, Techno-Constitutional Dualism, and the Graduated Culpability Matrix 

for intermediary liability—as analytical tools for understanding and reforming India's 

cybercrime law. 

3. To analyse landmark judicial decisions of the Supreme Court of India and various High 

Courts concerning cybercrime provisions, identifying interpretive trends, doctrinal 

tensions, and areas of persistent uncertainty. 

4. To undertake a comparative analysis of cybercrime regulatory frameworks in the 

United Kingdom, United States, and European Union, deriving specific lessons 

applicable to the Indian context. 

5. To propose specific, evidence-based, and institutionally grounded recommendations for 

legislative and structural reform, including the establishment of a National Cyber 

Ombudsman. 

 

RESEARCH METHODOLOGY 

The present research is doctrinal in its methodology and analytical in its orientation. It relies 

primarily upon an examination and synthesis of primary legal sources—statutes, constitutional 

provisions, judicial decisions of the Supreme Court of India and High Courts, parliamentary 

debates, and subordinate legislation—alongside secondary sources including academic 

monographs, journal articles, government policy documents, and comparative legal materials. 

The study does not involve empirical data collection. It employs purposive statutory 

interpretation9 as its primary hermeneutic approach, construing the IT Act's provisions in light 

of their underlying legislative objectives rather than their literal text alone. Where judicial 

decisions are discussed, the focus is on their ratio decidendi and its implications for the broader 

doctrinal framework, rather than merely their factual narratives. 

 

 

                                                             
9Avnish Bajaj v. State (NCT of Delhi), 116 (2005) DLT 427. 
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LEGISLATIVE EVOLUTION: FROM ANALOGUE CRIME TO THE 

DIGITAL REGULATORY CHALLENGE 

I. The Pre-IT Act Landscape and Its Deficiencies 

Prior to the enactment of the IT Act, 2000, India's sole instruments for addressing technology-

mediated crime were the Indian Penal Code, 186010 and a scattered collection of sector-specific 

statutes. The IPC, drafted by the first Indian Law Commission under Lord Macaulay and 

enacted during British colonial rule, was conceptually incapable of addressing crimes that had 

no physical locus, no tangible property, and no territorial anchor. While prosecutors 

experimented with stretching provisions on theft (Section 378), cheating (Section 420), and 

forgery (Sections 463–471) to cover computer-related offences, these efforts were 

fundamentally strained—both textually and jurisprudentially. 

The conceptual difficulty lay at the level of foundational legal categories. Theft under the IPC 

requires the 'moving' of a 'moveable property'—a description that sits uneasily with the 

duplication of digital data, which is not 'moved' in the physical sense and does not diminish 

upon copying. Cheating requires inducing a person through 'fraudulent' or 'dishonest' means—

a provision requiring the involvement of a human mind as the deceived party, poorly suited to 

automated systems. These structural mismatches were not merely academic: they translated 

into acquittals, dropped charges, and a systemic inability to hold cybercriminals accountable 

in the pre-2000 era. 

 

II. The Enactment of the IT Act, 2000 

The Information Technology Act, 200011 was modelled substantially on the UNCITRAL 

Model Law on Electronic Commerce (1996),12 signalling that the primary legislative impetus 

was the facilitation of e-commerce rather than the control of cybercrime. Chapters I through 

IX of the Act deal principally with electronic contracts, digital signatures, certifying authorities, 

and the electronic delivery of government services. The cybercrime provisions—concentrated 

in Chapter XI—were, in the original Act, limited in scope and relatively lenient in their penalty 

structure. Unauthorized access and hacking attracted civil liability under Section 43 and 

criminal liability under Section 66. Section 67 penalized the transmission of obscene material 

in electronic form. These provisions, while novel for their time, quickly proved inadequate 

against the sophistication of emerging cyber threats. 

                                                             
10Nasscom v. Ajay Sood & Others, 119 (2005) DLT 596. 
11Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (India). 
12Indian Penal Code, 1860 (India) [hereinafter IPC]. 
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III. The 2008 Amendment: Expansion, Contradiction, and Controversy 

The Information Technology (Amendment) Act, 200813 represented the most significant 

revision of India's cyber law architecture to date. The Amendment introduced a suite of new 

offences—including cyber terrorism (Section 66-F), identity theft (Section 66-C), cheating by 

personation (Section 66-D), voyeurism (Section 66-E), and the transmission of sexually 

explicit content without consent (Section 66-E). Critically, it also inserted Section 66-A, which 

penalized the sending of 'grossly offensive' or 'menacing' messages—a provision that would 

subsequently be struck down as unconstitutional. 

The 2008 Amendment also revised the intermediary liability regime under Section 79, 

extending a conditional safe harbour to network service providers while imposing obligations 

of due diligence. Section 43-A introduced data protection obligations for corporate bodies 

handling sensitive personal data, and Section 72-A criminalized disclosure of personal 

information in breach of a lawful contract. These provisions, though significant, were criticized 

for their vagueness and the absence of an independent data protection authority to oversee their 

implementation—a lacuna only partially addressed by the subsequent enactment of the Digital 

Personal Data Protection Act, 2023.14 

 

A NOVEL THEORETICAL FRAMEWORK FOR UNDERSTANDING 

INDIA'S CYBERCRIME LAW 

I. Temporal Legislative Lag: The Structural Obsolescence Problem 

The first original proposition advanced in this paper is the concept of "Temporal Legislative 

Lag"—a phenomenon in which the structural tempo of the legislative process is fundamentally 

incompatible with the velocity at which digital technology evolves. Conventional legislation is 

a slow, deliberative process: Bills pass through committee examinations, parliamentary 

debates, presidential assent, and notification—a cycle that may span years. Technology, by 

contrast, evolves exponentially. By the time a legislature identifies a new species of 

cybercrime, deliberates upon its appropriate legal response, and enacts a statutory remedy, the 

technology underlying that offence may have been superseded by two or three further 

generations of development. 

Temporal Legislative Lag is not a criticism of legislative diligence but a structural observation 

about the incompatibility of traditional legal architectures with the digital environment. India's 

                                                             
13Council of Europe, Convention on Cybercrime (Budapest Convention), ETS No. 185 (2001). 
14Cyber Appellate Tribunal, constituted under Chapter X, IT Act, 2000 (India). 
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experience is illustrative: the IT Act was enacted in 2000, but its first major cybercrime 

amendment came only in 2008—an eight-year gap during which the internet transformed from 

a text-based communication medium to a multimedia commerce and social platform. 

Ransomware, which emerged as a dominant cybercrime vector in the 2010s, still lacks an 

explicit statutory definition or tailored penalty provision under the IT Act. Deepfakes, 

cryptocurrency fraud, and AI-generated child sexual abuse material similarly inhabit a statutory 

no-man's land. 

The implication of this theory for legislative design is significant: India's cybercrime law 

cannot be made future-proof through periodic amendment alone. What is required is a 

structurally adaptive statutory framework—one built with definitional flexibility, empowered 

subordinate legislation, and a standing expert body capable of updating offence schedules 

without recourse to full parliamentary process. The author proposes the establishment of a 

Cyber Law Reform Commission as a permanent, technically expert body mandated to review 

the IT Act's penal provisions every three years and submit updated schedules of offences to 

Parliament for adoption by resolution. 

 

II. Techno-Constitutional Dualism: A New Interpretive Doctrine 

The second original proposition is the doctrine of "Techno-Constitutional Dualism," which 

posits that every cybercrime provision of the IT Act must be simultaneously evaluated against 

two constitutional poles: Article 19(1)(a)—the fundamental right to freedom of speech and 

expression—and Article 21—the fundamental right to life and personal liberty, which the 

Supreme Court has authoritatively held to include the right to privacy in the digital sphere.15 

The failure to apply this dual constitutional lens has been responsible for some of the most 

significant doctrinal difficulties in Indian cyber law. 

The clearest illustration of Techno-Constitutional Dualism in operation is the trajectory of 

Section 66-A. When Parliament inserted this provision through the 2008 Amendment, it 

focused almost exclusively upon the harm-prevention rationale—protecting individuals from 

offensive or menacing online communication—without adequately testing the provision 

against the Article 19(1)(a) guarantee. The result was a broadly worded offence whose 

vagueness gave enforcement authorities unbounded discretion to suppress constitutionally 

protected speech. The Supreme Court's invalidation of Section 66-A in Shreya Singhal16 was, 

                                                             
15Ministry of Home Affairs, Annual Report 2022–23, National Cyber Crime Reporting Portal Statistics 47 (2023). 
16Reserve Bank of India, Report on Trend and Progress of Banking in India 2022–23, at 98 (2023). 
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in this reading, the constitutional corrective of a legislature that had failed to apply Techno-

Constitutional Dualism at the drafting stage. 

The doctrine's positive implication is prescriptive: future cybercrime legislation must be 

drafted through a process that integrates systematic constitutional review at the Bill stage—not 

merely a formal scrutiny by the Law Ministry, but a substantive, expert assessment of each 

penal provision against the dual constitutional requirements of expression freedom and privacy 

protection. This requires institutional innovation: a dedicated Parliamentary Sub-Committee 

on Digital Constitutionality staffed with constitutional lawyers, technologists, and civil society 

representatives. 

 

III. Graduated Culpability Matrix for Intermediary Liability 

The third theoretical contribution of this paper is the "Graduated Culpability Matrix" (GCM)—

a framework for assessing the criminal and civil liability of digital intermediaries in proportion 

to their actual capacity to prevent, detect, and remove cybercriminal content. The existing safe 

harbour framework under Section 79 of the IT Act draws a binary distinction: an intermediary 

either complies with due diligence requirements and enjoys immunity, or fails to comply and 

loses protection. This binary model is inadequate for a digital ecosystem populated by entities 

ranging from neighbourhood cyber cafes to multinational platforms with billions of users and 

sophisticated content moderation capabilities. 

The GCM proposes a three-tier liability structure. Tier One comprises passive conduits—

network access providers and caching services—who should receive near-absolute immunity 

absent actual knowledge of criminal content. Tier Two comprises active platforms—social 

media networks, e-commerce marketplaces, and search engines—who possess both the 

technical capability and the commercial interest to monitor content, and who should bear 

graduated liability proportionate to their failure to deploy reasonable content moderation 

measures. Tier Three comprises hosting platforms that proactively promote, amplify, or 

monetize criminal content—who should bear full criminal and civil liability without the benefit 

of safe harbour protection. This framework draws partial inspiration from the EU's Directive 

on Attacks Against Information Systems17 and the liability tiering approach emerging from 

comparative jurisprudence, but is adapted to India's specific regulatory and constitutional 

context. 

 

                                                             
17Computer Fraud and Abuse Act, 18 U.S.C. § 1030 (1986) (United States). 
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ARCHITECTURE OF CYBERCRIME PROVISIONS UNDER THE IT 

ACT, 2000 

I. Unauthorized Access, Computer Damage, and Hacking (Sections 43 and 66) 

Section 43 of the IT Act establishes civil liability for a range of acts committed against 

computer systems without the permission of their owner: unauthorized access, downloading or 

copying data, introduction of computer viruses, damage to computer systems, disruption of 

networks, and denial of access to authorized users. The provision is notable for its civil remedy 

framework—it entitles the injured party to claim compensation before an Adjudicating 

Officer—but its penal complement, Section 66, criminalizes the same acts when committed 

dishonestly or fraudulently, attracting imprisonment of up to three years and a fine of up to five 

lakh rupees or both. 

A persistent criticism of this dyad is the inadequacy of its penalty structure relative to the 

gravity of harm that sophisticated hacking attacks can inflict. The takedown of a banking 

network or a hospital's patient management system may cause losses running into crores of 

rupees and endanger lives; a maximum imprisonment of three years is widely regarded by legal 

practitioners as disproportionately lenient.18 Comparative law offers a corrective reference 

point: the Computer Fraud and Abuse Act of the United States19 provides for imprisonment up 

to twenty years for hacking offences causing significant damage to critical infrastructure. The 

Computer Misuse Act, 1990 of the United Kingdom20 was amended in 2006 to impose a 

maximum of ten years imprisonment for unauthorized modification of computer material 

causing serious damage. 

 

II. Identity Theft and Online Fraud (Sections 66-C and 66-D) 

Section 66-C of the IT Act penalizes the fraudulent or dishonest use of the electronic signature, 

password, or any other unique identification feature of another person, prescribing 

imprisonment of up to three years and a fine up to one lakh rupees. Section 66-D addresses 

cheating by personation through communication devices or computer resources—a provision 

directly responsive to the growing menace of phishing, vishing, smishing, and social 

engineering fraud that has devastated bank account holders and digital payment users across 

India.21 

                                                             
18Council of the European Union, Directive 2013/40/EU on Attacks Against Information Systems (2013). 
19Computer Misuse Act, 1990, c. 18 (United Kingdom). 
20Digital Personal Data Protection Act, 2023, No. 22, Acts of Parliament, 2023 (India). 
21Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, G.S.R. 139(E) 
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The Reserve Bank of India's Annual Report has consistently flagged the surge in digital 

payment frauds,22 a significant proportion of which involve identity fraud and online 

impersonation. Yet prosecutions under Sections 66-C and 66-D remain relatively uncommon, 

partly because of evidentiary difficulties in establishing the fraudulent intent element and partly 

because most victims are directed by police towards IPC provisions on cheating—an approach 

that fails to leverage the technologically specific and analytically superior framework the IT 

Act was designed to provide. 

 

III. Cyber Terrorism (Section 66-F) 

Section 66-F, introduced by the 2008 Amendment, represents the most serious cybercrime 

offence under the IT Act, carrying a maximum sentence of life imprisonment. The provision 

criminalizes acts committed with intent to threaten the unity, integrity, security, or sovereignty 

of India, or to strike terror in the people, involving unauthorized access to computer resources, 

denial of access to authorized users, or the introduction of computer contaminants that may 

cause death or damage or destruction to property or disrupt essential services. 

While the provision's intent is laudable, its definitional architecture raises several legal 

concerns. The phrase 'likely to cause death or injuries' introduces a speculative causality test 

that may be difficult to establish in evidentiary proceedings. The provision's overlap with 

offences under the Unlawful Activities (Prevention) Act, 1967 creates jurisdictional ambiguity 

and potential double jeopardy concerns. Furthermore, the absence of an explicit definition of 

'critical information infrastructure' within Section 66-F itself—despite the IT Act elsewhere 

using this term—creates interpretive uncertainty that skilled defence counsel could exploit. 

 

IV. Data Protection Obligations (Section 43-A and Section 72-A) 

Section 43-A imposes civil liability upon corporate bodies possessing sensitive personal data 

who fail to maintain 'reasonable security practices and procedures.' The provision was the first 

formal recognition in Indian statute of a data protection duty owed by private entities to data 

subjects. However, its effectiveness has been constrained by the vagueness of the 'reasonable 

security practices' standard, which was left to be defined by subordinate rules, and by the 

absence of a proactive regulatory oversight mechanism. 

The enactment of the Digital Personal Data Protection Act, 202323 has significantly augmented 

                                                             
(India). 
22Farooq Ahmad, Cyber Law in India 52 (3rd ed. 2011). 
23Sri Bharat Mint & Allied Products Ltd. v. Commissioner of Central Excise, (2010) 10 SCC 198 (India) 
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the data protection architecture, but its interaction with the IT Act's cybercrime provisions 

remains unsettled. The question of whether a corporate data breach that constitutes a violation 

of Section 43-A can also attract criminal liability under other provisions of the IT Act—or must 

be treated exclusively as a civil matter—has not been authoritatively resolved by any Indian 

court. This is an area that urgently requires either legislative clarification or authoritative 

judicial guidance. 

 

JUDICIAL INTERPRETATION: BUILDING CYBERCRIME 

DOCTRINE THROUGH CASE LAW 

I. State of Tamil Nadu v. Suhas Katti (2004): The First Conviction and Its Symbolic 

Importance 

The significance of State of Tamil Nadu v. Suhas Katti24 lies not in any complex legal 

proposition but in its foundational demonstration that the IT Act could work as an instrument 

of practical justice. The accused had posted obscene and defamatory content about the 

complainant—a woman—on online platforms and sent her harassing messages. The 

Metropolitan Magistrate, Chennai, convicted the accused within seven days of filing the charge 

sheet—a record that underscored what was possible when enforcement authorities, prosecutors, 

and courts worked in concert with a clear statutory mandate. 

The case's sociological significance was equally important. It signalled to survivors of online 

harassment—predominantly women—that the law was not indifferent to their digital 

victimization. The prosecution's reliance on Section 67 of the IT Act alongside Sections 469 

and 509 of the IPC illustrated an important early doctrinal point: the IT Act and the IPC were 

intended to operate concurrently, each filling the definitional and penological gaps of the other. 

This concurrent application model has since become standard prosecutorial practice in 

cybercrime cases in India. 

 

II. Avnish Bajaj v. State (NCT of Delhi) (2005): Intermediary Liability and the Limits 

of Safe Harbour 

The Avnish Bajaj25 litigation arose from a deeply troubling incident: the filming, distribution, 

and sale—through an online marketplace—of an obscene MMS clip involving school students. 

                                                             
(discussing the principle of purposive statutory construction). 
24General Data Protection Regulation (EU) 2016/679 [hereinafter GDPR]. 
25Virendra Kumar Misra v. State of U.P., (2019) Allahabad High Court (discussing cyber fraud under Sections 43 

and 66 of the IT Act). 
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The managing director of Bazee.com, through which the clip was listed, was arrested and 

prosecuted under Section 67 of the IT Act for allegedly facilitating the transmission of obscene 

material. 

The Delhi High Court's engagement with the question of intermediary liability was 

foundational. The Court recognized that Section 79 of the IT Act, as it then stood, provided a 

limited immunity to network service providers, but held that the immunity was conditional 

upon the absence of actual knowledge of the unlawful content. The case exposed a critical 

lacuna: the original IT Act had no mechanism obligating platforms to proactively monitor 

content or expeditiously remove offending material upon receipt of notice. This deficiency was 

addressed—though only partially—by the 2008 Amendment's revised Section 79 and the 

subsequent Information Technology (Intermediary Guidelines) Rules, 2021.26 

From the perspective of this paper's Graduated Culpability Matrix, the Bajaj case illustrates 

precisely the kind of situation in which a Tier Two intermediary—a marketplace with genuine 

technical capacity and commercial interest in monitoring the content traded on its platform—

should bear liability proportionate to its capabilities rather than receiving blanket immunity. 

The case thus provides historical empirical support for the GCM framework. 

 

III. Nasscom v. Ajay Sood & Others (2005): Phishing as Civil Wrong 

In Nasscom v. Ajay Sood & Others27, the Delhi High Court confronted phishing—the 

fraudulent impersonation of a trusted entity to harvest sensitive personal data—for the first 

time in Indian legal history. The defendants had operated an online recruitment service, 

impersonating NASSCOM (the National Association of Software and Service Companies) 

through emails and falsely claiming to represent the association to extract personal information 

from IT professionals. 

 

The Court, in the absence of an explicit statutory definition of phishing at the time, held that 

the defendants' conduct constituted an actionable misrepresentation and an act of passing off 

under the common law of torts. It granted a permanent injunction and awarded damages. The 

decision was significant for three reasons: it demonstrated the courts' willingness to extend 

existing tortious doctrines to digital deception; it established that online identity—including a 

corporate entity's digital reputation—was legally protectable even without explicit statutory 

                                                             
26Cyber Crime Investigation Cell, Mumbai, Statistical Report 2022 (Mumbai Police) (recording a 62% increase 

in cybercrime complaints over five years). 
27Rodney D. Ryder, Guide to Cyber Laws 88 (3rd ed. 2010). 
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coverage; and it created a precedent for private law remedies to supplement the IT Act's 

criminal enforcement mechanisms. 

 

IV. Shreya Singhal v. Union of India (2015): Constitutional Adjudication of Cyber 

Speech 

The Supreme Court's decision in Shreya Singhal v. Union of India28 stands as the most 

constitutionally significant cybercrime judgment in India's legal history. A Constitution Bench 

unanimously struck down Section 66-A of the IT Act as unconstitutional, finding it void for 

vagueness and an impermissible restriction on the fundamental right to freedom of speech and 

expression under Article 19(1)(a). The Court held that the terms used in Section 66-A—

including 'grossly offensive,' 'menacing,' 'causing annoyance,' 'causing inconvenience,' and 'ill-

will'—were so indefinite that they were incapable of precise objective definition, conferring 

upon enforcement authorities a degree of subjective discretion incompatible with constitutional 

governance. 

The Court drew a careful doctrinal distinction between mere discussion or advocacy, which is 

protected speech, and incitement to imminent unlawful action, which may permissibly be 

restricted. Section 66-A failed this test because it targeted the communicator's intent and the 

recipient's reaction rather than any nexus between the communication and concrete harm. The 

judgment is not merely a decision about Section 66-A; it is a comprehensive constitutional 

methodology for evaluating online speech restrictions—one that lays the groundwork for what 

this paper identifies as the Techno-Constitutional Dualism doctrine. 

 

V. Justice K.S. Puttaswamy (Retd.) v. Union of India (2017): Privacy as the 

Constitutional Foundation of Cyber Protection 

The nine-judge Bench decision in Puttaswamy29 did not concern cybercrime directly. Yet its 

constitutional implications for India's entire cyber law framework are profound. By 

unanimously holding that informational privacy—the individual's right to control personal data 

generated in digital interactions—forms an inseparable part of the fundamental right to life and 

personal liberty under Article 21, the Court effectively constitutionalized data protection in 

India. 

The decision has three major implications for cybercrime law. First, it establishes a 

constitutional minimum below which no data protection regime—whether under the IT Act or 

                                                             
28National Crime Records Bureau, Crime in India 2022, at 210–215 (2023). 
29Prevention of Money Laundering Act, 2002, No. 15, Acts of Parliament, 2003 (India). 
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the DPDPA, 2023—may fall. Second, it subjects state-conducted surveillance and data 

collection to heightened constitutional scrutiny, requiring that any such measure satisfy the 

triple test of legality, legitimate aim, and proportionality. Third, it empowers individuals to 

challenge, through writ petitions under Article 32 or Article 226, any administrative action—

including under the IT Act's Adjudicating Officer mechanism—that involves unauthorized or 

disproportionate processing of their personal data. 

 

COMPARATIVE ANALYSIS: LESSONS FROM INTERNATIONAL 

CYBERCRIME FRAMEWORKS 

A comparative examination of cybercrime regulatory frameworks across selected jurisdictions 

reveals both instructive models and cautionary examples for India's reform agenda. 

 

I. United Kingdom: The Computer Misuse Act, 1990 and Its Adaptive Evolution 

The United Kingdom's Computer Misuse Act, 199030 is widely regarded as a model of adaptive 

cybercrime legislation. Originally enacted with three basic offences—unauthorized access, 

unauthorized access with intent to commit further offences, and unauthorized modification of 

computer material—the Act has been amended multiple times to incorporate new offences such 

as impairing access to computer data (introduced in 2006 to address denial-of-service attacks) 

and the making, supplying, or obtaining articles for use in computer misuse (targeting malware 

creation and distribution). The UK model's key lesson for India is that a deliberately modular 

statutory architecture—in which the core framework is stable but the offence schedule is 

capable of rapid expansion—better manages Temporal Legislative Lag than periodic wholesale 

amendment. 

 

II. United States: The Computer Fraud and Abuse Act (CFAA) and Its Critique 

The United States' Computer Fraud and Abuse Act31 has been both lauded as a comprehensive 

anti-hacking instrument and criticized as overly broad—capable of criminalizing technical 

violations of website terms of service as federal felonies. The CFAA's graduated penalty 

structure—ranging from misdemeanor charges for minor unauthorized access to twenty years 

imprisonment for hacking attacks on critical infrastructure—offers a proportionality model that 

India's flat penalty structure under the IT Act would benefit from adopting. However, the 

                                                             
30Indra Das v. State of Assam, (2011) 3 SCC 380 (India) (on the importance of purposive interpretation of criminal 

statutes). 
31Internet and Mobile Association of India (IAMAI), India Internet Report 2023, at 11 (2023). 
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CFAA's experience also underscores the dangers of broad statutory language in the digital 

context: vague provisions tend to be deployed by powerful institutions against individual 

researchers and whistleblowers, a pattern directly analogous to the misuse of Section 66-A in 

India. 

 

III. European Union: GDPR and the Directive on Attacks Against Information 

Systems 

The European Union's approach to cybercrime regulation is notably bifurcated. On the data 

protection dimension, the General Data Protection Regulation (GDPR)32 provides one of the 

world's most rigorous and comprehensive frameworks for the protection of personal data, 

imposing substantial fines for data breaches and providing individuals with meaningful rights 

of access, rectification, and erasure. On the criminal enforcement dimension, the Directive on 

Attacks Against Information Systems33 harmonizes minimum standards for cybercrime 

offences across member states and mandates international cooperation mechanisms. Together, 

these instruments embody a dual-track regulatory philosophy—robust civil protection of data 

alongside harmonized criminal enforcement—that India's fragmented statutory regime 

conspicuously lacks. The EU model argues for India's adoption of a comprehensive, integrated 

National Cybercrime and Data Protection Framework that combines the functions currently 

distributed across the IT Act, the DPDPA, and the IPC into a single, coherent statutory edifice. 

 

CRITICAL LIMITATIONS OF THE EXISTING INDIAN 

CYBERCRIME FRAMEWORK 

I. Definitional Obsolescence 

The IT Act, 2000 was drafted at a moment when the dominant cybercrime typologies were 

hacking, virus transmission, and electronic fraud. The statute contains no express definitions 

or penalty provisions for ransomware, spyware, cryptojacking, deepfake-enabled fraud, 

cryptocurrency-related crimes, AI-facilitated phishing, or dark web offences. This definitional 

vacuum forces prosecutors into the legally and evidentially unsatisfactory exercise of stretching 

general hacking provisions to cover technologically distinct offences—an approach that risks 

acquittals, inconsistent sentencing, and judicial resistance. Temporal Legislative Lag is most 

acutely visible at this definitional level. 

                                                             
32General Data Protection Regulation (EU) 2016/679 [hereinafter GDPR]. 
33Council of the European Union, Directive 2013/40/EU on Attacks Against Information Systems (2013). 
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II. Fragmented Enforcement Architecture 

Cybercrime enforcement in India is distributed across a bewildering array of institutional 

actors: state police cyber cells with widely varying technical competence, specialized central 

agencies such as the Computer Emergency Response Team India (CERT-In) and the Indian 

Cybercrime Coordination Centre (I4C), financial sector regulators including the RBI,34 SEBI 

and IRDAI, and sector-specific bodies. This institutional fragmentation produces coordination 

failures, jurisdictional disputes, inconsistent evidentiary standards, and—most critically—a 

victim experience characterized by helplessness and bureaucratic ping-pong. The absence of a 

single-window, empowered cybercrime authority with operational jurisdiction across all 

categories of cyber offences is a structural deficiency that no amount of statutory amendment 

can address without corresponding institutional reform. 

 

III. Extraterritorial Jurisdiction and International Cooperation Gaps 

Section 75 of the IT Act asserts extraterritorial jurisdiction over cybercrime offences involving 

computer systems located in India, regardless of the nationality of the offender or the location 

of the crime. In practice, however, this jurisdiction is largely unenforceable absent robust 

international cooperation mechanisms. India has not ratified the Budapest Convention on 

Cybercrime,35 which provides the most comprehensive operational framework for cross-border 

digital evidence gathering, expedited preservation of data, and mutual legal assistance in 

cybercrime investigations. India's bilateral Mutual Legal Assistance Treaties (MLATs) cover 

fewer than fifty countries and are often slow and cumbersome in operation. The result is that 

transnational cybercriminals who carefully situate their operations in jurisdictions with no 

extradition treaty with India can operate with relative impunity against Indian targets. 

 

IV. Victim-Centred Justice Deficit 

The IT Act's victim redressal architecture—centred on Adjudicating Officers and the Cyber 

Appellate Tribunal36—has been widely criticized as slow, inaccessible, and technically under-

equipped. The Cyber Appellate Tribunal, which was envisioned as a specialist forum for quick 

resolution of technology disputes, has been plagued by delays, vacancies, and a lack of 

dedicated technical expertise. The National Cyber Crime Reporting Portal, while a welcome 

initiative, functions primarily as a complaint intake mechanism rather than a structured 

                                                             
34Reserve Bank of India, Report on Trend and Progress of Banking in India 2022–23, at 98 (2023). 
35Council of Europe, Convention on Cybercrime (Budapest Convention), ETS No. 185 (2001). 
36Cyber Appellate Tribunal, constituted under Chapter X, IT Act, 2000 (India). 
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pathway to justice. Victims of financial cyber fraud—who often require immediate freezing of 

fraudulently transferred funds—face systemic delays that render effective restitution 

practically impossible in the majority of cases. 

 

RECOMMENDATIONS: TOWARDS A REFORMED AND FUTURE-

READY FRAMEWORK 

I. Enact a Comprehensive, Modular Cybercrime Prevention and Prosecution Code 

India should move beyond piecemeal amendment of the IT Act and enact a standalone, 

comprehensive Cybercrime Prevention and Prosecution Code. This Code should adopt a 

modular architecture: a stable core framework defining foundational concepts, jurisdictional 

principles, evidentiary standards, and enforcement mechanisms, supplemented by regularly 

updatable schedules of specific offences and penalties adopted by expert regulatory instrument. 

This approach directly addresses Temporal Legislative Lag by building structural adaptability 

into the legislation's architecture rather than relying upon periodic parliamentary amendment 

cycles. 

 

II. Establish a National Cyber Ombudsman 

This paper advances the original proposal for the creation of a National Cyber Ombudsman as 

an independent, specialist, and accessible redressal mechanism for cybercrime victims. Unlike 

the existing Adjudicating Officer framework—which is limited in geographical reach, 

technical expertise, and enforcement powers—the National Cyber Ombudsman would be a 

constitutional or statutory authority empowered to receive complaints, direct preservation of 

digital evidence, issue interim orders to freeze fraudulently transferred funds or take down 

offending content, and award binding compensation. Crucially, it would operate through a 

network of regional offices and a 24x7 digital interface, ensuring accessibility for victims 

across India's diverse and geographically dispersed population. The model draws inspiration 

from financial sector ombudsman frameworks—such as the RBI's Banking Ombudsman—but 

is specifically designed for the technical and evidentiary complexities of digital offences. 

 

III. Accede to the Budapest Convention 

India should formally accede to the Budapest Convention on Cybercrime37 at the earliest 

opportunity. Accession would provide India's law enforcement agencies with access to the 

                                                             
37Council of Europe, Convention on Cybercrime (Budapest Convention), ETS No. 185 (2001). 
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Convention's operational mechanisms for cross-border digital evidence preservation, 

subscriber data disclosure, and mutual legal assistance—tools that are indispensable for 

investigating the transnational cybercrime operations that account for a significant and growing 

proportion of India's cyber threat landscape. India's concerns about sovereignty and data 

localization—often cited as reasons for hesitation—can be adequately addressed through the 

Convention's reservation mechanism, which permits acceding states to qualify their obligations 

in respect of specific provisions. 

 

IV. Legislate a Graduated Culpability Matrix for Intermediaries 

The GCM framework proposed in this paper should be given legislative expression through 

amendment of Section 79 of the IT Act and supporting rules. The three-tier liability structure—

passive conduits, active platforms, and content-promoting hosts—should replace the current 

binary safe harbour model, with specific due diligence obligations calibrated to the technical 

capabilities, user base, and economic scale of each tier. This reform would simultaneously 

protect small and medium digital service providers from disproportionate liability while 

imposing meaningful obligations upon large, technically capable platforms that currently 

benefit from safe harbour protection even when their content moderation practices are 

demonstrably inadequate. 

 

V. Establish a Parliamentary Sub-Committee on Digital Constitutionality 

As a permanent institutional expression of the Techno-Constitutional Dualism doctrine 

proposed in this paper, Parliament should establish a standing Sub-Committee on Digital 

Constitutionality—a specialist committee of parliamentarians, constitutional lawyers, 

technologists, and civil society representatives tasked with reviewing every cybercrime Bill or 

amendment for consistency with Articles 19(1)(a) and 21 of the Constitution before it proceeds 

to parliamentary debate. This mechanism would prevent the legislative failure exemplified by 

Section 66-A from recurring, ensuring that future cybercrime provisions are constitutionally 

sound from the moment of their conception. 

 

VI. Create Specialist Cybercrime Courts and Invest in Forensic Infrastructure 

Effective cybercrime prosecution is contingent upon technically competent courts, adequately 

equipped forensic laboratories, trained investigators, and skilled prosecutors. India should 

establish a network of designated Cybercrime Sessions Courts in each High Court 

jurisdiction—modelled on the POCSO courts established under the Protection of Children from 
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Sexual Offences Act—staffed by judges with specialist training in digital evidence, cyber 

forensics, and information technology law. Simultaneously, a national programme of 

investment in state-of-the-art digital forensic laboratories and a mandatory cyber law 

certification programme for police officers should be implemented under a centrally sponsored 

scheme. 

 

CONCLUSION 

The Information Technology Act, 2000 was a foundational achievement—a visionary piece of 

legislation that provided India with its first coherent statutory response to the twin challenges 

of digital commerce facilitation and cybercrime control. Its importance should not be 

understated. It gave India's law enforcement agencies a workable toolkit, provided its courts 

with a statutory framework for adjudicating digital disputes, and established the principle that 

acts committed in cyberspace carry the same legal consequences as their physical-world 

counterparts. Two landmark Supreme Court decisions—Shreya Singhal and Puttaswamy—

have built upon this foundation to articulate a constitutionally sophisticated doctrine of digital 

rights that places India at the forefront of cyber jurisprudence in the developing world. 

 

Yet the Act's age and its incremental amendment history have produced a framework that is 

structurally strained and doctrinally fragmented. The three original theoretical propositions 

advanced in this paper—Temporal Legislative Lag, Techno-Constitutional Dualism, and the 

Graduated Culpability Matrix—are offered as analytical instruments that can assist both 

legislators and courts in understanding not merely what the law currently says, but what its 

principled foundations demand and what structural reforms its future development requires. 

 

India stands at a digital inflection point. With a Digital India programme advancing at pace, a 

fintech ecosystem of global significance, and a population increasingly dependent upon digital 

platforms for work, commerce, healthcare, and social life, the adequacy of the legal framework 

that governs cybersecurity and cybercrime is not a technical question confined to the law 

journals. It is a question of whether the state can keep faith with its citizens in the digital 

space—protecting them from exploitation, guaranteeing their rights, and holding wrongdoers 

to account. 

 

The answer to that question requires more than amendments. It requires the establishment of a 
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National Cyber Ombudsman to give victims practical access to justice. It requires accession to 

the Budapest Convention to give investigators practical reach across borders. It requires a 

Comprehensive Cybercrime Code to give prosecutors and courts definitional clarity. And it 

requires the institutionalization of Techno-Constitutional Dualism to ensure that the rights of 

digital citizens remain the North Star of every cybercrime regulation India enacts. The time for 

incremental adjustment has passed. The moment for principled, comprehensive, and 

constitutionally grounded reform is now. 
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