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ETHICAL FRAMEWORKS FOR USER AGREEMENTS 

IN THE DIGITAL AGE 
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Abstract 

The consent-based model of digital agreements has long been regarded as the cornerstone of 

data protection frameworks worldwide. However, in the contemporary digital economy, 

consent is increasingly recognized as a legal fiction, failing to provide individuals with 

meaningful control over their personal data. This paper critically examines the limitations of 

the consent model, particularly in the Indian context, where regulatory gaps in the Digital 

Personal Data Protection Act, 2023 (DPDP Act) leave users vulnerable to corporate data 

exploitation and state surveillance. It argues that India must transition toward an accountability-

based model, where corporations bear the burden of proving data fairness and necessity, rather 

than relying on user consent as a mere formality. 

 

The study explores emerging legal doctrines, including data fiduciary obligations and Digital 

Habeas Corpus, as mechanisms to empower users and establish stronger corporate 

accountability. It situates India's evolving data governance framework within a comparative 

constitutional law perspective, drawing insights from Germany, the European Union, South 

Korea, and the United States. 

 

Additionally, empirical case studies such as Aadhaar data leaks, WhatsApp’s privacy 

controversies, and Paytm’s data-sharing practices demonstrate the failures of existing consent 

frameworks in protecting user rights. 

 

Beyond regulatory reforms, this paper examines technological and market-based solutions, 

including user-owned data markets and decentralized identity systems, as potential alternatives 

to traditional data governance models. It further advocates for India's proactive engagement in 

G20 digital governance discussions and OECD privacy guidelines, ensuring that its data 
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protection policies align with global best practices while safeguarding national interests. 

 

Ultimately, this paper contends that a legal and policy shift toward fairness, transparency, and 

accountability is imperative for protecting user autonomy in digital agreements. By replacing 

the flawed consent-based approach with a rights-oriented, accountability-driven regulatory 

model, India can achieve a balance between privacy protection and technological innovation, 

fostering a more equitable and secure digital ecosystem. 

 

Keywords 

Digital consent, accountability-based model, data fiduciary obligations, Digital Habeas Corpus, 

data privacy, Digital Personal Data Protection Act (DPDP Act), algorithmic governance, dark 

patterns, comparative constitutional law, private governance, AI bias audits, user autonomy, 

data rights, decentralized identity, global data governance. 

 

Introduction 

The principle of consent serves as the foundational basis for digital data governance, forming 

the legal bedrock of user agreements worldwide. However, in practice, consent is often 

rendered meaningless due to inherent power asymmetries, cognitive manipulation, and the 

complex nature of digital contracts. Users are frequently compelled to agree to opaque terms 

and conditions drafted in favor of corporations, raising concerns about whether consent truly 

reflects autonomy or merely serves as a legal fiction. The digital economy, dominated by 

private entities with monopolistic control over data, exacerbates this problem by leaving users 

with little choice but to accept one-sided agreements to access essential services. 

 

In the Indian context, these concerns take on heightened significance due to the country’s 

evolving data protection framework and its vast digital user base, many of whom lack digital 

literacy. While India’s Digital Personal Data Protection Act, 2023 (DPDP Act) attempts to 

refine consent requirements, its effectiveness is undermined by broad exemptions for state 

surveillance, weak enforcement mechanisms, and the lack of robust user rights akin to those in 

the General Data Protection Regulation (GDPR). Given these challenges, legal scholars and 

policymakers have begun to explore alternative models that move beyond traditional consent-

based frameworks. 
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This paper argues for a paradigm shift from a consent-based approach to an accountability-

based model, where corporations must demonstrate data fairness and necessity rather than 

placing the burden on users to protect their own interests. It examines emerging legal doctrines 

such as data fiduciary obligations, Digital Habeas Corpus, and data as a human right, proposing 

stronger legal safeguards to regulate corporate governance in the digital space. Further, this 

study situates India’s evolving data governance framework within a comparative constitutional 

law perspective, analyzing regulatory approaches in the European Union, Germany, South 

Korea, and the United States. 

 

Empirical case studies ranging from Aadhaar data leaks and WhatsApp’s privacy controversies 

to Paytm’s data-sharing practices illustrate the tangible consequences of weak consent 

mechanisms and inadequate oversight. Additionally, this paper discusses how artificial 

intelligence (AI) and algorithmic governance complicate user consent, necessitating bias audits, 

explainability mandates, and greater transparency in automated decision-making. It also 

explores how technological and market-based solutions, such as decentralized identity systems 

and user-owned data markets, can empower individuals in digital transactions. 

 

This study further highlights India’s role in G20 digital governance discussions, OECD privacy 

guidelines, and international data protection frameworks, advocating for a harmonized 

regulatory approach that balances national sovereignty with global interoperability. Ultimately, 

this paper contends that a regulatory model based on fairness, accountability, and user 

empowerment is imperative to replace the inherently flawed concept of contractual consent in 

digital agreements. 

 

Development and Loopholes in the Consent Framework 

In India, user agreements have traditionally relied on contractual consent, a concept rooted in 

Section 10 of the Indian Contract Act, 1872, which states that agreements entered into freely 

by competent parties are legally binding. However, digital contracts, including click wrap and 

browse wrap agreements, create a significant imbalance as users often accept them without a 

genuine opportunity to negotiate or modify terms. The Information Technology Act, 2000 (IT 

Act) provides the basic legal framework for electronic contracts, but it does not ensure 

meaningful consent in cases where users lack the knowledge or bargaining power to make 

informed decisions. 
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The DPDP Act, 2023, attempts to strengthen the consent model by requiring explicit and 

informed consent. However, it contains major loopholes that dilute user protection. First, 

bundled consent remains prevalent, where users must agree to a wide range of data-processing 

activities without the ability to selectively opt out. Second, the Act provides broad exemptions 

for state agencies, allowing government bodies to collect and process personal data without 

meaningful safeguards, raising concerns about mass surveillance. Third, enforcement remains 

weak, as the Data Protection Board of India (DPBI) lacks true independence from the executive, 

limiting its ability to act against non- compliant corporations. Fourth, the Act does not provide 

adequate protection against algorithmic decision-making, unlike the GDPR, which grants users 

the right to explanation when automated processes affect them. These gaps highlight the 

inadequacy of consent as a protective mechanism, necessitating a shift toward corporate 

accountability and stronger fiduciary obligations. 

 

Private Governance by Corporations and Constitutional Challenges 

The power of private corporations in shaping digital rights and governance extends beyond 

mere contractual arrangements. Technology firms have emerged as quasi-sovereign entities, 

exercising significant control over privacy, speech, and digital transactions. This phenomenon 

raises constitutional concerns, particularly in relation to Article 21 (Right to Privacy), Article 

19(1)(a) (Freedom of Speech and Expression), and Article 14 (Right to Equality) under the 

Indian Constitution. 

 

In Justice K.S. Puttaswamy v. Union of India , the Supreme Court recognized privacy as a 

fundamental right, emphasizing that individual autonomy over personal data is central to 

constitutional governance. However, digital platforms continue to exploit coercive consent 

mechanisms, effectively privatizing data governance without adequate constitutional oversight. 

 

Similarly, user agreements impact digital free speech, as social media platforms unilaterally 

determine content moderation policies that can lead to arbitrary censorship without due 

process. The Shreya Singhal v. Union of India ruling, which struck down Section 66A of the 

Information Technology Act, 2000, highlighted the dangers of vague digital speech restrictions, 

yet corporations continue to impose restrictions through opaque terms of service. 

 

Furthermore, private governance in digital contracts undermines equality rights, as standard 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 1 | March 2025       ISSN: 2581-8503 

  

form contracts drafted by corporations impose one-sided terms on users with no bargaining 

power. A comparative constitutional analysis reveals that jurisdictions such as Germany, the 

EU, and South Korea have developed stronger legal doctrines to counterbalance corporate 

power, offering valuable insights for India’s digital regulatory evolution. 

 

Emerging Legal Doctrines 

As the inadequacies of consent-based frameworks become increasingly evident, legal scholars 

have begun advocating for emerging legal doctrines that prioritize user rights over corporate 

interests. One such doctrine is Digital Habeas Corpus, a concept that enables users to challenge 

data retention, algorithmic profiling, and opaque decision-making by digital platforms. This 

doctrine draws parallels with traditional habeas corpus principles, which safeguard individuals 

from unlawful detention, reimagined in the digital space to challenge unjust data detention and 

algorithmic discrimination. 

 

Another critical shift is the recognition of data fiduciary obligations, where platforms are 

legally required to act in the best interests of users rather than merely obtaining consent for 

data collection. This model, inspired by fiduciary law in corporate governance and trust law, 

would impose proactive duties on digital platforms to ensure fair data processing, prevent 

misuse, and disclose algorithmic risks. The California Consumer Privacy Act (CCPA) and 

GDPR already incorporate elements of such obligations, setting a precedent for India to adopt 

similar reforms. 

 

Technological and Market-Based Solutions 

While regulatory interventions are crucial, technological and market-based solutions also offer 

promising alternatives to improve user control over digital agreements. The concept of user-

owned data markets challenges the current data economy by allowing individuals to negotiate 

the value of their personal information rather than surrendering it for free. Similarly, 

decentralized identity systems powered by blockchain and cryptographic verification could 

replace centralized data storage models, reducing risks associated with data breaches and 

unauthorized access. AI-driven consent assistants can further help users make informed 

decisions by summarizing legal agreements in comprehensible language, mitigating the 

problem of information asymmetry. 
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Power Imbalance & Autonomy 

The principle of consent is grounded in autonomy, yet in practice, digital platforms manipulate 

users into agreeing to terms that disproportionately favor corporations. This imbalance arises 

due to cognitive biases, asymmetrical information, and economic constraints. Platforms 

leverage default settings, deceptive design patterns (dark patterns), and urgency tactics to nudge 

users into consenting without meaningful deliberation. Moreover, users often lack clarity on 

how their data will be used, stored, or shared due to legal jargon and excessively long 

agreements. These factors contribute to a system where consent is not genuinely informed or 

voluntary, raising concerns about its legitimacy in digital contracts. 

 

Constitutional Challenges 

User agreements intersect with several fundamental rights enshrined in the Indian Constitution, 

particularly the right to privacy under Article 21, the freedom of speech and expression under 

Article 19(1)(a), and the right to equality under Article 14. The Supreme Court of India in 

Justice K.S. 

 

Puttaswamy v. Union of India, recognized privacy as a fundamental right under Article 21, 

emphasizing that consent alone cannot justify arbitrary intrusions into personal data. Despite 

this, digital platforms continue to exploit vague and coercive consent mechanisms, 

undermining the spirit of this ruling. 

 

Further, user agreements influence digital free speech under Article 19(1)(a). Social media 

companies and digital platforms implement content moderation policies that can restrict speech 

arbitrarily, often without transparent justifications or due process. The Indian Supreme Court, 

in Shreya Singhal v. Union of India, struck down Section 66A of the IT Act, holding that vague 

restrictions on online speech are unconstitutional. However, many user agreements grant 

excessive discretionary powers to platforms, which can lead to private censorship, a growing 

concern in digital governance. 

 

Moreover, Article 14 (Right to Equality) concerns arise as large technology corporations draft 

one- sided agreements that deprive users of bargaining power. The standard form contract 

model used by digital platforms creates an inherent power imbalance, violating the principles 

of fairness and equality enshrined in Indian contract law and constitutional jurisprudence. 
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Ethical Perspectives: Is Consent Sufficient? 

Applying ethical theories helps determine whether consent alone justifies data collection and 

usage. From a deontological perspective, consent should be informed, voluntary, and revocable. 

If users are manipulated into consenting, the agreement lacks moral legitimacy. On the other 

hand, a utilitarian approach may justify certain data practices if they yield significant social 

benefits, such as improved artificial intelligence systems or public health insights. However, 

such benefits must be balanced against potential harm to individual privacy and autonomy. 

Ethical considerations suggest that consent alone is an inadequate safeguard, necessitating 

additional protections such as fiduciary duties for platforms. 

 

Recognizing the limitations of traditional consent models, legal scholars and policymakers 

have proposed alternative regulatory interventions. One approach is mandated fairness audits, 

requiring platforms to conduct and disclose assessments that evaluate the impact of their terms 

on user rights. 

 

Another alternative is the implementation of standardized consumer rights, such as data 

portability, the right to explanation, and algorithmic transparency, as seen in the European 

General Data Protection Regulation (GDPR). Additionally, some jurisdictions are shifting 

towards prescriptive regulations that require privacy-by-design principles, ensuring that default 

settings favor user protection rather than commercial exploitation. 

 

International Perspective 

India’s regulatory framework for user agreements and data privacy differs significantly from 

global models, each with its strengths and weaknesses. The European Union’s GDPR 

prioritizes user autonomy, data subject rights, and explicit consent, making it a stronger 

protection model than India’s DPDP Act, which still lacks comprehensive user rights 

mechanisms. The United States, in contrast, follows a sectoral approach with laws like the 

California Consumer Privacy Act (CCPA) and Federal Trade Commission (FTC) regulations, 

which provide limited consumer protections without a unified federal privacy law. 

 

China’s Personal Information Protection Law (PIPL) is stricter than India’s DPDP Act, as it 

mandates data localization and provides stronger enforcement mechanisms. While India’s data 

localization policies align with China’s model, enforcement gaps make implementation weaker. 
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At a global level, India must navigate the complexities of cross-border data transfers, 

particularly within the frameworks of G20 digital governance initiatives and UN-led 

discussions on digital rights. 

 

Impact 

The reliance on consent-based user agreements has significant negative consequences in India. 

One of the primary concerns is low digital literacy, particularly in rural and semi-urban areas, 

where users unknowingly consent to exploitative data-sharing policies. This digital divide 

worsens the power asymmetry between individuals and large tech corporations, further eroding 

consumer rights. 

 

Additionally, the prevalence of dark patterns in digital platforms poses a major challenge. 

Companies use deceptive UI/UX strategies to manipulate users into granting excessive 

permissions, often in violation of their privacy rights. In India, large digital monopolies like 

Meta, Google, and Reliance Jio dominate the market, significantly reducing user choice and 

negotiation power in digital agreements. The lack of robust enforcement mechanisms further 

exacerbates these challenges, as users have limited legal recourse against unfair terms and 

conditions. 

 

Recommendations 

To move beyond the limitations of consent-based frameworks, India must adopt a fairness and 

Accountability based model that prioritizes user rights over contractual formalities. First, the 

DPDP Act should impose stricter obligations on companies to ensure data minimization, 

purpose limitation, and ethical data processing. Second, regulatory oversight must be 

strengthened by making the Data Protection Board of India (DPBI) truly independent, ensuring 

it can proactively regulate digital platforms. 

 

Third, algorithmic transparency must be mandated, requiring companies to disclose automated 

decision-making processes, especially in AI-driven services like targeted advertising and 

content moderation . Fourth, alternative dispute resolution mechanisms should be introduced, 

enabling consumers to challenge unfair agreements through fast-track consumer courts or a 

public digital ombudsman. Finally, stronger international cooperation is necessary to 

harmonize Indian data protection laws with global best practices, ensuring cross-border data 
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security while protecting national sovereignty. 

 

By shifting the focus from mere consent to fairness, accountability, and user empowerment, 

India can build a more equitable and effective digital rights framework that safeguards citizens 

from exploitative digital practices. 
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