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No part of this publication may be reproduced, stored, transmitted, translated, or distributed in 

any form or by any means—whether electronic, mechanical, photocopying, recording, 

scanning, or otherwise—without the prior written permission of the Editor-in-Chief of White 

Black Legal – The Law Journal. 

 

All copyrights in the articles published in this journal vest with White Black Legal – The Law 

Journal, unless otherwise expressly stated. Authors are solely responsible for the originality, 

authenticity, accuracy, and legality of the content submitted and published. 

 

The views, opinions, interpretations, and conclusions expressed in the articles are exclusively 
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While reasonable efforts are made to ensure academic quality and accuracy through editorial 

and peer-review processes, White Black Legal makes no representations or warranties, express 

or implied, regarding the completeness, accuracy, reliability, or suitability of the content 

published. The journal shall not be liable for any errors, omissions, inaccuracies, or 

consequences arising from the use, interpretation, or reliance upon the information contained 

in this publication. 

 

The content published in this journal is intended solely for academic and informational 

purposes and shall not be construed as legal advice, professional advice, or legal opinion. White 

Black Legal expressly disclaims all liability for any loss, damage, claim, or legal consequence 

arising directly or indirectly from the use of any material published herein. 
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ABOUT WHITE BLACK LEGAL 

 

White Black Legal – The Law Journal is an open-access, peer-reviewed, and refereed legal 

journal established to provide a scholarly platform for the examination and discussion of 

contemporary legal issues. The journal is dedicated to encouraging rigorous legal research, 

critical analysis, and informed academic discourse across diverse fields of law. 

 

The journal invites contributions from law students, researchers, academicians, legal 

practitioners, and policy scholars. By facilitating engagement between emerging scholars and 

experienced legal professionals, White Black Legal seeks to bridge theoretical legal research 

with practical, institutional, and societal perspectives. 

 

In a rapidly evolving social, economic, and technological environment, the journal endeavours 

to examine the changing role of law and its impact on governance, justice systems, and society. 

White Black Legal remains committed to academic integrity, ethical research practices, and the 

dissemination of accessible legal scholarship to a global readership. 
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AIM & SCOPE 

 

The aim of White Black Legal – The Law Journal is to promote excellence in legal research 

and to provide a credible academic forum for the analysis, discussion, and advancement of 

contemporary legal issues. The journal encourages original, analytical, and well-researched 

contributions that add substantive value to legal scholarship. 

 

The journal publishes scholarly works examining doctrinal, theoretical, empirical, and 

interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal 

professionals, researchers, scholars, and students who demonstrate intellectual rigour, 

analytical clarity, and relevance to current legal and policy developments. 

 

The scope of the journal includes, but is not limited to: 

 Constitutional and Administrative Law 

 Criminal Law and Criminal Justice 

 Corporate, Commercial, and Business Laws 

 Intellectual Property and Technology Law 

 International Law and Human Rights 

 Environmental and Sustainable Development Law 

 Cyber Law, Artificial Intelligence, and Emerging Technologies 

 Family Law, Labour Law, and Social Justice Studies 

 

The journal accepts original research articles, case comments, legislative and policy analyses, 

book reviews, and interdisciplinary studies addressing legal issues at national and international 

levels. All submissions are subject to a rigorous double-blind peer-review process to ensure 

academic quality, originality, and relevance. 

 

Through its publications, White Black Legal – The Law Journal seeks to foster critical legal 

thinking and contribute to the development of law as an instrument of justice, governance, and 

social progress, while expressly disclaiming responsibility for the application or misuse of 

published content. 
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ABSTRACT 

The digital revolution has fundamentally altered the landscape of global commerce, offering 

unprecedented opportunities for innovation and growth while simultaneously giving rise to 

complex web of legal challenges. This comprehensive article explores the multifaceted length 

pitfalls in online business ventures, with a primary focus on the Indian regulatory framework. 

Through a detailed analysis of the Information Technology Act, 2000, the Consumer Protection 

Act, 2019 and the Digital Personal Data Protection Act, 2023, the study highlights the tension 

between rapid technological advancement and regularity lag. Furthermore, it examines the 

critical role of intellectual property rights, cybersecurity mandates and taxation compliance in 

ensuring the sustainability of digital enterprises. Special attention is given to the regional 

dynamics of Tamil Nadu, serving as a microcosm for the broader Indian digital economy. By 

synthesizing landmark judicial precedents and contemporary policy initiatives, this research 

provides a roadmap for entrepreneurs and policymakers to navigate the digital frontier securely 

and ethically. 

 

CHAPTER 1 

THE FOUNDATIONS OF DIGITAL RESEARCH AND METHODOLOGY 

Research in the digital age is no longer a static process of literature review, it is a dynamic, 

multi-dimensional inquiry into the intersection of technology and law. At its core, research is 

a systematic and scientific process designed to interpret information and solve specific 

problems in the online business environment.1 

                                                             
11. Kothari, C.R., "Research Methodology: Methods and Techniques," New Age International Publishers, 4th 

Edition, 2019. 
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The methodologies employed in this study are diverse. Qualitative research allows for the deep 

interpretation of legal doctrines, such as the principle of ‘intermediary liability’ and the 

‘doctrine of fair use’ in copyright. Quantitative research, on the other hand, provides the 

statistical backbone, utilizing data from the National Crime Records Bureau (NCRB) to map 

the rising trajectory of cybercrimes and data breaches in India.2 

Furthermore, applied research plays a vital role in developing compliance checklists for 

startups. As business transition from physical storefronts to digital platforms, the ‘research gap’ 

the distance between current legal awareness and actual regulatory requirements becomes a 

primary risk factor.3 This chapter establishes that a rigorous research requirements becomes a 

primary risk factor this chapter establishes that a rigorous research oriented approach is the 

only defence against the inherent unpredictability of the digital marketplace.4 

 

CHAPTER 2 

THE EVOLUTION OF E-COMMERCE LAW IN INDIA 

India’s journal towards a digital economy was catalyzed by the Information Technology (IT) 

Act, 2000. Originally desined to provide legal recognition for electronic transactions, the Act 

has undergone significant transformations to keep pace with internet’s evolution.5 

The legal validity of electronic records and digital signatures under Section 4 and 5 of the IT 

Act paved the way for the ‘paperless office’. However, the core of digital commerce lies in e-

contracts. Under section 10A, contracts formed through electronic means are legally binding, 

provided they satisfy the essential elements of a valid contract under the Indian Contract Act, 

1872.6 

We distinguish between various types of digital agreements: 

 Click-wrap Agreement: Where users manifest consent by clicking “I Agree”.7 

 Browse-wrap Agreements: Where consent is inferred from the mere use of the website.8 

 Shrink-wrap Agreements: Typically found in software packaging.9 

The Supreme Court’s ruling in Trimex International FZE Ltd. V. Vedanta Aluminium Ltd. 

                                                             
2 National Crime Records Bureau (NCRB), "Crime in India 2023 Report," Ministry of Home Affairs, 2023. 
3 Yin, R. K., "Case Study Research and Applications: Design and Methods," SAGE Publications, 6th Edition, 2018 
4 Ministry of Electronics and Information Technology (MeitY), "India's Trillion Dollar Digital 

Opportunity," 2019. 
5The Information Technology Act, 2000 (Act No. 21 of 2000), Preamble.  
6 The Indian Contract Act, 1872 (Act No. 9 of 1872), Section 10. 
7 Hotmail Corporation v. Van Money Pie Inc., 1998 WL 388389 (N.D. Cal. 1998). 
8 Specht v. Netscape Communications Corp., 306 F.3d 17 (2d Cir. 2002). 
9 ProCD, Inc. v. Zeidenberg, 86 F.3d 1447 (7th Cir. 1996). 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 6 | May 2026         ISSN: 2581-8503 

Page | 6   

serves as a cornesstone, establishing that once an offer is accepted via email, a valid contract 

is formed, regardless of the absence of a signed physical document.10 

  

CHAPTER 3 

PRIVACY AND THE DIGITAL PERSONAL DATA PROTECTION ACT, 2023 

Data is the new oil, but it is also a significant liability. For years, India relied on the Information 

Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or 

Information) Rules, 2011.11However, the landmark judgment in Justice K.S. Puttaswamy v. 

Union of India elevated privacy to a fundamental right under Article 21 of the Constitution, 

necessitating a more robust legislative framework.12 

The Digital Personal Protection Act (DPDPA), 2023, introduces several key concepts: 

 Data Fiduciary: The entity that determines the purpose and means of processing 

personal data.13 

 Data Principal: The individual to whom the personal data relates.14 

 Consent Managers: Intermediaries that manage consent on behalf of the Data 

Principal.15 

The Act mandates that personal data can only be processed for a lawful purpose for which the 

Data Principal has given consent.16 This shift from ‘implicit’ to ‘explicit’ consent represents a 

major hurdle for online businesses. Non-compliance can now result in penalties reaching up to 

INR 250 Crores.17 

 

CHAPTER 4 

CYBERSECURITY THREATS AND INTERMEDIARY LIABILITY 

The borderless nature of the internet makes cybersecurity a global challenge. Sections 66, 66C 

and 66D of the IT Act deal with hacking, identity theft and cheating by personation.18 For 

online venture, a single breach can result in not financial loss, but a total erosion of consumer 

trust. 

                                                             
10 Trimex International FZE Ltd. v. Vedanta Aluminium Ltd., (2010) 3 SCC 1. 
11 Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or 

Information) Rules, 2011, Notification G.S.R. 313(E). 
12 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1. 
13 The Digital Personal Data Protection Act, 2023, Section 2(i). 
14 The Digital Personal Data Protection Act, 2023, Section 2(j). 
15 The Digital Personal Data Protection Act, 2023, Section 6(7). 
16European Union, "General Data Protection Regulation (GDPR)," Article 6 (Lawfulness of Processing). 
17 The Digital Personal Data Protection Act, 2023, Schedule (Penalties). 
18The Information Technology Act, 2000, Section 66C (Punishment for identity theft).  
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A critical area of legal contention is ‘Intermediary Liability’. Under Section 79 of the IT Act, 

intermediaries are granted ‘safe habor’ protection.19 This means they are not liable for third- 

party information hosted by them, provided they follow ‘due diligence’ guidelines.20 

The case of Shreya Singal v. Union of India was pivotal in defining these boundaries, striking 

down Section 66A for being overboard and clarifying that intermediaries are only required to 

remove content upon receiving “actual knowledge” via a court order or government 

notification.21 This balance is essential to ensure that platforms are not forced to become private 

censors.22 

 

CHAPTER 5 

CONSUMER PROTECTION IN THE E-COMMERCE ERA 

The Consumer Protection Act, 2019, replaced the outdated 1986 legislation, specifically 

addressing the grievances of the digital shopper.23 The E- Commerce Rules, 2020further 

refined these protections by categorizing e-commerce entities into ‘Inventory’ and 

‘Marketplace’ models.24 

Key mandates include: 

 Mandatory Disclosures: Detailed information about the seller must be displayed.25 

 Grievance Redressal: Every entity must appoint a Grievance Officer.26 

 Price Manipulation: Platforms are prohibited from manipulating prices.27 

This regulatory push ensures that the “caveat emptor” principle is increasingly replaced by 

“caveat venditor” in the digital domain.28 

 

CHAPTER 6 

INTELLECTUAL PROPERTY CHALLENGES: COPYRIGHT AND TRADEMARKS 

In the digital realm, intellectual property (IP) is the most valuable asset. The copyright Act, 

1957 and the Trade Marks Act, 1999, are the primary shields.29 

                                                             
19 The Information Technology Act, 2000, Section 79 (Exemption from liability of intermediary in certain cases). 
20 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021 
21 Shreya Singhal v. Union of India, (2015) 5 SCC 1. 
22 Bhardwaj, R., "Intermediary Liability in the Digital Age," Oxford University Press, 2020. 
23 The Consumer Protection Act, 2019 (Act No. 35 of 2019), Section 94. 
24 Consumer Protection (E-Commerce) Rules, 2020, Rule 4 (Duties of e-commerce entities). 
25 Consumer Protection (E-Commerce) Rules, 2020, Rule 5. 
26Consumer Protection (E-Commerce) Rules, 2020, Rule 4(4).  
27 Amazon.com NV Investment Holdings LLC v. Future Retail Ltd., (2022) 1 SCC 209. 
28 Singh, A., "Law of Consumer Protection," Eastern Book Company, 2021. 
29 The Copyright Act, 1957 (Act No. 14 of 1957), Section 51. 
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Domain Name Disputes: Domain Names are often treated as trademarks.30 ‘Cybersquatting’ 

the bad- faith registration of a domain name is a common pitfall. Indian courts have consistently 

protected trademark owners.31 

Counterfeit Goods: In Christian Louboutin v. Nakul Bajaj, the court held that a platform 

promoting counterfeit luxury goods cannot claim safe harbor protection.32 This necessities 

rigorous vetting processes.33 

 

CHAPTER 7 

TAXATION AND GST IN ONLINE VENTURES 

The introduction of GST in 2017 brought clarity but also new burdens.34 Under Section 52, 

platforms must collect ‘Tax Collection at Source’ (TCS).35 

This requirements forces even small-scale sellers to register for GST.36 Furthermore, the 

‘Equalization Levy’ targets non- resident digital advertising companies.37 This ensures global 

giants contribute to the Indian exchequer.38 

 

CHAPTER 8 

REGIONAL DYNAMICS: FOCUS ON TAMILNADU’S DIGITAL HUB 

Tamil Nadu represents one of India’s most advanced digital economics. Chennai hosts 

thousands of startups navigating these water.39 

However, regional challenges persist. Small SMEs remain unaware of the DPDPA or GST 

nuances.40 

Case study: Chennai E- Commerce Scams A surge in ‘non-delivery’ scams has been reported.41 

Fraudulent websites mimic well-known brands. These cases highlight the need for advanced 

digital forensics. 

 

 

                                                             
30 Satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd., (2004) 6 SCC 145. 
31 ICANN, "Uniform Domain-Name Dispute-Resolution Policy (UDRP)," 1999. 
32 Christian Louboutin SAS v. Nakul Bajaj, (2018) 253 DLT 728. 
33 L’Oréal v. eBay, Case C-324/09, European Court of Justice (ECJ), 2011. 
34 The Central Goods and Services Tax Act, 2017 (Act No. 12 of 2017). 
35 The Central Goods and Services Tax Act, 2017, Section 52. 
36 Government of India, "GST Flyers on E-commerce Operators," 2021. 
37 Finance Act, 2016, Chapter VIII (Equalization Levy). 
38 OECD, "Taxing the Digital Economy," OECD/G20 Base Erosion and Profit Shifting Project, 2020. 
39 StartupTN, "Tamil Nadu Startup and Innovation Policy 2023," 2023. 
40 Confederation of Indian Industry (CII), "Status of Digital Readiness in Tamil Nadu SMEs," 2022. 
41 Tamil Nadu Police Cyber Cell, "Annual Report on Cyber Crimes," 2023. 
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CHAPTER 9 

THE PATH FORWARD: RECOMMENDATIONS AND POLICY REFORM 

To mitigate pitfalls, a multifaceted strategy is required; 

 Regulatory Sandboxes: Testing products in controlled environments.42 

 Digital Literacy: Programs localized for non- legal professionals.43 

 Online Dispute Resolution (ODR): Fast alternative to traditional courts.44 

 AI Governance: Laws regarding algorithmic transparency.45 

 

CHAPTER 10 

CONCLUSION 

The journey of an online venture is fraught with legal complexities. India’s framework is 

maturing toward rights-based protection. 

However, law remains a trilling indicator. Success requires a ‘legal- by- design’ approach.46 

By respecting privacy and staying abreast of regulations, entrepreneurs can turn legal pitfalls 

into competitive advantages.47 

 
 

                                                             
42 RBI, "Enabling Framework for Regulatory Sandbox," 2019. 
43 MeitY, "Digital India Program Overview," 2022. 
44 NITI Aayog, "Designing the Future of Dispute Resolution," 2021. 
45 European Commission, "Proposal for a Regulation on Artificial Intelligence (AI Act)," 2021. 
46 Cavoukian, A., "Privacy by Design: The 7 Foundational Principles," Information and Privacy 

Commissioner of Ontario, 2009. 
47 UNCTAD, "Cyberlaw Tracker," 2023. 
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